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[bookmark: _TOC_250020]Abstract

Intrusion Detection Systems (IDS) are vital in security of the contemporary networks against the ever advanced cyber threats. The paper researches the performance of two classical example machine learning ensemble models: Random Forest and AdaBoost based on the standard KDD intrusion detection data set. In order to make sense of the traffic behaviour, feature distributions, protocol patterns and the large class imbalance that is expected of the dataset, detailed exploratory data analysis (EDA) was conducted. As it has been analyzed, normal and DoS attacks prevail in the dataset, and R2L and U2R attacks are hard to find, making it a challenge to classify them using a supervised model. Random Forest and AdaBoost were both trained and optimised with the help of Grid Search and assessed in terms of accuracy, precision, recall, F1-score, and confusion matrices. Findings indicate that Random Forest has a better macro precision (0.828) and F1-score (0.496), whereas AdaBoost has a little bit better accuracy (0.725). Nevertheless, the two models had a hard time with minority attack classes. Analysis of feature importance showed that Random Forest focused on features that relate to host-behaviour i.e. src_bytes and error rates, and AdaBoost favored protocol-level features. The paper concludes that these ensemble models provide good baseline performance, however, additional improvements, including resampling, anomaly detection, or deep learning are needed to achieve overall intrusion detection in all categories of attacks.
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1. [bookmark: _TOC_250016]Introduction

Intrusion Detection Systems (IDS) take a central place in current cybersecurity as they track traffic in the network, identify abnormal behaviours, and stop unauthorised access (Barpute and Bhargava, 2024). With the ever growing volume and complexity of network data, conventional rule-based IDS solutions are becoming ineffective in detecting advanced and dynamic cyber threats. Machine learning (ML) techniques have thus become a vital part of IDS, providing the capability to learn patterns of malicious behavior based on previous information and to generalise the patterns to new attack events. ML-based IDS is more flexible and scalable than signature-based systems because of their ability to process high-dimensional features, discover latent relationships and detect anomalies.
Nonetheless, the implementation of ML in intrusion detection has a number of challenges (Khan et al., 2022). Network traffic data traditionally have high dimensional features, mixed feature types, and severe imbalance between classes, with some attacks like R2L (Remote-to-Local) and U2R (User-to-Root) being significantly less common than typical categories, including DoS or normal traffic. These imbalances disrupt learning models and lead to low rare but critical attacks detection. Also, cyber threats are dynamic and will become more unpredictable, which means that the IDS models must be effective and dynamic to keep up with patterns that were not observed before.
KDD dataset is still considered to be one of the most popular benchmarks in IDS research due to its large and labelled collection of simulated attacks and normal traffic that has rich feature representations (Kaggle, 2020). This assignment utilizes two machine learning algorithms; Random Forest and AdaBoost, and fine-tunes them and evaluates them on KDD (Dhanya, 2022; Dagğstan, 2023). This research will compare their performance, strengths and weaknesses, and study the extent to which the models is able to handle high-dimensional and imbalanced intrusion data.
2. [bookmark: _TOC_250015]Problem Definition

Due to the swift growth of networked systems, the number of cyber-attacks has increased exponentially to a point where intrusion detection is now an essential part of cybersecurity defence (Chowdhury et al., 2023). IDS need to be capable of classifying the malicious traffic correctly in various types of attacks like DoS, Probe, R2L as well as U2R (Kantharaju et al., 2024). Nonetheless, network data in the real world is usually high-dimensional and imbalanced and heterogeneous, decreasing the stability of standard rule-based systems. Machine learning (ML) proffers a scalable answer, but the quality of data, distribution of categories, and the strength of the models are extremely significant (Barpute and Bhargava, 2024). Popular benchmark datasets such as KDD 99 and NSL-KDD are labelled multi-class but have severe class imbalance (e.g., R2L and U2R represent less than 1% of samples) so automated classifying attacks remains a challenge(Gutierrez-Garcia, Sanchez-DelaCruz and Pozos-Parra, 2023). To solve this issue, the evaluation of ML models that can be trained on skewed distributions and detect minority attacks without a significant reduction of the overall accuracy is needed.
3. [bookmark: _TOC_250014]Related Work

Almseidin et al. (2017) also scaled a number of ML algorithms on the KDD dataset and reported that decision trees with 93% accuracy obtained the lowest Recall on the minority classes like U2R, which had a lower Recall than the more frequent intrusions, indicating that it was challenging to detect rare intrusions. Kumar and Gutierrez (2025) also
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observed that traditional ML models are highly accurate with DoS attacks and inaccurate with R2L/U2R since the data is unequal and has noisy features.
Talukder et al. (2024) suggested a hybrid IDS based on the combination of Random Oversampling, Stacking Feature Embedding, and PCA. They reached 99.59% with Random Forest (RF) and 99.95% with Extra Trees on the UNSW-NB15 dataset, indicating the strength of ensemble learning with big and unbalanced data. Ali et al. (2025) made a comparative study between deep learning algorithms and ML and found out that CNNs and LSTMs performed 98% accuracy, whereas RF did 99.9%, which is better than the deep learning models in structured intrusion datasets. They have also emphasized the role of SMOTE which increased the Recall over 20% of minority attack classes.
In the context of the IoT, (Kantharaju et al. (2024) designed the SAPGAN intrusion detection framework and showed a higher accuracy with 23-27% and a reduced computation time with 13-26% in comparison to the traditional deep learning models, which reflects the topicality of attention-based models in complex and high-volume network settings.
3.1. [bookmark: _TOC_250013]Research Gap
Regardless of these developments, there is one gap: currently, the vast majority of ML models demonstrate a very low Recall (usually, under 5%) of attacks on minorities, and there is not yet widespread comparative analysis between classical ensemble approaches. This paper fills this gap by quantitatively comparing AdaBoost and Random Forest on the KDD dataset in order to determine their ability to detect multi-class intrusion in severe cases of class imbalance.
4. [bookmark: _TOC_250012]Methodology

The research was guided by a structured machine learning pipeline that included the preparation of data, exploratory data analysis (EDA), feature preprocessing, model development, hyperparameter tuning, and performance assessment. Two benchmark datasets were used: kdd_train.csv and kdd_test.csv, both of which are based on the KDD Cup intrusion detection benchmark (Kaggle, 2020). Pandas was first used to load the training and testing datasets and concatenate them into a single dataset of 148,517 instances and 42 attributes. The first data inspection ensured that no missing value existed in all features. Nevertheless, similar cases were found and 15,791 duplicate records were eliminated to enhance model learning and eliminate bias.
4.1. [bookmark: _TOC_250011]Attack Category Mapping
These attack type labels are many and appear in the original labels column. To facilitate multiclass classification, a mapping function was designed that classifies individual attacks into four high-level categories which are Denial of Service (DoS), Probe, User-to-Root (U2R), and Remote-to-Local (R2L) along with a normal class. The mapping is compatible with the popular KDD taxonomy standards and lessens the fragmentation of classes, allowing more coherent model training.
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FIGURE 1: METHODOLOGY
4.2. [bookmark: _TOC_250010]Exploratory Data Analysis (EDA)
Several visual analyses were performed in order to comprehend feature distributions and traffic features better. Annotated countplots were produced in attack categories, protocol types, services, and connection flags in order to analyze imbalanced frequencies. Numerical aspects such as src bytes, dst bytes, count, srv count and error-rate attributes were explored using histograms and boxplots. The heatmaps of correlation were created using numerical variables alone, as well as a targeted heatmap of top 20 features correlated with duration. Scatterplots and pairplots were also used to detect the relationships among important predictive variables. These comparisons showed a high class imbalance, especially in the case of R2L and U2R attacks, and identified some of the most highly correlated features that affected model performance.
4.3. [bookmark: _TOC_250009]Data Preprocessing
LabelEncoder was used to encode categorical features (protocol_type, service and flag) (Sethi, 2023). The dataset was again divided into its initial training and testing components (Gen. David, 2023). All the numerical characteristics were then normalised with StandardScaler so that algorithms that are sensitive to the magnitude of features, especially AdaBoost, would be functional (Hale, 2021).
4.4. [bookmark: _TOC_250008]Model Development
There are two ensemble learning algorithms that were chosen: AdaBoost and Random Forest. In the case of Random Forest, grid search was conducted with respect to the number of trees, maximum depth and minimum split criteria (Dagğstan, 2023). AdaBoost was applied in combination with a decision tree as the weak learner and was adjusted based on learning rates, learning estimators and maximum depth of the base estimator combinations (Dhanya, 2022). Both models utilized the GridSearchCV with the threefold cross-validation and accuracy as the scoring system (Shah, 2024).
4.5. [bookmark: _TOC_250007]Evaluation
The optimised models were used to predict using accuracy, macro-precision, macro-recall and macro-F1 score (Tiwari, 2021). Confusion matrices were very informative on the misclassification patterns, particularly at the minority classes (Bhandari, 2024). Besides, a bar chart was used to compare the metrics of Random Forest and AdaBoost. To examine the key predictive variables, feature importance plots have been created using both of the models.

5. [bookmark: _TOC_250006]Experiments

The experimental stage involved the training and testing of two ensemble models that will be used, such as Random Forest and AdaBoost, on the pre-processed KDD intrusion detection data. The experiments were all written in Python with the use of Scikit-learn, and it was based on a reproducible and consistent workflow. It was initially split into training and testing sets, following the original KDD split, with no information leaking. All the models were tuned using GridSearchCV and three-fold cross-validation to find the best hyperparameters. In the case of Random Forest, the number of estimators, the maximum depth and minimum sample splits were tested. In AdaBoost, the combinations of the learning rate, number of boosting rounds and base estimator complexity were considered.
6. [bookmark: _TOC_250005]Results and Analysis

6.1. [bookmark: _TOC_250004]EDA Findings
The exploratory data analysis helps to give major findings regarding the behavioural pattern and structure that exist in the KDD intrusion detection dataset. The distribution of the attack categories (Figure 2) has extremely imbalanced class sizes, which include normal traffic (70,310), DoS (47,993), and Probe (11,965) as the small classes, and R2L and U2R attacks are incredibly uncommon (2,379 and 79 respectively).
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FIGURE 2: ATTACK CATEGORY DISTRIBUTION
This imbalance is a famous issue that is addressed in the research of IDS because the minority classes are usually wrongly classified because there is no adequate training sample.

[image: ]


FIGURE 3: DISTRIBUTION OF PROTOCOLS
The distribution of protocols (Figure 3) also confirms that the dataset is skewed: TCP is represented very large (108,427 flows), UDP and ICMP are a significantly smaller proportion. The top-15 service plot (Figure 4) indicates that web-based and private services are the most frequent network traffic including http, private, domain_u and smtp because of the nature of the data set usage.
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FIGURE 4: TOP 15 SERVICE TYPES IN NETWORK TRAFFIC
The flag distribution (Figure 5) shows that SF (successful connection) and S0 (connection attempt seen) are the most commonly used flags with many specialised flags being used infrequently, again, indicating sparsity.
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FIGURE 5: FLAG DISTRIBUTION
The heatmaps based on correlation (Figure 6) show a high linear correlation between a number of attributes that are destination-host based and are based on errors, including: dst_host_srv_serror_rate, srv-serror-rate, and serror-rate, which suggests the possibility of redundant or highly co-dependent attributes.
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FIGURE 6: CORRELATION MATRIX

The heatmap of top-20 correlation (Figure 7) centred around duration emphasises the features with moderate positive correlation (e.g., dst_host_diff_srv-rate) but, in general, low relationships, indicating that the duration may not be a powerful predictor by itself.
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FIGURE 7: TOP 20 CORRELATED FEATURES WITH DURATION
The boxplot of duration vs. attack category shows that the median duration is zero and there are a limited number of outliers- extreme values particularly in normal and Probe traffic (Figure 8). The skew of distributions of src_bytes, dst_bytes, count, and srv_count are towards the right, which is in line with bursty network traffic and attack bursts. In general, the EDA validates the high imbalance, skewed distributions, and correlated feature groups, which affect the behaviour of classifiers.
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FIGURE 8: DURATION VS ATTACH CATEGORY
Boxplots of error-rate fields (serror_rate, rerror_rate, srv_error_rate) demonstrate that a large portion of the samples cluster around 0, yet malicious traffic causes some error-rate features to reach extremes (approach 1), thus this is a good indication that they are good anomaly detectors (Figure 9).
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FIGURE 9: ERROR RATE FEATURES BOXPLOT
The src and dst distributions of the bytes are highly skewed to the right, with most network flows yielding very few bytes, and only a handful of rare events yield very large values (as many as 1e9)(Figure 10). This heavy-tailed behaviour means there are large outliers, which are known to belong to Probe and R2L traffic. This is consistent with the real-world behaviour of intrusion, in which malicious scans or suspicious remote requests are frequently associated with abnormal payloads.
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FIGURE 10: DISTRIBUTION OF COUNT AND SRV_COUNT
The scatterplot of same srv rate vs diff srv rate distinctly draws the line between DoS and Probe attacks. Same-service repetition is high (0.8–1.0) in the DoS attacks, and diff-service rates are high (>0.4) in the Probe attacks, indicating the exploratory character of the attacks on multiple ports (Figure 11).
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FIGURE 11: SAME_SRV_RATE VS DIFF_SRV_RATE

The pairplot (Figure 12) display emphasises that the duration, source bytes, destination bytes, and count fall into different clusters with attack categories. DoS flows are found to be solid with large numbers of connections but small values of the byte, whereas R2L and U2R attacks are found to be sparse with uncharacteristically large amounts of byte transfers or prolonged durations. Normal traffic is more compact and balanced in its distribution, which supports the isolability of legitimate and malicious behaviour.
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FIGURE 12: PAIR PLOTS
6.2. [bookmark: _TOC_250003]Model Performance Evaluation
Random Forest and AdaBoost both gave good results on majority classes. AdaBoost was marginally more accurate (0.725) compared to the Random Forest (0.718) (Figure 13), although the accuracy of Random Forest was markedly higher (0.828 vs. 0.616) and the macro F1-score was slightly better (Table 1). The confusion matrices showed some consistent pattern: the normal and DoS were recognized correctly, Probe had almost perfect recall, and R2L and U2R were not easily recognized by both models, as their training samples are extremely small (Figure 14). AdaBoost had worse performance on U2R, and could not detect any samples, whereas Randome Forest had slight gains on R2L detection.
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FIGURE 13: MODEL PERFORMANCE COMPARISON
TABLE 1: SUMMARY OF MODEL EVALUATION RESULTS

	Metric
	Random Forest
	AdaBoost

	Accuracy
	0.7185
	0.7253

	Macro Precision
	0.8280
	0.6159

	Macro Recall
	0.5639
	0.5625

	Macro F1-Score
	0.4963
	0.4808

	Best Class Performance
	DoS, Normal
	DoS, Normal

	Weakest Class
	U2R
	U2R (0 detection)
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FIGURE 14: CONFUSION MATRICES A) RANDOM FOREST, B) ADABOOST

The importance of features plots were also used to gain experience in decision behaviour: Random Forest (Figure 15) used the sources of bytes (src_bytes), rate of same server (same srv rate), flag, and a number of error-related host features (protocol type, service, wrong fragment and similar) more than AdaBoost, which used protocol level features (protocol type, service), fragmentation indicators (wrong fragment) and number of bytes (dst bytes, src bytes) (Figure 16). This implies that RF records aggregated behavioural patterns and AdaBoost targets anomalies at the protocol level.
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FIGURE 15: TOP FEATURES – RANDOM FOREST
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FIGURE 16: TOP FEATURES– ADABOOST

7. [bookmark: _TOC_250002]Discussion

The results of this research present valuable information on the behaviour of network traffic and difficulties related to intrusion detection through the classical machine learning models. The exploratory analysis helped to discover that the KDD dataset is very skewed, with normal and DoS attacks prevailing in the dataset, whereas U2R and R2L are very under-represented. The imbalance was found to have a significant impact on model performance as the minority attack types had a lower recall. Random Forest and AdaBoost had outstanding results on majority classes, and poor results on R2L and U2R, showing the vulnerability of conventional classifiers whenever faced with rare and complex attack signatures. Random Forest had better macro precision and F1-score indicating that it had produced more dependable predictions made across several classes. One of its strengths was the ability to address the nonlinear interactions and aggregation of many decision trees, which probably led to its strength. AdaBoost had a marginal better accuracy but was more susceptible to noise and skewness distributions as indicated by its poorer performance of minority classes. The confusion matrices affirmed that the 2 models were very good in identifying DoS and normal traffic although in the attack types with subtle behavioural deviations, misclassifications were high.
Importance analysis of features also added interpretability. Random Forest was based on connection pattern behaviours (src_bytes, same_srv_rate, and error rates), unlike AdaBoost, which gave precedence to protocol-level behaviours (protocol type and service). This demonstrates that the two models acquire different aspects of network traffic behaviour. But both the models failed to identify the subtle U2R and R2L signatures, so further data-driven methods, including SMOTE, cost-sensitive learning, or deep neural architecture, might be necessary to enhance the ability of the minority class to be identified.
8. [bookmark: _TOC_250001]Conclusion

In this research, the multi-class intrusion detection of Random Forest and AdaBoost were evaluated on the KDD data. The comprehensive EDA identified a profound imbalance in classes, correlation of features and behaviour patterns that determined the performance of the models. Random Forest had better generalisation and scored higher in terms of macro-precision and F1-scores, whereas AdaBoost was marginally more accurate, but less dependable on minority classes. The two models were always able to identify major attack types like DoS and Probe, however, there were rare attacks like R2L and U2R which they could not handle. Founded on these findings, it is highlighted that classical ML models can be used to offer effective baseline intrusion detection but cannot be relied upon alone in detecting low-frequency and high-risk intrusions. Modern methods, including resampling, anomaly detection models or deep learning, should be incorporated in the work in future in order to enhance the resilience to novel and uncommon cyber threats. The scaled training data was then tuned after which the best performing models were fitted and predictions obtained against the test set. Evaluation was done by use of accuracy, macro-precision, macro-recall, macro-F1, and confusion matrices to evaluate the classification performance of all attack categories, including the minority class U2R and R2L.
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