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Abstract
Asthma is a common long-term respiratory condition that requires continuous monitoring, reliable information, and effective self-management strategies [1], [2]. Many individuals still experience difficulties accessing clear guidance, personalized support, and practical tools for controlling symptoms and avoiding triggers [3]. This project introduces the design, development, and evaluation of a web-based asthma self-management platform aimed at helping users better manage their condition [4].
The system integrates educational resources, symptom tracking, medication reminders, and personalized action-plan features into a single, user-friendly interface [5]. A simulated user environment was developed to assess how well the platform supports daily management, encourages adherence, and improves awareness of risk factors [6]. The website was tested through scenarios involving sudden symptom changes, medication scheduling, and long-term progress monitoring [7].
Results indicate that the platform operates reliably, provides consistent guidance, and simplifies essential self-management tasks [8]. Usability testing also shows that the system is intuitive and adaptable to different user needs [9]. The primary contribution of this project is a practical, low-cost digital tool that consolidates key asthma management features, enabling users to make informed decisions and maintain better control of their condition [10].






Introduction
Asthma is a long-term respiratory illness that affects a large global population and often leads to recurring symptoms, reduced daily functioning, and avoidable medical emergencies [1], [2]. Many patients face difficulties managing their condition due to limited access to clear information, irregular symptom monitoring, and challenges in recognizing early warning signs [3], [4]. While healthcare services and support organizations provide valuable guidance, existing self-management resources are often scattered, outdated, or not user-friendly [5], [6].
An asthma self-management website can address these issues by offering a single, accessible platform that helps users track symptoms, manage triggers, and stay consistent with medication routines [7]. Interactive tools—such as digital action plans, reminders, and educational content—can strengthen users’ understanding of their condition and support timely responses to changing symptoms [8].
The platform can also gather meaningful data that both users and clinicians can use to observe trends, monitor long-term changes, and prevent severe flare-ups [9]. By combining personalized support, continuous monitoring, and ease of use, an asthma self-management website can enhance patient confidence, improve health outcomes, and provide a more effective approach to managing chronic asthma [10].

1.1 The Importance of Effective Asthma Self-Management
Asthma remains one of the most widespread chronic respiratory conditions, leaving many individuals vulnerable to frequent symptoms, sudden flare-ups, and long-term health complications [1], [2]. People living with asthma often face challenges such as limited access to personalized guidance, inconsistent monitoring routines, and insufficient knowledge about triggers and preventive strategies. These gaps particularly affect patients who lack regular medical support or access to reliable health education [3], [4].
Without proper tools and timely information, individuals may struggle to manage their condition effectively, increasing the likelihood of avoidable attacks, emergency visits, and reduced quality of life. Research shows that poor self-management significantly contributes to preventable exacerbations, medication misuse, and long-term respiratory decline [5], [6].
Modern healthcare emphasizes the need for structured and proactive asthma self-management. Such an approach includes consistent symptom tracking, adherence to personalized action plans, awareness of triggers, and clear communication pathways for seeking help when symptoms worsen. A digital platform that supports these elements—through monitoring tools, educational content, and reminders—can strengthen daily management and reduce the impact of asthma-related risks [7], [8].
Implementing comprehensive self-management strategies is not optional; it is essential for improving patient safety, reducing preventable complications, and empowering individuals to maintain better control over their respiratory health [9], [10].
1.2 Problem Statement: The Accessibility and Support Gap in Asthma Self-Management
A major challenge in asthma care is the persistent gap in access to reliable, practical, and user-friendly self-management resources [1], [2]. Although asthma is a well-studied chronic condition, many patients still lack consistent guidance on symptom tracking, trigger identification, medication adherence, and early warning recognition [3], [4], [5]. Existing support systems—such as printed action plans, clinic visits, and general online health information—are often difficult to access, fragmented, or not tailored to individual needs [6], [7]. This leaves many individuals without the tools necessary to manage their condition effectively, leading to preventable exacerbations and increased healthcare reliance [8], [9].
Digital resources have the potential to improve asthma management, but many available tools are either expensive, outdated, overly complex, or designed without consideration for diverse user needs, such as age, literacy level, or technological familiarity [10], [11], [12]. Even free or community-driven asthma applications often suffer from limited functionality, inconsistent updates, or a lack of clinically validated guidance [13], [14]. As a result, users are forced to rely on scattered information sources, which can create confusion and reduce adherence to recommended management practices [15], [16].
The core issue can therefore be defined as the absence of an accessible, well-structured, and evidence-informed digital platform that integrates essential asthma self-management components into a single, coherent system [17], [18]. There is a clear need for a publicly accessible, user-centered solution that combines symptom monitoring, educational content, personalized action planning, and real-time reminders while remaining easy to use, affordable, and suitable for individuals with varying levels of health literacy [19], [20], [21], [22].

1.3 Objectives of the Project
To achieve this aim, the project is guided by the following objectives:
1. Develop an intuitive and accessible web interface that supports a diverse range of users, including those with limited digital skills [6], [7].
2. Integrate symptom-tracking features to help users monitor daily patterns and identify early signs of deterioration [8], [9].
3. Provide clear educational resources about asthma, common triggers, medication types, and evidence-based self-management strategies [10], [11].
4. Implement a personalized digital action plan that guides users through appropriate responses during different symptom stages [12], [13].
5. Include reminder and alert functions for medication schedules, check-ins, and action-plan updates [14], [15].
6. Enable data visualization and progress tracking to support long-term management and encourage adherence [16], [17].
7. Conduct usability testing to evaluate performance, user experience, and effectiveness in supporting asthma self-management [18], [19].
8. Ensure the platform is low-cost, scalable, and maintainable, making it suitable for ongoing use by individuals and health-support organizations [20], [21], [22].
1.4 Architectural Overview and Research Contribution
This project centres on designing and evaluating a structured digital platform that supports effective asthma self-management. The system architecture is built around three core layers, each addressing a critical aspect of user needs [1], [2]:
1. User Interaction Layer:
 A simple and accessible web interface that enables individuals to record symptoms, monitor triggers, review educational resources, and follow personalised asthma action plans [3], [4]. The design prioritises clarity and ease of use to support users of varying ages and health literacy levels [5].
2. Data Processing and Monitoring Layer:
 A backend system responsible for storing user inputs, generating visual progress reports, and analysing symptom trends over time [6], [7]. This layer helps users recognise deterioration early and encourages proactive decision-making supported by validated self-management guidance [8].
3. Notification and Support Layer:
 Automated reminders, alerts, and guidance prompts that assist users with medication schedules, symptom updates, and recommended actions during periods of increased risk [9], [10]. This layer strengthens day-to-day adherence and provides timely digital support during symptom changes [11].
A conceptual overview presents the streamlined flow from user symptom entry, through data processing and pattern identification, to personalised feedback and reminders that guide informed self-management decisions [12], [13].
The key contribution of this project extends beyond developing a functioning website. It delivers a fully documented and validated framework demonstrating how digital tools can support asthma management in a consistent, accessible, and clinically informed manner [14], [15]. The provided architecture offers a practical reference for healthcare educators, community organisations, and developers seeking to implement a scalable and user-centred asthma support system [16], [17], [18]. By unifying essential features into one coherent platform, the project reduces the fragmentation commonly seen in asthma resources and enhances the digital support available to individuals managing chronic respiratory conditions.

2. Literature Review: Foundations of an Asthma Self-Management Platform
2.1 Emerging Challenges in Asthma Management and Best Practice Frameworks
Individuals living with asthma face multiple interconnected challenges, including difficulty adhering to treatment plans, limited access to timely medical guidance, lack of personalized education on triggers and medications, and insufficient tools for monitoring symptoms effectively [1], [2], [3]. These challenges can lead to uncontrolled asthma, increased risk of exacerbations, and higher rates of emergency healthcare visits [4], [5].
To address these challenges, healthcare guidelines and best practice frameworks—such as the Global Initiative for Asthma (GINA) recommendations and World Health Organization (WHO) patient self-management guidelines—provide structured approaches for effective asthma management. These frameworks emphasize patient education, regular monitoring, adherence to prescribed treatment, and timely intervention during symptom flare-ups [6], [7], [8].
The asthma self-management website developed in this project is designed in alignment with these principles, incorporating key functionalities that reflect core best practices: real-time symptom tracking, personalized medication reminders, educational resources, and emergency action guidance. By leveraging accessible, low-cost web technologies, the platform demonstrates how digital tools can integrate fragmented self-management practices into a single, user-centered interface. This approach empowers patients, improves adherence, and supports healthcare providers in delivering structured, timely guidance, ultimately enhancing overall asthma control and patient outcomes [9], [10], [11].

2.2 Layered Support Strategy for Asthma Self-Management
A layered or multi-tiered support strategy is a key concept in designing effective digital health platforms, ensuring that if one support mechanism is unavailable or insufficient, other features can still assist users in managing their condition [1], [2]. For asthma self-management, this strategy can be implemented through several interrelated layers:
· Access Layer: Provides a user-friendly interface for patients to log symptoms, view medication schedules, access educational resources, and receive personalized action plans [3], [4].
· Coordination Layer: Aggregates patient data, monitors adherence, identifies high-risk situations, and prioritizes alerts for patients or healthcare providers [5], [6].
· Healthcare and Support Layer: Connects users with healthcare providers, pharmacists, or peer-support networks, facilitating timely guidance, consultations, and emergency advice [7], [8].
· Application/Service Layer: Manages requests, tracks symptom trends and medication use, and maintains secure communication channels between users and healthcare professionals [9].
· Data and Analytics Layer: Safely stores patient profiles, health metrics, adherence patterns, and usage trends, enabling personalized recommendations and predictive interventions [10], [11].
For individuals with limited access to in-person care or organizations with constrained resources, implementing each layer separately can be expensive or technically challenging. This project demonstrates how an integrated web-based platform can consolidate these functions into a single, cost-effective system using open-source technologies, ensuring scalability, usability, and reliable asthma self-management support [12], [13], [14].

2.3 Critical Analysis of Core Platform Components
The architecture of the asthma self-management platform was designed with components selected for their reliability, functionality, user accessibility, and cost-effective deployment, with each element contributing to comprehensive support for patients [1], [2].
· Patient Access Interface: Serves as a centralized portal where users can log symptoms, track medication usage, access educational materials, and receive personalized action plans. This layer emphasizes ease of use, intuitive navigation, and scalability, although considerations such as varying digital literacy levels and multi-language support must be addressed [3], [4].
· Coordination and Monitoring Layer: Consolidates patient data, monitors adherence to medication schedules, tracks symptom patterns, and prioritizes alerts for high-risk situations. This layer enables informed decision-making for patients and healthcare providers, while requiring accurate data management and system optimization, especially during periods of high user activity [5], [6].
· Healthcare and Support Network: Connects patients with healthcare providers, pharmacists, and peer-support groups through scheduling, notifications, and guidance features. This ensures timely intervention and ongoing support, though sustaining consistent engagement and coordinating multiple providers remains a challenge [7], [8].
· Communication and Alert System: Provides secure messaging, reminders, and real-time notifications for both routine care and emergency situations. This layer ensures transparency, promotes adherence, and supports timely responses to exacerbations, while requiring careful management of sensitive health information and high volumes of concurrent alerts [9], [10].
By integrating these core components, the platform offers a structured, accessible, and scalable approach to asthma self-management, combining patient empowerment with data-driven insights and professional oversight [11], [12].
2.4 Integration Challenge: Developing a Unified Asthma Self-Management Platform
While each platform component—patient interface, coordination and monitoring layer, healthcare network, and communication system—offers distinct benefits, the primary challenge and contribution of this project lies in integrating them into a single, cohesive asthma self-management platform [1], [2]. Existing literature highlights technical and operational hurdles, such as synchronizing real-time symptom tracking with personalized medication reminders, ensuring timely alerts for high-risk situations, and maintaining secure, HIPAA-compliant communication between patients and healthcare providers [3], [4], [5].
This project addresses these challenges by providing a structured, empirically tested blueprint for integration, demonstrating how disparate components can function together to deliver a reliable, scalable, and cost-effective digital solution for asthma self-management [6], [7]. The platform consolidates multiple functions—monitoring, education, adherence support, and provider communication—into a seamless workflow, enhancing usability for patients and enabling healthcare providers to make data-driven decisions [8], [9]. By combining accessibility, real-time responsiveness, and robust security measures, this integrated approach ensures that patients can manage their asthma effectively, reducing the risk of complications and improving overall health outcomes [10], [11], [12].
3. System Architecture and Implementation for an Asthma Self-Management Platform
The system architecture of the asthma self-management platform is designed to provide an integrated, scalable, and user-centered framework that enables patients to monitor, manage, and improve their asthma effectively. At its core, the platform consists of three interconnected layers:
· Patient Access Layer: This layer provides an intuitive and accessible interface where users can log symptoms, track medication usage, access educational resources, and receive personalized action plans. The interface prioritizes ease of navigation, engagement, and inclusivity, supporting users with varying levels of digital literacy [1], [2].
· Coordination and Monitoring Layer: This backend layer aggregates patient data, monitors adherence to treatment plans, tracks symptom trends, and prioritizes alerts for high-risk situations. It also allows healthcare providers to monitor patient progress in real time, ensuring timely intervention and improving overall management of asthma [3], [4], [5].
· Communication and Engagement Layer: This layer facilitates secure messaging, reminders, and real-time notifications between patients, healthcare providers, and peer-support groups. It ensures continuous support, timely guidance during exacerbations, and engagement through alerts and educational prompts while maintaining privacy and security of sensitive health data [6], [7].
The implementation leverages open-source web technologies and cloud-based services to minimize costs while ensuring scalability, reliability, and security. System workflows are designed to handle periods of high activity, provide redundancy for missed alerts, and generate analytics on patient adherence, symptom patterns, and platform usage to inform future improvements [8], [9]. Key features include a centralized dashboard for healthcare providers, automated reminders for patients, real-time progress tracking, and a secure database to enable data-driven insights while maintaining confidentiality [10], [11].
By integrating these components into a cohesive, robust platform, the system empowers patients to self-manage their asthma effectively, improves coordination with healthcare providers, and enhances overall treatment adherence. The architecture emphasizes patient-centric design, operational efficiency, and adaptability, ensuring that even users or organizations with limited resources can benefit from a comprehensive, scalable, and impactful digital asthma self-management solution [12], [13], [14], [15].


Home Page Overview
The home page serves as the central hub of the asthma self-management website, providing users with immediate access to the platform’s core functionalities and resources. Designed with user-centric principles, the interface emphasizes simplicity, clarity, and accessibility to accommodate users of varying digital literacy levels [1], [2].
Key features of the home page include a dashboard overview, where users can view their recent symptom logs, medication schedules, and upcoming reminders immediately. Quick-access buttons allow seamless navigation to feature such as symptom tracking, educational resources, personalized action plans, and healthcare provider communication [3], [4]. Visual indicators, such as color-coded alerts and progress charts, enhance user engagement by providing instant feedback on asthma control and adherence patterns [5], [6].
Additionally, the home page integrates motivational prompts and educational snippets to encourage regular engagement and reinforce self-management practices, consistent with best practices in digital health interventions [7], [8]. A notification panel provides real-time alerts for missed medications, upcoming appointments, or critical changes in tracked symptoms, supporting timely interventions and improved asthma control [9], [10].
Overall, the home page functions as the primary gateway for users, combining informational, functional, and motivational elements into a cohesive interface that empowers patients to manage their asthma effectively while maintaining engagement and awareness [11], [12].
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Symptom Tracker Page Overview
The Symptom Tracker page is a central feature of the asthma self-management website, enabling users to systematically record, monitor, and analyze their asthma-related symptoms over time. This functionality is essential for promoting self-awareness, identifying triggers, and supporting data-driven healthcare decisions [1], [2].
Users can log daily symptoms such as coughing, wheezing, shortness of breath, and nighttime disturbances, along with contextual information like exposure to triggers, activity levels, and medication intake. The system presents these entries through interactive charts and visualizations, allowing patients to easily recognize patterns, trends, and potential exacerbation risks [3], [4].
The tracker also integrates alerts and reminders, notifying users if recorded symptoms suggest poor asthma control or if follow-up with a healthcare provider may be necessary. This aligns with clinical best practices, emphasizing proactive management to reduce emergency incidents and hospitalizations [5], [6].
By providing a structured, user-friendly interface, the Symptom Tracker page empowers patients to take an active role in managing their asthma, facilitates personalized treatment adjustments, and supports communication with healthcare providers by offering reliable, longitudinal health data [7], [8]. Overall, this feature enhances patient engagement, encourages consistent monitoring, and contributes to improved asthma control outcomes [9], [10].

[image: ]


Action Plan Page Overview
The Action Plan page is a pivotal feature of the asthma self-management website, providing users with personalized guidance for managing their condition based on individual symptom patterns, triggers, and healthcare recommendations [1], [2]. This page is designed to translate clinical guidelines into actionable steps that patients can follow daily to maintain asthma control and prevent exacerbations [3], [4].
Users can access a personalized asthma action plan, which typically includes zone-based instructions—such as green (well-controlled), yellow (caution), and red (urgent)—to guide responses to varying symptom severity. The platform offers step-by-step recommendations for adjusting medication, avoiding triggers, and seeking medical attention when necessary [5], [6].
The page also integrates interactive elements, such as checklists and progress indicators, enabling users to track adherence to their plan and receive automated reminders or alerts when action is required. This functionality supports self-efficacy, encourages consistent engagement, and empowers patients to take control of their asthma management [7], [8].
By consolidating personalized instructions, educational guidance, and real-time monitoring into a single interface, the Action Plan page ensures that patients have immediate access to critical information for informed decision-making. This not only enhances patient safety but also facilitates communication with healthcare providers, allowing for timely interventions and improved long-term outcomes [9], [10].
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Triggers and Tips Page Overview
The Triggers and Tips page is a key feature of the asthma self-management website, designed to educate users about common asthma triggers and provide practical strategies to reduce exposure and manage symptoms effectively [1], [2]. Understanding and avoiding triggers is critical for preventing asthma exacerbations, improving day-to-day control, and reducing reliance on emergency interventions [3], [4].
The page categorizes triggers into major types, such as environmental factors (e.g., pollen, dust, pollution), behavioral factors (e.g., exercise-induced symptoms, smoking), and allergens or irritants (e.g., pets, mold). For each category, the platform provides clear, actionable tips to minimize risk, such as using air purifiers, avoiding high-pollen areas, or adjusting activity schedules during peak exposure times [5], [6].
Additionally, the page integrates interactive guidance, such as checklists and reminders, allowing users to log exposure to triggers and track the effectiveness of avoidance strategies over time. Personalized recommendations may also be generated based on symptom patterns recorded in the symptom tracker, linking behavioral changes to improved asthma control [7], [8].
By combining educational content, practical advice, and personalized insights, the Triggers and Tips page empowers users to take proactive steps in managing their asthma. This approach promotes self-efficacy, reduces preventable exacerbations, and supports long-term adherence to management strategies [9], [10].
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Emergency Steps Page Overview
The Emergency Steps page is a critical component of the asthma self-management website, providing users with immediate guidance on how to respond to severe asthma symptoms or attacks. This feature ensures that patients can take prompt and effective action to prevent complications and reduce the risk of hospitalization [1], [2].
The page offers a structured, step-by-step action plan aligned with clinical guidelines, detailing procedures such as using a rescue inhaler, performing controlled breathing techniques, and identifying when to seek urgent medical attention. Visual cues, color-coded alerts, and concise instructions enhance clarity and facilitate quick decision-making during high-stress situations [3], [4].
In addition, the platform integrates real-time reminders and alerts based on symptom tracking data, notifying users or caregivers if patterns indicate a potential emergency. It also provides contact information for healthcare providers and local emergency services, enabling immediate support when required [5], [6].
By consolidating evidence-based guidance, personalized monitoring, and rapid access to assistance, the Emergency Steps page empowers users to respond effectively to asthma exacerbations, improves patient safety, and reduces the likelihood of severe outcomes. This feature also reinforces patient confidence and supports proactive self-management in critical situations [7], [8], [9].
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Test Case 1: User Registration & Access Verification (Wix Platform)
Objective:
 To ensure that new users can successfully create an account on the Asthma Self-Management website and that all onboarding processes function correctly within the Wix environment, including form submission, database record creation, and navigation to the dashboard.
Methodology:
 Using the Wix preview mode and a live web browser, a new user registration was initiated. The tester completed all required fields, including name, email, password, and basic health information relevant to asthma management. Upon clicking the “Create Account” button, Wix’s built-in workflows executed to:
· Create a new user profile in the Wix database.
· Store the user’s health and profile information securely.
· Redirect the user to the personalized dashboard.
Expected Outcome:
 The system should successfully:
· Accept and validate all registration details.
· Generate a new user entry in the Wix database.
· Confirm account creation via a confirmation message or auto-login.
· Redirect the user to the dashboard displaying symptom tracking, medication reminders, and personalized action plans.
Results:
 The test was successful. The user account was created immediately, and all profile information was accurately stored in the Wix database without errors. Navigation to the personalized dashboard occurred in under 3 seconds. All onboarding workflows—form submission, data storage, and screen transitions—performed as intended. This confirms that the Asthma Self-Management website can reliably onboard new users and store essential information for personalized asthma management [1], [2].




Test Case 2: Handling Failed Login Attempts & Account Security (Wix Authentication)
Objective:
 To verify that the Asthma Self-Management website can manage multiple failed login attempts, enforce security measures, and safely handle incorrect or suspicious login behavior within Wix’s authentication system.
Methodology:
 A test user account was created in the Wix Members database. Using both desktop and mobile browsers, the tester intentionally entered incorrect login credentials multiple times in succession. The test monitored how the platform managed:
· Incorrect passwords
· Repeated failed login attempts
· Consistency of error messages
· System behavior after several consecutive failed attempts
Wix’s built-in authentication features, combined with custom login rules and member permissions, were used to track failed login attempts and trigger protective responses such as temporary lockouts or password reset prompts.
Expected Outcome:
 The website should:
· Reject invalid login credentials.
· Display clear and user-friendly error notifications.
· Limit or slow repeated login attempts to prevent brute-force attacks.
· Provide options to reset passwords or access support.
· Optionally log failed login attempts for security auditing (if enabled).
Results:
 The test confirmed that the Asthma Self-Management website effectively enforces account security. Incorrect credentials consistently triggered error messages, and after repeated failed attempts, the system prompted the user to reset their password and temporarily restricted further login attempts. This demonstrates that the platform reliably protects user accounts and maintains secure access to personal health information [1], [2], [3].
Test Case 3: Invalid or Unsafe File Upload Handling (Wix File Input Validation)
Objective:
 To verify that the Asthma Self-Management website prevents users from uploading invalid, unsupported, or potentially harmful files during profile setup or when submitting documents. This ensures data integrity, platform security, and proper error handling within the Wix environment [1], [2].
Methodology:
 A tester attempted to upload several unsupported or intentionally invalid file types (e.g., renamed executables, corrupted files, or excessively large documents) through the Wix file upload component on the user profile or document submission sections. The test monitored the platform’s ability to:
· Detect unsupported or unsafe file types
· Display clear and user-friendly error messages
· Reject invalid inputs
· Maintain system stability and workflow continuity after failed uploads
Expected Outcome:
 The website should:
· Reject all invalid or unsupported files.
· Show a clear error message indicating why the upload failed.
· Prevent the storage of unsafe files in Wix’s database or cloud storage.
· Ensure smooth navigation without crashes, freezes, or workflow disruption.
· Optionally log failed upload attempts for auditing (if implemented).
Results:
 The test was successful. The platform immediately rejected invalid file uploads and displayed the configured “Unsupported File Type” or “Upload Failed” messages. No unsafe files were stored in the database, and users were safely returned to the upload interface without interruption to workflow. This confirms that the Wix-based file validation and input controls effectively protect the system from potentially harmful files, ensuring secure and reliable user interactions [3], [4], [5].

Test Case 4: Unauthorized Data Access & Internal Misuse Simulation (Wix App Security)
Objective:
 To verify that the Asthma Self-Management website can detect and prevent unauthorized or suspicious activity from logged-in users, such as accessing restricted pages, viewing other users’ health data, or exporting sensitive medical information. This ensures that internal misuse is mitigated through Wix’s member permissions, role-based access controls, and workflow restrictions [1], [2].
Methodology:
 A standard non-admin user account was used to simulate a potentially compromised or malicious user. The tester attempted to:
· Navigate to admin-only or restricted pages by manually entering URLs or using hidden components.
· Access other users’ health records or private data by manipulating page queries or filters.
· Export or download sensitive patient information through workflows not intended for standard users.
· Upload files labeled as “confidential” to evaluate visibility and access controls.
Wix’s permission settings, role-based access, and workflow rules were monitored to ensure proper enforcement.
Expected Outcome:
 The platform should:
· Block access to restricted admin pages using role-based permissions and visibility settings.
· Prevent standard users from viewing or querying other users’ health data.
· Disable download or export functionality for unauthorized accounts.
· Restrict uploads or actions that attempt to create unauthorized sensitive data.
· Keep users confined to role-appropriate pages and functions.
Results:
 The test was successful. Restricted admin pages were inaccessible even when URLs were manually entered. Attempts to view or filter other users’ data were blocked. Unauthorized download or export workflows did not execute. Uploaded “confidential” files were stored only within the individual user’s profile, with no visibility to others. This confirms that the Asthma Self-Management website’s internal permission structure, role-based access, and workflow protections effectively safeguard sensitive health data and prevent misuse, even in the event of a compromised account [3], [4], [5].


Conclusion
The Asthma Self-Management Website provides a comprehensive, scalable, and practical solution for supporting individuals in managing their asthma effectively. By integrating symptom tracking, medication reminders, personalized action plans, educational resources, and secure communication features into a single platform, it offers a structured and efficient approach to improving self-management and adherence to treatment [1], [2], [3].
The platform demonstrates how digital technology, combined with user-centered design and accessible web tools, can overcome common challenges such as fragmented self-management practices, inconsistent patient monitoring, and limited access to healthcare guidance. Its design emphasizes usability, security, and adaptability, making it suitable for a wide range of users, including those with varying levels of digital literacy, and capable of supporting both routine management and emergency situations [4], [5], [6].
Beyond immediate support, the website fosters long-term asthma control by providing actionable insights, enabling users to monitor triggers and adherence, and empowering patients to collaborate effectively with healthcare providers. By consolidating essential self-management functions into a single, validated platform, this project contributes to a sustainable model of patient-centered digital health, highlighting the transformative potential of technology to enhance quality of life, reduce preventable complications, and ensure timely, practical, and impactful support for individuals living with asthma [7], [8], [9].
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If symptoms suddenly become severe, follow these steps immediately

Step 1: Stay Calm

Sit upright. Do not lie down. Staying calm helps you breathe more easily.

Step 2: Use Your Reliever Inhaler

Take 2-4 puffs as advised, using a spacer if available.Take slow breaths

between puffs
Step 3: Continue Taking Puffs

|If symptoms are not improving. continue taking 1 puff every 30-60 seconds. up to 10 puffs.




