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[bookmark: _Toc43718893][bookmark: _Toc43720350]Abstract
The purpose of this report is to investigate IOT(Internet of things) technology and the security implications it poses for home users. The growth of IOT is expected to reach $74 billion by 2023 [1]and its always on nature has brought it to the forefront of data security. The issue for home users is how to secure their data efficiently and which strategy is best to adopt. The paper will give an outline of IOT, research current devices on the market and provide an analysis of the common security problems faced with steps that can be taken to help to resolve these issues. There will also be a design of a smart home scenario in packet tracer to fulfil the second part of the  brief.
[bookmark: _Toc43718894][bookmark: _Toc43720351]Introduction
The growth of IOT devices in the home has moved from basic home security systems e.g. webcam monitoring to a huge quantity of smart home devices. The vast array of IOT devices, lighting, thermostat, doorbells, locks, fridges etc. that can be connected to the internet and perform removal  of manual tasks by collecting data from the device then performing an action based on that data. The basic building blocks required for the system are “internet”, the connection from the device to the network, this can be a gateway where connection between the device and the cloud part of the IOT application [1] takes place.  “Things” [1] will be an item that contains sensors, the sensors will gather data which gets submitted across the network to a control application which in turn can send a command to an actuator to perform a physical action e.g. turning on a light switch [1]. IOT connection types fall into three main categories P2P(People to People) e.g. mobile phones M2P(Machine to People) e.g. querying a database and M2M(Machine to Machine) e.g. thermostat adjusting setting based on variable temperature. 
[bookmark: _Toc43718895][bookmark: _Toc43720352]1. IOT Devices
1.1 [bookmark: _Toc43718896][bookmark: _Toc43720353]Amazon Echo
Echo is a popular smart device by Amazon with over 100 million people estimated to own an Alexa enabled device [3]. The device is a smart speaker which can act as a smart hub for the home when configured with compatible smart devices for example, lightbulbs, plugs, fans, TVs, thermostats, speakers and cameras can all be controlled by Alexa via voice commands [4]. To enable the device its simply plugged in, the Alexa app is installed on a smartphone and connected to the internet the device is then ready to receive voice commands, link to compatible devices and run a variety of applications, Spotify, Phillips Hue, Apple Music etc. [4] Security issues surrounding the Echo are mainly centred around the listening capabilities of the device, the default “wake” word is Alexa, a similar word can be misinterpreted meaning Alexa is then in listening mode, in the current Covid-19 climate with many people working from home this poses a confidentiality risk [5]. Users have the ability to delete voice recordings but Amazon concedes a text log of the voice recording is kept on Amazon cloud servers [6], this is an irrefutable security risk. Network traffic analysed from the device shows DNS(Domain Name Server) queries to be quite complicated [7], with the device also querying third party servers depending on which service is being used, figure 1 below highlights queries made via packet capture.
[image: ]
Figure 1:  Amazon Echo DNS queries [7]
The fact multiple servers are listed makes it more difficult to assign the data streams to the correct device however spikes in data shown in figure 2 pinpoint SSL(Secure Sockets Layer) traffic to user interaction [7]. Although encryption of the data is delivered using SSL realising when a user interacts with the device can reveal a security threat for the smart home showing the hacker who is present at the property and at which time [7]. 
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Figure 2:  Send/Receive rates network traffic [7]
[bookmark: _Toc43718897][bookmark: _Toc43720354]    1.2 Google NEST
NEST was acquired by Google in 2014 for $3.2 billion [8], the NEST brand covers a range of smart devices, thermostat, security cameras, carbon monoxide and smoke detectors, that can be controlled via the Google home hub. Set up is quick the application is downloaded from the Google store its free and generally included for Android users, connection to the internet is made through the application, similarly to Echo voice activation is then used to interact with the device, using the keyword “Google”. Security for the range of devices has been problematic in 2019 the NEST Cam indoor a security camera was discovered to have a major flaw in security. A buyer sold the NEST Cam and even after performing the recommended factory reset was still able to view images from his old device despite the fact the image feed was not his own house [9]. In this case the user had a WINK account and was using their smart home hub a third-party device, to control the NEST Cam. The product review company Wire cutter ran a test and followed Google instructions to reset the device  as highlighted in figure 3.
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Figure 3:  Factory reset for Nest Cam [9]
This however did not eradicate the problem, Wirecutter then created a new account and added the Nest Cam to that account this proved they could not view the images, but when reverting back to the Wink application the images could still be viewed through the third party account [9]. The fact the device did not have a hard factory reset button, a common feature amongst IOT devices contributed to the flaw, updating settings through the software left the new buyer exposed [9]. Monitoring the NEST Cam device on the network via packet capture reveals further security issues, its main states are centred on a live stream mode and motion detection [7]. The camera is monitoring the feed for movement whilst operating in motion detection mode there isn’t an upload taking place and the user will be notified with a snapshot should movement take place [7]. The live mode is operating an upload with a paid account needed for the cloud service on the application or the user is viewing in real time through a mobile device [7], TCP(Transfer Control Protocol) traffic from the NEST Cam can be identified by the fact it using the dropcam.com domain [7], this is shown in figure 4.
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Figure 4: NEST Cam DNS queries [7]
The rate of traffic monitored is significantly higher in live stream mode indicating to the hacker which mode the device is operating, this gives further insight into what’s happening inside the home even though the actual feed is not being viewed. The hacker could detect if the device is in motion mode, a presence in the house, alternatively if live feed is being used an absence. Figure 5 highlights the spikes in modes for the NEST Cam [7].
[image: ]
Figure 5: Traffic spikes for NEST Cam [7]
1.3 [bookmark: _Toc43718898][bookmark: _Toc43720355]NEST Guard
Google NEST Guard is a smart device that enables use of its keypad function to arm or disarm an alarm using the keypad or a NEST key fob, it can operate in three modes, home, away and off [10]. The device has a built in motion detection sensor for windows and doors up to 3 metres, this can be set in home and away mode, a panic button can be triggered manually by the user if required and an application via smartphone can be also be used to trigger the alarm [10]. The Guard has sound capability and will say basic commands to prompt the user to enter the code for the alarm it also has a battery to continue working in the event of a power cut. Security around the device has been controversial in 2019 it was revealed a microphone was hidden by Google in the device, a letter from US(United States) Senators Wicker et al noted "In recent years, consumers have become increasingly concerned about the ability of large technology companies to collect and use personal data about them without their knowledge. Therefore, it is critically important that companies like Google be completely transparent with consumers, and provide full disclosure of all technical specifications of their products at the point of sale” [11, p. 1]. Google responded by claiming this was an oversight that the microphone was not included on the list of specifications [12]. The author feels this raises an important point regarding IOT security, it raises the issue of trust, how does the consumer trust IOT devices in the home when the large technology companies that produce the majority of the devices are not transparent on how they use the consumers data or what the actual device does or does not do.
2. [bookmark: _Toc43718899][bookmark: _Toc43720356]IOT Security
Securing smart devices is challenging on a number of levels not least the growth of different devices being produced and a lack of standards, once a “thing” is connected to the internet, basic security questions need to be asked, which servers is it connecting to as shown in sections 1.1 and 1.2 of the report with the Echo and NEST Cam this can be easily worked out, how are passwords controlled, is there any form of encryption available for the data SSL for example, which ports are open on the device leaving it exposed [13]. In 2014 the OWASP(Open Web Application Security Project) was created a non-profit organization to help secure software. A project was started in 2018 to help users better understand security issues surrounding IOT, the common problems are highlighted in figure 6 [14].
[image: ]
Figure 6: OWASP Top Ten IOT security risks [14]

2.1 [bookmark: _Toc43718900][bookmark: _Toc43720357]Edge of Things Solution
[bookmark: _GoBack]Implementing the steps listed in figure 6 could prove challenging to the average home user, one possible solution is to employ an edge of things solution. This solution performs management of the smart home at the edge with the system controlled by a network operator who is also the owner of the gateway controlling security [15]. An API(Application Program Interface) which handles all device functionality independently from the device, the network operator updates any new device in the gateway the update gets presented to the user via the API [15], the smart homes gateway and the network operators system performs these tasks through secure encryption [15]. The advantage the system provides is shown in testing carried out against the points raised by the OWASP, the results are shown in figure 7 [15].
[image: ]
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Figure 7: Test results of OWASP project [15]
The disadvantage of this proposal would be a cost for the user to employ the network operators services.
[bookmark: _Toc43718901][bookmark: _Toc43720358]Conclusion
The rapid growth of IOT and sheer scale of the number of devices involved presents a huge challenge for security this coupled with the lack of clear standards for IOT manufacturers and devices poses a huge problem. The complexity involved for the average user to understand and implement the security measures required and highlighted by the OWASP project is another hurdle to overcome for IOT, obvious flaws shown in the security of devices produced by large companies with huge budgets such as Google and Amazon raises the point of how would companies with smaller budgets and resources provide stringent testing and development of IOT devices before they are sent to production. Consumer trust is a difficult point for IOT, technical implementation aside from a users perspective once that trust is broken as highlighted in section 1.3 of the report it is very hard to get back, added to the grey area surrounding ownership and integrity of data the author feels the balance of automation provided by IOT devices and trust from a consumers perspective is unequal.
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