


[bookmark: OLE_LINK2]This document provides evidence of the practical implementation of a virtualised network environment. It includes configuration screenshots demonstrating IP setup, connectivity testing, DNS resolution, firewall configuration, and web server operation.

Figure 1: IP configuration of the Debian server showing assigned network address.
Figure 2: Successful external network connectivity test using ping to 8.8.8.8.
Figure 3: DNS resolution test confirming successful domain name translation.
Figure 4: NAT configuration displayed using iptables, showing active network translation rules.
Figure 5: Firewall status showing active UFW configuration with allowed SSH access.
Figure 6: Apache web server status confirming the service is running successfully.
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root@debianserver1:™# ping -c 4 google.com

PING google.com (173.194.222.162) 56(84) hytes of data.

64 bytes from lo-in-f162.1e166.net (173.194.222.162): icmp_seg=1 tt1=128 time=21.
64 bytes from lo-in-f162.1e106.net (173.194.222.1602): icmp_seq=2 tt1=128 time=25.

64 hytes from lo-in-f162.1e166.net (173.194.222.162): icmp_seq=3 tt1=128 time=26.
64 hytes from lo-in-f162.1el66.net (173.194.222.162): icmp_seq=4 tt1=128 time=33.

--- google.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt minsavg/max/mdev = 21.552/26.840/33.340/4.225 ms
root@debianserverl:™#
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root@debianserverl:™# iptahbles -t nat -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
Chain POSTROUTING (policy ACCEPT)

target prot opt source destination
root@debianserverl:™#
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root@debianserverl:™# ufw status
Status: active
To Action From
ALLOKW Anywhere
22/tcp (vB) ALLOKW Anywhere (v6)

root@debianserverl:™#
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root@debianserverl:™# systemctl status apache2
e apache2.service - The Apache HTTP Server
Loaded: loaded {(/usr/lib/systemd/system/apachez.service; enabled; preset: enabled)
Active: active (running) since Fri 2026-65-61 13:00:54 BST; 12min ago
Invocation: 9abfe@98e99cd16ch62caadleece2s19
Docs: https:/s/httpd.apache.org/docs/2.47
Main PID: 1137 (apachez)
Status: "Total requests: @; Idle/Busy workers 166/0;Requests/sec: 9; Bytes serveds/sec: @ B/sec'

Tasks: 55 (limit: 2331)
Memory: 9.5M (peak: 9.5M)
CPU: 84ms

CGroup: /system.slicesapache?2.service
1137 Zusr/shinsapache2 start -DFOREGROUND
1161 /1 shin/sapache? ta FOREGROUND
1 * susr/shinsapache -k start - GROUND
May 01 13:00:54 debhianserverl systemd[1]: Starting apache2.service - The Apache HTTP Server...

May @01 13:00:54 debianserverl systemd([1]: Started apacheZ.service - The Apache HTTP Server.
root@debianserverli:“# _
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root@debianserverl1:™# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1660
link/loophack ©00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.6.6.1/8 scope host lo
valid_lft forever preferred_lft forever
inete ::1/128 scope host noprefixroute
valid_lft forever preferred_lft forever
2: ens16@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fg_codel state UP group default glen 1066
link/ether @0:0c:29:bh:3a:ac brd ff:ff:ff:ff:ff:ff
altname enp2se
altname enx0o6czibb3aac
inet 192.168.177.128/24 brd 192.168.177.255 scope global dynamic noprefixroute ensi6e
valid_1ft 1738sec preferred_lft 1513sec
inete feso::dddd:dc75:47eb:h57a/64 scope link
valid_lft forever preferred_lft forever
root@debianserverli:"# _
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root@debianserverl1:™# ping -c 4 58.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seg=1 tt1=128 time=31.9
64 bytes from 8.8.8.8: icmp_seqg=2 tt1=128 time=25.8
64 bytes from 8.8.8.8: icmp_seg=3 tt1=128 time=29.8
64 hytes from 8.8.8.8: icmp_seqg=4 tt1=128 time=26.8

--- 8.8.8.8 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3006ms

rtt minsavg/max/mdev = 25.791/28.358/31.011/2.120 ms
root@debianserverl:™#
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