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Cybersecurity Challenges at Mark and Spencer
[bookmark: _Toc212995163]and Solutions
Introduction:

[bookmark: _Toc212995164]Marks and Spencer (M&S) stand as one of the premier retailers in the UK, yet it has encountered significant cybersecurity hurdles while pursuing AI-based innovations. 
During the Easter holiday in 2025, Mark and Spencer acknowledged that a cybersecurity breach resulted in the theft of its customers' personal information. The attackers utilized a dark web service known as Dragon Force to execute their assault (BBC, 2025).
Mark Spencer faces various critical cybersecurity issues as an enterprise, including safeguarding its customer data hub and managing the complexities of its supply chain and third-party risks. 
The use of multiple channels not only heightens vulnerability to attacks but also escalates both regulatory and reputational risks.
The company's operations, such as contactless payments, suffered disruptions due to this incident. Additionally, Click & Collect services were delayed, and weaknesses within third-party systems significantly impacted the supply chain. 
Financially, the attack imposed substantial losses, estimated at around £300 million in profit. Although M&S's customer data remained intact during this breach, customer trust was significantly shaken. The personal data at Mark and Spencer is centralized and integrated with a global supply chain network. This setup enhances employees' access to data but simultaneously creates an appealing target for cyber threats.
Identification of AI & Cybersecurity Challenges by Mark Spencer:
This research is about the subject of AI cybersecurity challenges at Mark and Spencer,
The cybersecurity & AI challenges at Mark and Spencer need to be addressed, as they affect the stability of whole business operations and can damage the position of Mark and Spencer in the retail market.
The rapid digital transformation of Mark and Spencer makes the business accessible for cybersecurity risks. This compromises the business infrastructure & organizational culture, which makes these issues significant and worth researching to fill the gap. (Kate Hardcastle, 2025)

Summary of key debates and development in the field of AI & cybersecurity challenges by M&S:
	Challenge /Debate area
	        Key issue identified

	
Third Party Risk

	Over-reliance on vendors with weak security; attack originated via IT helpdesk run by Tata Consultancy Services (TCS)

	
Human Factor

	Social engineering bypassed technical defences; hackers tricked helpdesk with phone calls

	
Strategic Budgeting & Oversight

	Perceived trade-off between investing in innovation (like AI) and core cybersecurity defences

	
Incident Response 

	The attack caused massive operational disruption, halting online sales and forcing manual processes


[bookmark: _Toc212995165]Research Aims, Objectives and Questions:

AIMS:
The primary purpose of this research is to develop a strategic cybersecurity resilience framework for the business which will protects its digital assets and customer data without stifling the innovation and agility central to its business strategy.
The framework can secure ethical integration of the AI within the company and enable the company to benefit most of the AI proactively and mitigate the cybersecurity risks.
Objectives:
· The main objective of this research is to identify the utilization of AI ecosystem across key Business functions. The key functions include customer analytics, supply chain logistics, inventory management, human resources and corporate operations, and to identify and cybersecurity threats, Warwick Ashford (2025)
· Also to develop AI-Driven Social Engineering Countermeasures
· Another objective is to assess and evaluate the current cybersecurity policies, controls and incident response plans.
· The last objective is to Establish ethical AI governance and adversarial testing 

This research will be guided by the following questions, aligned with the objectives using secondary data collection and data analysis and these questions are:
· What are the most critical technical and procedural cybersecurity vulnerabilities within the company’s cloud data platform, e-commerce systems, and in-store IoT infrastructure and how does company’s current cybersecurity posture align with industry best practices, and the most significant gaps in its defence-in-depth strategy.
· To what extent is the human element (e.g., employee error, insufficient training, insider threat) a primary risk factor in the business’s security landscape.
· How can a robust "human firewall" be cultivated and what are the key cybersecurity risks presented by company’s third-party suppliers and logistics partners, and how can these risks be effectively governed and mitigated.
· How does Marks and Spencer ensure compliance with GDRP and other data protection regulation after the cyberattack.?
Project Timeline Overview:
· Phase 1: Research Design & Ethical Approval (Jan 12 - Feb 15)
· Phase 2: Data Collection (Feb 16 - Mar 15)
· Phase 3: Data Analysis (Mar 9 - Apr 5)
· Phase 4: Reporting & Strategy Development (Apr 6 - Apr 20)
Gantt Chart
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AI-generated content may be incorrect.]
4.Preliminary Literature Review:
Dr. Patricia Esteve-Gonzalez, an Oxford Martin Fellow with the Global Cyber Security Capacity Centre (GCSCC), in collaboration with Luna Rohland from the World Economic Forum Centre for Cybersecurity, examines how organizations can implement a strategic approach to mitigate the impact of cyber-attacks.
Kate Calvert, a retail analyst at Investec, shared her perspective that the brand is unlikely to face long-term effects, citing industry data that indicated the retailer was exceeding expectations prior to experiencing a major setback due to the hacking incident (Butler and Milmo, 2025).
Adam Cochrane, a retail analyst at DB, observed no signs of customer data being compromised. He noted that “alongside strong consumer sentiment towards M&S—reflected in social media conversations where consumers redirected their spending to M&S in solidarity—we foresee no lasting damage to the brand.”
Calvert further emphasized that M&S is “incredibly well capitalized,” implying it possesses ample resources to navigate the difficulties presented by the cyber-attack and asserted that this incident would not negatively influence its long-term operations. She stated, “A year from now, it won’t be noticeable.”
Toby Lewis, head of threat analysis at cybersecurity firm Darktrace, mentioned that while coincidences cannot be entirely ruled out, Scattered Spider has previously shown a trend of breaching one supplier through its supply chain and subsequently using this access to target other retailers linked to that supplier.
Gaps in the Literature and Research Opportunities:
[bookmark: _Toc212995167]The existing publicly accessible literature offers a comprehensive overview from journalistic and expert perspectives; however, it leaves several topics unaddressed that require further exploration as research questions to bridge the existing gaps. There is an absence of an in-depth public case study from M&S's Chief Information Security Officer (CISO) or IT department detailing their specific security measures prior to the attack, along with the challenges they faced during real-time responses. Additionally, there is no longitudinal data assessing the impact of the attack on customer loyalty, brand perception, and market share over a 12 to 24-month span. While this incident is regarded as a significant case study in the literature, it lacks a systematic and comparative analysis regarding how the M&S attack relates to wider trends affecting both the UK and global retail sectors.






Research Methodology &Design:
The chosen research approach for this work is the mixed method, which is critical for developing effective, actionable strategies to counter cybersecurity challenges at Marks & Spencer. The mixed-methods approach is the most suitable and powerful, and relying on only one method would provide an incomplete picture.
The mixed-method approach integrates both quantitative and qualitative research to provide a comprehensive understanding. It allows you to not only measure the scale and patterns of vulnerabilities (quantitative) but also to understand the root causes, contexts, and human factors behind them (qualitative).
The mixed method is the best for M&S because it gives the chance to get the "what" and the "how much" from quantitative data and the "why" and "how" from qualitative data.
It directly addresses the key lesson from the 2025 breach: cybersecurity is not just a technical issue but a human and organizational one. You need data to support your investment, and you need stories and trends to create training and procedures that work
(Mary Carmichael,2025).
It connects technical data (e.g., number of phishing attempts blocked) with human experience (e.g., why an employee might still click a link under pressure).
Techniques for Gathering Data:
Surveys with structured questionnaires are distributed to a large sample of M&S IT employees, cybersecurity team members, and even third-party vendors. 
To find trends and patterns, internal records analysis examines anonymized historical data on security logs, incident reports, downtime expenses, and monetary losses from previous breaches. Analysis of public data collection and analysis of public financial reports to correlate cybersecurity investments with performance metrics post-incident.
Data Analysis:
Descriptive statistics summarize survey responses and incident data correlational analysis that explores relationships between variables. 
Regression analysis can predict the impact of certain factors on the likelihood of a breach.
Providing hard data to support the business case for increased cybersecurity funding and 
Allowing benchmarking M&S's performance against industry averages
Core Ethical Principles:

[bookmark: _Toc212995168]The most ethical frameworks in the research are based upon the following core principles.
· Respecting and acknowledging the autonomy of individuals and protecting those with diminished autonomy and informed consent, and protecting vulnerable groups, as extra safeguards are needed for children, prisoners, people with cognitive impairments, and refugees. Also, the obligation to maximize benefits and minimize harms. It is often framed as "do no harm," but it extends to promoting well-being.
· Identify and minimize any potential physical, psychological, social, or economic risks. The potential benefits to society or knowledge must outweigh these risks.

· Fair Selection of Participants: Subjects should not be selected simply because of their easy availability, manipulability, or compromised position (e.g., disadvantaged groups). The groups that bar the risks of research should be able to enjoy its benefits.
· Respect for communities acknowledging that research can impact entire communities, not just individuals. This involves community engagement and ensuring the research is culturally sensitive.

The Potential Impact of the chosen approach and findings on Business Practices:
The research on the cybersecurity attacks at Marks and Spencer is expected to have meaningful implications for business practices, decision-making, and management. 
strategies and industry development
Impact on Business Practices:
Based on the finding, the impact makes a direct linkage between security investments and business continuity and will help to invest in advanced technologies such as AI-driven threat detection, data encryption, and network monitoring tools. It will also strengthen employee training and awareness programs to minimize human-related vulnerabilities.
Impact on Decision-Making:
The study’s finding will assist leaders in making data-informed decisions about resource allocation and security investment by understanding which systems and processes are most at risk. Managers can prioritize spending on critical areas such as cloud security, identity management, and supply chain protection.
Impact on management strategies:
The study will stress how crucial it is to incorporate cybersecurity into a company's overall strategy rather than viewing it as a technical problem.
The results can be utilized for:
•	Create thorough frameworks for cybersecurity governance.
•	Establish precise roles and duties for the supervision of cybersecurity.
•	Strengthen collaboration between IT departments, compliance teams, and executive leadership. 
This integrated approach will enhance both organizational resilience and crisis management capabilities.
[bookmark: _Toc212995169]




Conclusion:
In summary, this research acts as a powerful catalyst. for M&S, it informs critical investments and strategic priorities, and it provides the evidence to drive a cultural and operational transformation. 
For the industry, it elevates collective practices and standards. Ultimately, it transforms cybersecurity from a technical problem into a cornerstone of sustainable business strategy and competitive advantage in the digital age.
The Mixed-Methods approach will allow to understand the human and cultural context behind security failures and measure the scale and priority of each identified risk.
Also, can help developing nuanced, data-driven, and human-centric solutions that are far more likely to succeed than purely technical or generic policy mandates. 
[bookmark: _Toc212995170]This approach transforms cybersecurity from a technical checklist into a strategic, evidence-based business function, directly addressing the core failures highlighted in the 2025 incident.
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