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Topology (For Coursework 1)
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Topology Enhanced  (For Coursework 2) 
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Critical Details
Username: Administrator
Password: NotebooK@123

Debian Server: CLI
Username: localadmin
Password: NotebooK@123






Task 1

                     Research on Hypervisor: 

The hypervisor architecture will determine how the virtual machine will access physical resources. This will impact and
influence the performance and stability of the infrastructure services. Type 1 of hypervisor is called Bare metal; this type will place the virtualisation layer on the hardware of the computer. Type 2 hypervisor, also called hosted, will instead use a host operating system between the hardware and the guest workloads. Due to the I/O mediation in the hosted virtual machine environment there might be some latency issues and resource conflict. On the other hand, side, it significantly improves the accessibility and hardware combability. In the first topology, the windows server will function as Birmingham Domain Controller and the core service host. The Debian server will provide relay and client services for the London network. This role will need a stable network and good time synchronization. Their operations will be two LANs and one point to point link.  The second, enhanced topology, has additional services and will increase the Virtual Machine count, but will remain within the capacity. Here the constraint is the hardware arability. Type one will require dedicating the host computer just for the virtual machine, which reduces usability and will bring any benefits to the environment. The Type two hypervisor is the most suitable choice for the London – Birmingham topology, as it supports Windows and Debian guests allowing for flexible virtual networking for multi subnet simulations. Future expansions can be easily integrated later on [1],[2] .

Research on IP Addressing:

The first topology is using IPv4 addressing as a structural mechanism to separate the broadcast domains and to enable the inter site routing. The Ip addresses show the usage of enterprise addressing, when the LAN encodes geographic or organisational structures, and the transit networks use simplified subnets to save address space. This type of allocation will allow for routing efficiency, the routers forward the packets based on the network prefixes. The 30 points to point network is efficient because it provides an exactly two addresses that are usable for the Windows – Debian link. This prevents address wastage. In both topologies, subnetting supports broadcast and DHCP cope management. In the enhanced topology, the DHCP service will allocate the addresses dynamically. The boundaries of the Subnet will ensure that the clients will be able to receive an appropriate configuration based on their location. This addressing plan also ensures scalability for the future with no re design required. Furthermore, I think that the hierarchal addressing structure used in both topologies can improve the network manageability and its traffic. Due to the networks being separated this will ensure that broadcast discovery remains local, so clients receive appropriate configuration parameters according to their location. The transit subnet between the windows server in Birmingham and Debian in London shows the efficient usage of addresses trough VSLM. This is because the allocation of a /30 prefix will provide only two usable host addresses, following the requirement for inter server communication, while it allows for a possible future network upgrade [3],[4],[5] .


Research on Routing: 

Routing will determine how the packets will travel between multiple networks. They can travel in a manually defined path, called static or trough adaptive protocols or simply dynamic. The dynamic routing will exchange topology data to maintain the reachability in a change. The static path lacks resilience. The suitability of both is influenced by the scale and stability of the network. In the first topology there is a single point to point link between the two LANs connections of London and Birmingham and therefore under these conditions the use of a dynamic routing will. Bring unnecessary complexity and therefore it won’t benefit the network. Static routing is a solid choice for smaller and fixed path topologies. This is also available for the enhanced topology. The relay agents will forward DHCP broadcast requests to a known server address. Due to this the constant reachability between subnets is essential. It does not require route discovery. The Windows domain controller is reachable from the clients and to the DNS resolution, across a manually set path. Static routing is the best option to use in these circumstances for the Birmingham – London architecture. It will ensure predictable communication with subnets. It benefits the user by having simplified troubleshooting. In the topology there is no alternative routes. Type 2 will possibly be  the most justifiable option  for the enhanced topology [6],[7]














Research on Network Services: 

Network services provide different options and tools for a network to be used for more complex operations. In the topology the use of the enterprise service model. The identity, addresses, communication and remote access all work together in order to ensure connectivity and continuity across the geographical separated sites. The active directory will be the centralised identity of the Birmingham environment. This enables the successful authentication and policy enforcement across both networks, including the London environment. The DNS services must be integrated with the AD DS service to ensure the service discovery, and the domain controller location will occur dynamically. This eliminates the potential risks in manual configurations errors. This also boosts administrative control over the network. The DHCP service will benefit the scalability of the operations by having automatic IP configuration for both the locations. The next part represents the Certificate services which will help with security. There will be encrypted communication and there will be a mutual authentication between the servers and the clients. If this service will be combined with VPN services, then secure remote access will be enabled in the domain. This allows the network to be expanded safely beyond the reach of the physical locations. These services will be able to create a great framework for enterprise, where addressing, secure connectivity and identity will work together efficiently and with no errors. Therefore, the topology is scalable and reflects and centrally managed network architecture that can be easily expanded in the future, without risks of security or losing control of the network [8],[9],[10] .











Task 2


In this section I will build, design, configure and test a virtual network environment with four virtual machines based on the first topology. The aim is to successfully deploy the infrastructure using the hypervisor and the windows server, windows client and 
the Debian’s server and client.


Hypervisor: 

The hypervisor I have chosen is Oracle Virtual Box, this is because it has a number of practical and technical benefits. This software is free to use. It has an easy-to-use user interface without complex features, making it one of the most popular choice for a lot basic users but also for some smaller businesses. This was also recommended by my lecturer so it’s a safe and practical choice for academic use. Virtual Box has very good flexibility around network simulation. Having great tools and features. It allows for multiple network adapters including Nat, Host – only and the one I used which is the internal network adapter. Virtual Box performance is stable and straight forward, even when It was running multiple virtual machines at the same time. It uses and shares resources efficiently so all virtual machines and the host computers will perform well and with no lag. It lets the user make a choice on choosing how to share resources such as ram, storage , vram and processors to each virtual machine. Allowing for more powerful virtual machines than the other, great for using them for specific tasks which require different levels of performance. This proves efficient resource sharing and management. Virtual Box is supported across multiple platforms such as windows, mac and Linux clients. The windows version which was used in my opinion is the safest in terms of combability and sharing. Using Virtual Box, I will set up and use the four virtual machines to configure the network, the DHCP and DNS services and further in coursework I will expand on this with domains, multi network routing and more [11] .

Download and Setup: 

I have started by downloading the files required for the coursework from the official and trusted sites to ensure safety, reliability and the authenticity of the data. This is also good for academic credibility. The files are Oracle Virtual Machine, windows 10 server, windows 10 os (ISO) using media creation tool and Debian 13.3 and its extension file. This files are shown in TS 1. After downloading the files, I have then started working on the first virtual machine. I first had to ensure that I create the correct windows file using the media creation tool I have created the windows iso file to be used for the virtual machine. I first started with the windows based virtual machines. Each was created individually. I had to assign each off the virtual machines with the appropriate ram, hard disk , correct OS type and correct ISO image file. The first one is called Birmingham – Dc visible in TS5. This stage and the time stamps represent the planning of the work and time management as not all machines were created at the same time. The second machine built was the windows client, I had to go trough downloading windows again and went trough setting windows up. The last two machines that I had to create are the Linux – Debian based ones. I created them both one by one. The first virtual machine in the London Network was called London – DC and London – Client. London – DC has a graphical user interface, so it can be easily used by the user. While on the other hand side London – Client has no GUI, and it’s based on code only. This was created as the topology suggested. Now as the topology suggested there are required to be two separate logical networks. Birmingham network which includes the two windows based machines with the IP (172.16.1.0/24) and the London network with the two Debian virtual machines, with the IP configuration of 172.16.2.0/24. After finishing up network deployment, I started working network separation strategy following the topology. First to ensure the networks are isolated, I had to use Internal Networks adapters as per the time stamps provided. I did this in order to ensure that the machines will only communicate within their assigned network, to eliminate risks of errors or cross network issues. This represents an accurate example of real-world network segmentation. So finally, two separated internal networks were created Birmingham and London. All four virtual machines were in the end all working, after fixing minor issues along the way in the set up.
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TS 1 – The files required for the assignment in my downloads folder.
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TS 2 – windows language, edition and architecture choice
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TS 3 windows 10 – media creation tool 
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TS 4 – Virtual machine hardware choice on Oracle Virtual Machine
[image: ]
TS 5 Birmingham – DC01, the first virtual machine created.
[image: ]
TS 6 Windows 10 selections in VM running.

[image: ]
TS 7 Server selection – windows server 2022 standard evaluation
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TS 8 Installing the server operating system

[image: ]
TS 9 Server login screen into administrator
[image: A computer screen shot of a blue screen
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TS 10 Server created with success and running with no issues.




Configure IP Addressing

        For the IP configuration I have decided to create my own structured addressing method. I have followed as the topology suggested. I choose to assign the addresses logically. The Birmingham (172.16.1.0/24) network has its two windows virtual machines. The server’s Ip address is 172.16.1.1 and the clients IP address is 172.16.1.10. The subnet mask is 255.255.255.0. I have chosen this because the server will use the first usable addresses and the client will use higher addresses to avoid possible conflicts. For the London Network (172.16.2.0/24) I have followed a similar path and chosen to use a similar IP address. For the Debian server I have used 172.16.2.1 and for the Debian client I have used 172.16.2.10. The subnet mask is the same used for the Birmingham Network. I choose to make the IP addresses fairly similar because it was easier to troubleshoot and make changes if necessary. There are many time stamps bellow that show my progress in building and configuring the network.
I configured the DNS servers in order to support the name resolution. And the  same IP for the machines. I configured the systems on the windows based machines using the Network Adapter IPV4 settings, the whole process was not really complicated and its selections predictable. 
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TS 11 Computer name change 
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TS 12 IP Address creation 
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TS 13 Server Selection 
[image: ]
TS 14 Reviewing the options selected
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TS 15 Dashboard in server manger 
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TS 16 Login screen in server deployment (same credentials provided in brief document)
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TS 17 Prerequisites Checks passed successfully, before installation 
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TS 18 Login screen 
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TS 19 DHCP , ADDS and DNS selection confirmation
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TS 20 DHCP and role installation.
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TS 21 Scope creation
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TS 22 Scope creation with IP addresses , Subnet masks and length 
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TS 23 DNS validation 
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TS 24 Boot order selection change
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TS 25 Birmingham DC-01 Network settings 
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TS 26 Windows 10 client installation – 2nd VM
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TS 27 Windows 10 client network adapter settings
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TS 28 IPV4 – correct configuration 
[image: ]
TS 29 London CD – Debian creation 
[image: ]
TS 30 Debian network configuration
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TS 31 Debian scope check 
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TS 32 Installing Debian  London Client
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TS 33 Successful login into Debian (4th VM with no gui)






Test and Troubleshoot

Testing is an important step in network deployment, that allows you to know if your network works properly. The first test was conducted on The Birmingham network and on the Birmingham DC virtual machine. The test was to ping 172.16.1.1 and its successfully worked. The result was that the 4 packets were sent and received and zero lost. This means that server communicates successfully with the Windows Server, visible in TS 34. I had also done the test on windows client too, just to double check.  Now I have done the check on The London server on the Debian virtual machine to check if they communicate effectively within the network. 
Now from the Windows client I have tried to ping 172.16.2.1. The expected result was unsuccessful. This is because the two networks should be isolated. This proves proper segmentation and accurate implementation of the topology.



[image: ]
TS 34 First test Birmingham dc
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TS 35 Testing
[image: ]
TS 36 London client test

[image: ]
TS 37 Failed test
   
Task 3

Reflection 
During creating the network I have experienced some minor issues. This issues include connectivity failure, this was caused by an incorrect adapter setting, which was quickly noticed on the Debian client and was resolved very easily. I checked the adapter settings and IP configuration, that’s how I have managed to spot the issue. And at some point I was confused regarding some settings and while setting up DHCP, as I thought was running, but it wasn’t. In conclusion the first part of the coursework provided me with valuable experience and skills in network virtualisation deployment, network segmentation , IP address management and more. This was a great opportunity to learn this set of new skills which helped in successfully getting the testing results required for the assignment.  
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