6 Effective Ways

DIGITAL SAFETY

USE A GOOD ANTIVIRUS
AND KEEP IT UPDATED

@) BE CAUT'OUS WITH In addition to following online safety guidelines, it’s crucial to

use reliable antivirus software. Internet security programs

J PUBL'C W|-FI protect your devices and data by blocking common threats such

Avoid ducti i+ as viruses and malware, as well as more complex risks like
vold conducting sensitive spyware, cryptolockers, and XSS attacks. Just like with other

activities like online banking when  software, regularly updating your antivirus is key to staying
connected to public Wi-Fi protected against the latest cyber threats.

networks. Use a VPN for extra

security. ENABLE TWO-
FACTOR
AUTHENTICATI
ON (2FA)

Always activate 2FA
on your accounts to
add an extra layer of
protection beyond just
your password.

_| USESTRONG
~ |, PASSWORDS

Create passwords
with numbers,mix
letters,special
characters.

g= BE CAREFUL

9 WHAT YOU
“ DOWNLOAD

A top goal of cybercriminadls is to trick

( f\/ BE CAREFU'. WHO you into downloadii:g malwarf, which can
L o > ‘/()U MEET ONLINE be used to open a “backdoor” to your

A machine. Malware might be disguised as an
app - anything from a popular game to
People you encounter online aren’t always who they appear to be, something that checks traffic or the
and in some cases, they might not be real at all. Fake social media weather. Or, it could be hidden on a
profiles are commonly used by hackers to deceive unsuspecting malicious website that attempts to install
users and steal their personal information. Just as you'd exercise malware on your device.

caution in your face-to-face interactions, it’s important to apply
the same level of care to your online social life. This is especially
true given the rise in online dating scams in recent years.



