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Introduction
In this lab, you will decrypt SSH traffic by creating a decryption policy. Then, you will use
PUTTY to SSH to the DMZ server (traffic-generator) and monitor the traffic logs on the
Firewall to show the SSH session has been decrypted.
Objective
In this lab, you will perform the following tasks:

e Create a Decryption Policy and Commit

e Create an SSH session with PuUTTY and Verify Decryption Is Working
e Disable Decryption Policy
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Lab Settings

4INDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Client 192.168.1.20 lab-user Trainlng$
DMZ 192.168.50.10 root PaloAlte
Firewall 192.168.1.254 admin Trainlng$
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6 Decrypting SSH Traffic
6.0 Load Lab Configuration
In this section, you will load the Firewall configuration file.

1. Click on the Client tab to access the Client PC.

(LG & Content | |#” Status | OO Client = | L1 Firewall + O DMZ -~ L0 VRouter -

2. Login to the Client PC as username T1ab-user, password Trainlng$.
3. Double-click the Chromium Web Browser icon located on the desktop.

4. Inthe Chromium address field, type https://192.168.1.254 and press Enter.

56 New Tab X

C 0fhups//192.168.1.254]

5. You will see a “Your connection is not private” message. Click on the ADVANCED

a

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example

_'\ﬂ‘/ If you experience the “Unable to connect” or “502 Bad Gateway”
— message while attempting to connect to the specified IP above, please

‘ wait an additional 1-3 minutes for the Firewall to fully initialize.
Refresh the page to continue.
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6. Click on Proceed to 192.168.1.254 (unsafe).

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,
passwords, messages, or credit cards)

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by
your computer’s operating system. This may be caused by a misconfiguration or an
attacker llﬂel(t‘pt”)g your connection Lgam more.

I';IO'«:PF-:} 1o 192,168.1.254 (unsate) l

7. Login to the Firewall web interface as username admin, password Trainlngs.

2 paloalto

NETWORKS®

Username

Password | ........
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8. Inthe web interface, navigate to Device > Setup > Operations and click on Load
named configuration snapshot underneath the Configuration Management
section.

paloalto

NETWORKS

Network Device

Policies Objects

Monitor

Dashboard ACC

Setup ~ Operations HS!
l=1 High Availability
B : :
3 Config Audit Configuration Management Device Operatio
€& password Profiles
Q Administrators Revert Revert to last saved configuration =% Reboot Device
@Admin Roles Revert to running configuration @@ Shutdown Des
&Authentication Profile Save Save named configuration snapshot
ﬁAuthentication Sequence Save candidate configuration
[E8] user Identification Load |Load named configuration snapshot]
f_:_.a]VM ]_n_formatlon Sources Load configuration version
v g8 Certificate Management Export Export named configuration snapshot ~
§=l Certificates Export configuration version (g Custom Logos
&3 Certificate Profile Export device state l:@ SNMP Setup
§% OCSP Responder Import Import named configuration snapshot
& SSL/TLS Service Profile l Import device state
(& scep

9. Inthe Load Named Configuration window, select pan-nsf-lab-06.xml from the
Name dropdown box and click OK.

Load Named Configuration

Name § pan-nsf-lab-06.xml

Decryption Key | ...

[ ] Load Shared Objects
[ ] Load Shared Policies

10. In the Loading Configuration window, a message will show Configuration is being
loaded. Please check the Task Manager for its status. You should reload the page
when the task is completed. Click Close to continue.

Loading Configuration
Configuration is being loaded. Please check the Task Manager for its status.

You should reload the page when the task is completed.

11. Click the Tasks icon located at the bottom-right of the web interface.
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12. In the Task Manager — All Tasks window, verify the Load type has successfully
completed. Click Close.

‘ Start Time

Load ' Completed ""03/06/20 12:55:38
" System Logs ' Completed 1"03/06/20 12:50:18 1
Config Logs Completed 03/06/20 12:50:18
Data Logs Completed 03/06/20 12:50:18
Report Completed 03/06/20 12:50:18
Config Logs Completed 03/06/20 12:45:19
System Logs Completed 03/06/20 12:45:19
Report Completed 03/06/20 12:45:19
Auto Commit Completed 03/05/20 21:50:01

S Al Tasks | Clear Commit Queue

13. Click the Commit link located at the top-right of the web interface.

&8 (B8 Config» Q Search

14. In the Commit window, click Commit to proceed with committing the changes.

Commit

Only a full commit is available at the cumrent time. You may preview changes or validate the configuration or add a
description to the commit.

Commit Scope | Location Type

™, Preview Changes Bl Validate Commit % Group By Lacation Type

note: This shows all the changas in bogin admin's accessible domain.
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15. When the commit operation successfully completes, click Close to continue.

Commit Status ®

Operation Commit

Status Completed

Result Successful

Details Configuration committed successfully
Warnings

_'\[T/ The commit process takes changes made to the Firewall and copies
— them to the running configuration, which will activate all configuration
— changes since the last commit.
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6.1

Create a Decryption Policy and Commit

In this section, you will create a decryption policy. Decryption Policies allow
administrators to stop threats that would otherwise remain hidden in encrypted traffic
and help prevent sensitive content from leaving an organization. Then, you will commit
your changes to the Firewall.

1. Navigate to Policies > Decryption > Add.

2.

1/30/2021

paloalto

S ]

Dashboard ACC

B Sequrity
£o HAT
& Qo5

s Podicy Baged Fenwarding Mame Tags Zone Address User Tee

& Turnel Inspecticon
Bl Application Owermide
B authentication
[ B 0o Protection

Tag Browser

| Filter by first tag in rule
o) Bile Odder Alphabaticsl

. Hiaghiagist Unursd Fules

In the Decryption Policy Rule window, type Decrypt SsH in the Name field.

Decryption Policy Rule

General | Source | Destination | Service/URL Category

S

Namel Decrypt 55H

Description

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 11
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3. Inthe Decryption Policy Rule window, click on the Source tab. Then, click Add in
the Source Zone section. Next, select inside.

Decryption Policy Rule
General | Source | Destination | Service/URL Catogory

N Ay % Any any v
[l | source Zone [M| Source Address [ | source User

@ i Qodee

D Negate

4. In the Decryption Policy Rule window, click on the Destination tab. Then, click
Add in the Destination Zone section. Next, select dmaz.

Decryption Policy Rule

Destination § Service/URL Category

&8 Add @ Delete N add B0

D Megate
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5.

6.

7.

4INDG

In the Decryption Policy Rule window, click on the Options tab. Then, select
Decrypt for the Action. Next, select SSH Proxy in the Type dropdown. Then,
leave the Decryption Profile set to None. Finally, click the OK button.

Decryption Policy Rule

Destination | Service/URL Category | Options

i e [T

Type | SSH Praxy

Decryption Profile | None

Click the Commit link located at the top-right of the web interface.

&5 (@ Config = Q, Search

In the Commit window, click Commit to proceed with committing the changes.

Dwing & commit will ewenaite the rning configuration with the commit scope.
® Commit &ll Changes |_) Commit Changes Made By: (1] adn

Comemit Scope Location Typs
policy-and-objects
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8. When the commit operation successfully completes, click Close to continue.

Commit Status

Operation Commit
Status Completed
Result Sugoessful
Details Configuration commtted seocesshuly

Warnings

— enable you to protect destination zones or specific servers that may be

[ \[T/ Decryption policies provide flexible rules and matching criteria that
‘ prone to DoS attacks.

6.2 Create an SSH Session with PuTTY and Verify Decryption Is Working
In this section, you will create an SSH session with PuTTY to the DMZ server (traffic-
generator), which travels through the internal interface of the Firewall. Then, you will

monitor the traffic logs to verify decryption is working.

1. Minimize Chromium in the upper-right.

— >

2. Double-click the PUTTY icon on the desktop.
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3. Inthe PuTTY Configuration window, select traffic-generator from the Saved
Sessions section. Then, click the Load button. Finally, click the Open button.

PuTTY Configuration = O .
Category: Basic options for your PuTTY session
w Session Specify the destination you want to connect to
Logging Host Name (or IP address) Port
* Terminal 192.168.50.10 22
Keyboard Connection type:
Bell O Raw O Telnet O Rlogin @SSH O Serial
Features 2
) Load, save or delete a stored session
¥ Window y
Saved Sessions
Appearance .
) traffic-generator
Behaviour
Translation Default Settings
Selection firewall-management Save
traffic-generator
Colours I i Delete
Fonts

¥ Connection
Data

Proxy
Close window on exit:

@ Always ) Never (O Only on clean exit

Telnet

Rlogin
b SSH

Serial

4. You may be prompted with a Putty Security Alert window. If so, click Accept to
continue.

PuTTY Security Alert O X

The server's host key is not cached. You have no guarantee
that the server is the computer you think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 al:44:81:40:a9:dc:99:dc:9b:0a: 76:f1:a4:f0:93:6d
If you trust this host, press "Accept” to add the key to
PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without adding
the key to the cache, press "Connect Once".

If you do not trust this host, press "Cancel” to abandon the
connection.

[ Accept l Connect Once Cancel
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5. Atthe prompt, login as root, type Pal0A1t0 as the password, and press Enter.

root@pod-dmz:~ — O >

020 fraom 192,168,1,20

[ \U/ Notice the cursor will not move while you type the password.

6. Once the SSH connection has been made to the DMZ Server, type exit and press
Enter on the keyboard to close the SSH session from the client PC to the DMZ
Server. Complete this step multiple times to show multiple SSH connections in
the Threat logs of the Palo Alto Networks Firewall.

root@pod-dmz:~ — O .

0 from 192,168,1,20

This will close the SSH session from the Client to the DMZ server.
Complete steps 2-5, five times to show multiple SSH connections in the
threat logs of the Palo Alto Networks Firewall.

7. Click on the Chromium icon from the taskbar to maximize the management
interface of the Palo Alto Networks firewall.

8. Navigate to Monitor > Logs > Traffic.

Ll paloglﬁtq

Dashboard ACC

Policies Objects Network

*, Traffic
D Theeat
@ URL Filtering

A WildFire Sobenissions

Receive Time Type Froe Zeoe To Zone Sowrce Source User Destination
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9. Inthe search bar, type app eq ssh and press Enter. This will filter only SSH
applications.

o

Receive Time Type

10. Click on the To Port column. Then, click on the arrow beside the To Port column.
Next, select Columns from the menu. Finally, click the Decrypted checkbox.

-

v/ Receive Time

D Decrypted
From Jone

To Jooe
Toror] |acplication A

F?,Cdunm

Source

ol

dANNNNNNNN K

Source User

Adjust Columns Destination
To Port
Application
Action
Rule
ssion End Reason
Bytes
Action Source

Bytes Received

11. Click the refresh icon in the upper-right to refresh the traffic logs.
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12. View the logs showing the SSH traffic and notice that the traffic was decrypted
using the decryption policy created earlier.

o ETYT 8
Receive Time Type From Zone To Zone Source Source User Decrypted Destination To Port Application Action
I@ 03113 20:51°50 end inside dmz 192.168.1.20 yes 22 ssh alf
B 033205040 | start inside I"dmz "197°168.1.20 | "o 22 ssh
ll;) 03/1320:50'11 end dmz 192.168.1.20 yes 22 sh
B 0INI 20958 | stan I"dmz 1927168120 | "ho 22 ssh allo
||35 end dmz yes 22 sh alf
Bb | Istart Minside "dmz no 22 ssh allo
|3) start inside dmz no 22 sh I
‘@ I"03/13 20:46.14 | end inside "dmz yes 22 ssh allo
]35 03r1320:44°55 start inside dmz no 22 h
|3j 03/ 36 end inside dmz nc 22 ssh |
|3:) inside dmz no 22 all
[;) end inside dmz no 22 ssh al

6.3 Disable the Decryption Policy

In this section, you will disable the decryption policy that was created earlier and verify
the Firewall is no longer decrypting the SSH traffic.

1. Navigate to Policies > Decryption.

paloalto

METWORKS Dashboard ACC Monitor Network Device

B8 Security
S NAT
& Qos |

&% Policy Based Forwarding Name Tags Zone Address User Zone
=] Decryption 1 Decrypt SSH none (i) inside any any [} dmz

(&8 Tunnel Inspection

2. Click the 1, to select the Decrypt SSH policy created. Then, click Disable at the
bottom.

Name Tags Zooe Address
m Decrype S5+ rone IR inside any

Add @ Dclete @Cone EJEnchle @ Omble Mowe - [l Hohight Unused Rues
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3.

4.

5. When the commit operation successfully completes, click Close to continue.

6.

1/30/2021

Click the Commit link located at the top-right of the web interface.

5 [BConfig~ Q Search

4INDG

In the Commit window, click Commit to proceed with committing the changes.

Doing & commit will overwrite the ruaning configuration with the comet scope.
@) Commit All Changes | ) Comerst Changes Made By: (11 adi

Comenst Scope | Location Type
policy-and-objects

GCommit Status

]

Operation Commit

Status Completed

Result Successful

Details Configuration committed successfully
Warnings

Minimize Chromium in the upper-right.

[=] &
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Page 19


http://www.netdevgroup.com/

Lab 6: Decrypting SSH Traffic IIIINDG

7. Double-click the PuTTY icon on the desktop.

8. Inthe PuTTY Configuration window, select traffic-generator from the Saved
Sessions section. Then, click the Load button. Finally, click the Open button.

PuTTY Configuration = O *
Category: Basic options for your PUTTY session
w Session Specify the destination you want to connect to
Logging Host Name (or IP address) Port
w Terminal 192.168.50.10 22
Keyboard Connection type:
Bell O Raw (OQTelnet (QRIlogin @SSH (O Serial
Features 2
) Load, save or delete a stored session
* Window :
Saved Sessions
Appearance )
. traffic-generator
Behaviour
Translation Default Settings
Selection firewall-management Save
traffic-generator
Colours I 9 Delete
Fonts

¥ Connection
Data

Proxy

Close window on exit:
Telnet

Rlogin @ Always ) Never (O Only on clean exit

P SSH
Serial

9. You may be prompted with a Putty Security Alert window. If so, click Yes to
continue.

PuTTY Security Alert O X

The server's host key is not cached. You have no guarantee
that the server is the computer you think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 al:44:81:40:a9:dc:99:dc:9b:0a:76:f1:a4:f0:93:6d
If you trust this host, press "Accept” to add the key to
PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without adding
the key to the cache, press "Connect Once".

If you do not trust this host, press "Cancel” to abandon the
connection.

l Accept l Connect Once Cancel
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10. At the prompt, log in as root, type Pal0A1t0 as the password, and press Enter.

root@pod-dmz:~ — O >

0 from 192,168,120

H i
pod-duz ~1# [

[ \U/ Notice the cursor will not move while you type the password.

11. Once the SSH connection has been made to the DMZ Server, type exit and press
Enter on the keyboard to close the SSH session from the client PC to the DMZ
Server. Complete this step multiple times to show multiple SSH connections in
the Threat logs of the Palo Alto Networks Firewall.

root@pod-dmz:~ — O .

) from 192,168,120

( This will close the SSH session from the Client to the DMZ server.
) Complete steps 7-11, five times to show multiple SSH connections in

the threat logs of the Palo Alto Networks Firewall.

12. Click on the Chromium icon from the taskbar to maximize.

13. Navigate to Monitor > Logs > Traffic.

#2 paloalto

NETWORKS Dashboard ACC Policies Objects Network Device

app eq ssh
k), Traffic
|E; y
_5 e Receive Time Type From Zone To Zone Source Source User Destination To Porl
E‘é URL Fittering

[%\ka]Flrc— Submissions
FLLE] Data Filtering
B Hip Match

H B
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14. Click the refresh icon in the upper-right to refresh the traffic logs.

15. View the logs showing the SSH traffic and notice that the traffic was not
decrypted due to disabling the Decryption Policy.

L8 app eq ssh 8

Receive Time Type From Zone To Zone Source Source User Decrypted Destination To Port  Application Action

inside dmz

inside dmz

inside dmz 19

inside dmz 192.168.1.20 no 192.168.50.10 22 ssh allow

16. The lab is now complete; you may end the reservation.
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