[image: ]


 [image: page1image23205152]








SECURITY POLICY AND MANAGEMENT
This report has been written as an assignment to Network Operating System and Security course, at T.S.D. University, London Campus




















Author: Biancamaria Di Napoli


25/04/2020






Table of Contents


INTRODUCTION	3
CIA TRIAD MODEL	3
ATTACK PREVENTION	5
PENETRATING TEST	7
CONCLUSION	8
Bibliography and Reference	9

























[bookmark: _Toc40188398]INTRODUCTION

Security as per definition, in our daily life, means be free of any hazard, but when this concept is related to technology, users, computer and network, the meaning is not absolute but intended as safety and so, been protected from any threat. Reduce and minimise the risk is the aim of Cyber Security and it can be reached considering all the factors involved in the process. JSTC, following a preliminary audit, is going to illustrate the mains advices on data protection related to the low level-hacking incident inflicted to the Snowdenia Country Council. In this paper, indeed, CIA Triad model is suggested as basic requirement, essential guidelines are illustrated to deeply penetrate in the system security layers to understand how this malicious attack could be prevented, and lastly, auditing process is presented as fundamental to demonstrate all the actions to increase the data protection.
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Approaching to a data security issue, the CIA Triad model is the goal to reach. CIA is an acronym based on the three fundamental principles in IT security environment: Confidentiality, Integrity and Availability. Managing these three principle in an effective way is a key factor in Cyber Security.

CONFIDENTIALITY

A good Cyber Security strategy must ensure, first of all, confidentiality and this means to avoid the data access by unauthorised throughout all its life stages: storage, use and transit along the network. All the measures undertaken must protect sensitive data to be disclosed and used improperly. It is good practice first to classify the data into different categories based on the dangerousness of the damage they can generate if they are used inappropriately. In this way, appropriate measures are applied for each category. 

JSTC proposes synergistic strategies that improve data confidentiality:

1. Enforcement of password policies. 
Password is the first key to access to the padlock of sensitive data and it must be hardly reproducible. This goal is reachable through:
a. Increasing complexity password requirement: as characters length, including special character, establishing account lockout policy, renewing password regularly.
b. Two factor authentication (2FA): where the user in addition to the password must also enter a security token.

2. Data encryption.
Encryption ensures that the information is transformed in a code inaccessible without the decryption key. This technique ensure confidentiality, integrity and authentication.
INTEGRITY

The integrity is the ability to prevent data from being modified by an unauthorized or authorized user. The main goal for integrity is to keep data consistency, accuracy and reliability all over the data life cycle.

JSTC to preserve data integrity suggests:
1. Users Management: all the users are divided in different group based on their role in the Council, and different permissions are established also over the shared files.
2. Cryptographic checksums: checksum is a sting of letters and numbers added to the data when transmitted and it represent a sort of data finger print that ensures no modification or loss or data happens.
3. Backup: in this process a physical copy of all the data is made to restore data when integrity has been compromised.

AVAILABILITY

Availability is the ability to access resources and data whenever needed. Availability is related to a good hardware performance and smoot network connection.

JSTC pay particular attention to:
1. Hardware maintenance: to avoid unexpected malfunction;
2. System and software update;
3. Adequate bandwidth;
4. Fast and adaptative disaster recovery through backup copy.
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The CIA Triad model is the first essential approach in the attack prevention. A cyber-attack is an attempt to damage or destroy a network or a system and can occur as identity theft, viruses, malware, fraud or extortion. A hacker can have access to the network in many ways, so it is useful to analyse the most exposed areas to this intrusion. A general understanding of OSI/ISO model is very important at this stage. OSI model is a standard and conceptual model that shows how applications interact in a network environment. Based on this model there are seven layer:
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Figure 1. Source (Cloudflare, 2020)

Each layer is exposed to a potential attack and so to increase the general security of system is fundamental to secure each layer. Some layers are more exposed than others to malicious threat. 

The Application layer, in deed, is where the user interacts and so the most difficult to protect. Users could be more unpredictable than hackers so one effective strategy suggested by JSTC is to dispense an exhaustive training to all the users in order to give them some fundamental principle about CIA triad and tricks to how recognise malicious treats as fishing by email. Create awareness and knowledge in the system users can have an effective impact to secure the all system. Password cracking is an hacking mechanism with the purpose to discover user’s password to have access to reserved area. This can be easily prevented with CIA triad principle for confidentiality, not only enforcing the password policy, as described at point 1 in confidentiality section, but also increasing users awareness about sensitive data.
Alongside the training, JSTC combines protection mechanisms as Web Application Firewall (WAF). WAF protects the web applications filtering, monitoring and blocking any malicious traffic, it is specifically designed to analyse each HTTP / S requests at this level.

The Datalink layer moves data between the Physical layer and Network layer and one of the protocol used is Address Resolution Protocol (ARP) needed to find the MAC (Media Access Control) address associated with the IP address. MAC address is a unique address in datalink layer that physically defines a device, while IP address is a unique logical address in the network layer that locates a device in the network. ARP is used every time two devices in the network need to communicate, in this case when the message sent from the firs device reach the default gateway, the router identifies through ARP what is the MAC address corresponding to the IP address of the device recipient. If this information is stored in the ARP table the message is sent, otherwise a broadcast message with the ARP request is sent over the network and all the devices will receive it but only the device with the IP address of the recipient will answer back whit its MAC address. The ARP protocol has been built to be efficient so it has a lack of security. The ARP poisoning attack occurs when the hacker sends fake messages to the default gateway altering the ARP table with the purpose to divert all the traffic destined to the target on his device. In this kind of malicious attack the hacker is able to inspect and modify all the target’s data before to forward to him. This kind of attack it could be easily prevented relying on a Virtual Private Network (VPN). JSTC security strategy contemplates installing a VPN to ensure confidentiality and integrity of data in transit. This technology establishes a virtual and dedicated tunnel between two entities that communicate in the network and in the internet and it ensures that data flows safely thanks to encryption. The installation of the VPN is accompanied by the use of technologies as Intrusion Prevention System (IPS) and Intrusion Detection System (IDS). IDS filters all the packets in transit and monitors the anomalies, while the IPS in addition to monitoring, it is also able to deny packet accordingly to the security parameters.
VPN also ensure a secure connection for all the employees that are working from home using an Internet WiFi facility offered by the Council. On this purpose JSTC suggest a Multifactor Authentication (MFA) where the user, in addition to the Username and Password must use another authentication element like code generated by smartphone application, token, fingerprint or USB device. It is also suggested to make the connection available only to employees who actually use it.
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In order to assess the company security level, JSTC suggests penetration testing to be performed, to prove both, network and application level. The penetration test consists in simulated attacks that aim to highlight weaknesses in the system. In case the network level is tested, it will evaluate fragilities, such as open ports, insufficient patches, wrong configurations and choice of inadequate passwords, and it will exploit those vulnerabilities that make the company susceptible to brute force attacks and other common attacks directed against the network layer.
Penetration tests for applications, on the other hand, focus on web-based applications accessible locally and / or via the public Internet. Tests are performed to detect and exploit standard application vulnerabilities or known defects of Web applications manipulated by cyber-attacks.

The penetration test can be done using advanced software or manually, and in both cases it involves the same steps:
1. Collection of target information and mapping of the network topology;
2. Network scanning using scan to detect port and vulnerability. Packet manipulators and password cracking utilities to identify entry points that can be used to compromise a target;
3. Penetration through an attempt to exploit vulnerabilities, such as configuration defects or weak passwords, and to penetrate the information systems of an organization;
4. Report in a summary document the result of the penetration process, as a list of vulnerabilities classified by risk level, and an analysis of critical issues and suggestions for their resolution.

Penetration test contract must contain confidentiality clauses, the IP addresses from which the tests will start, the ethical hacker responsible during the activity, and any collaboration with operators and internal administrators.

During the test, JSTC guarantees the non-interruption of activities and processes, the non-modification and loss of customer data and information.

The penetration test type and the frequency will be agreed with the Snowdenia Country Council, based on the objective to be monitored.
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In this report several topics have been addressed, shedding light on one of the most important aspects of cyber security: constant prevention. The aspects considered were useful to understand that to make a system safe, the use of a single software is not enough, but the synergistic action of a series of mechanisms is needed to avoid unpleasant accidents related to the violation of company sensitive data. Among these mechanisms, employees also play a fundamental role, so it is desirable to offer constant safety training.
In this report, some urgent measures have been suggested to be able to respond promptly to a leak in the Council's security system and monitoring systems have also been proposed. The monitoring of the IT system is fundamental because it helps us to enter into the perspective of not having to think about security only when we are under attack, but above all, as a constant development process. The implementation of cybersecurity best practices are undoubtedly the most difficult challenge, on which it pays more and more to invest because cyber attacks are always different and more and more aimed at violating confidential data, which can lead economic and reputational damages that are difficult to calculate.
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