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Part 1
1. Definition of RESTful Web Services
The full name of rest is representation state transfer, which is a kind of principle and design style for designing web applications. There is a definition that a web application satisfying REST guidelines is restful. A Web Services meeting the RESTful style is the RESTful Web services. 
2. REST Principles
The REST principles are as follows:            
1. Client and server are separated. By separating the client and the server in a web program, developers can modify and extend a component of web application independently when they want to add some new function or fix some bugs. This method improves the flexibility and independence of the program. In addition, it also improves the portability of client code. The server is easier to expand.            
2.The user's request to the server needs to be stateless. Stateless means that any web request must be completely isolated from other requests, and there is no contained relationship between the request and others. When the client makes a request, the request itself contains all the information required by the server to respond to the request. In addition, the client will not know the state of the server. Even if the server has problems or needs to upgrade some software, the client will not know any change of the server.            
3. Layer the whole system. Through the layered system, every component in the web application can only touch the components in the middle layer with which it interacts, and other components have not the right to interact with it. Through layered system, the complexity of the whole system can be limited and each function can be more independent.            
4. every resources has a unique URI to specify. Each resource has its own URI, through which clients can access specific resources in RESTful Web Services.            
5. Follow CRUD principle and use HTTP method explicitly. CRUD principle refers to that there are only four behaviors required by the client to operate on resources. They are CREAT, GET, UPDATE and DELETE. These operations correspond to POST, GET, PUT and DELETE methods provided by HTTP protocol.            
6. It can be cached. On the world wide web, the client can cache the response content of the page. Therefore, the response should be implicitly or explicitly defined as cacheable. If it is not cacheable, the client should avoid using old data or dirty data to respond after multiple requests.
3. Suggestions for Practicing RESTful Web Services
(1) Create resources of the right granularity            
APIs that simulate the underlying application domain or database architecture in the system are easier to create. For example, Java can easily create a class for each table in the database. In the end, these services can all be integrated together to form a complete website project. using a large number of underlying resources can reduce the traffic and complexity. It is easier to create larger granularity resources after creating independent resources than from larger aggregations. When developing a project, the development team starts with some small and easy to define resources, such as creating CRUD (add, delete, query and change) functions, and creating classes corresponding to each table in the database. In this way, the development team can modify the database data through JDBC.         Here is the code to implement this recommendation.            
There is a table user in the database of this project. The attributes in the table are as follows.
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This project creates a class for table user through Java. The properties and methods in the class are as follows。
public class User implements Serializable {
	private int user_id;
	private String user_account;
	private String user_password;
	private int user_typeId;
	public int getUser_id() {
		return user_id;
	}
	public void setUser_id(int user_id) {
		this.user_id = user_id;
	}
	public String getUser_account() {
		return user_account;
	}
	public void setUser_account(String user_account) {
		this.user_account = user_account;
	}
	public String getUser_password() {
		return user_password;
	}
	public void setUser_password(String user_password) {
		this.user_password = user_password;
	}
	public int getUser_typeId() {
		return user_typeId;
	}
	public void setUser_typeId(int user_typeId) {
		this.user_typeId = user_typeId;
	}
	@Override
	public String toString() {
		return "User [user_id=" + user_id + ", user_account=" + user_account + ", user_password=" + user_password
				+ ", user_typeId=" + user_typeId + "]";
	}
}
It defines a public method to get or modify the private properties of the class, which shows the encapsulation of the class and improves the security of the system.
After creating the class of User, in the program interaction, developers can directly call the User method in other classes or functions to get the internal attributes of User and use them. It's very convenient.
In addition, an interface userdao is created in this project to add, delete, modify and query date. The code is as follows.
public interface UserDao{
	@Select("select * from user where user_account = #{user_account} and user_password = #{user_password}")
	public User login(User user);

	@Insert("insert into user values(0,#{user_account},#{user_password},1)")
	public boolean regist(User user);

	@Select("select * from shop")
	public List<Shop> getShops();

	@Select("select * from shop where shop_id = #{shopId}")
	public Shop getShopByShopId(int shopId);

	@Select("select * from shop where shop_typeName = #{shop_typeName}")
	public List<Shop> getShopsByShopTypeName(Shop shop);

	@Insert("insert into shop values(0,#{shop_name},#{shop_price},#{shop_brand},#{shop_detail},#{shop_typeName},#{shop_num})")
	public int addShop(Shop shop);

	@Update("update shop set shop_name = #{shop_name},shop_price=#{shop_price},shop_brand=#{shop_brand},shop_detail=#{shop_detail},shop_typeName=#{shop_typeName},shop_num=#{shop_num} where shop_id = #{shop_id}")
	public int changeShop(Shop shop);

	@Delete("delete from shop where shop_id = #{shop_id}")
	public boolean delShop(Shop shop);

	@Insert("insert into record values(0,#{userId},#{shop_id},#{buyNum},#{creditCard})")
	public void addRecord(Shop shop);

	@Select("select shop.*,record.buyNum,record.creditCard from shop,record where shop.shop_id = record.shopId and record.userId = #{user_id}")
	public List<Shop> getRecord(User user);
}
The interface UserDao defines a series of operations for adding, deleting, modifying and querying goods. When needing to query or modify commodity information in other classes, developer can create an object of interface UserDao, which can be added, deleted, modified and queried conveniently by calling the interface method through the object.
(2) It is recommended to support JOSN by default in rest services. The server provide JOSN output. Because JOSN is simple and easy to read and it can exchange data between different platforms. Compared with XML, Josn takes up less bandwidth.The project supports to return  data of JOSN style, and the corresponding code of the project is as follows.
@ResponseBody
@Controller
public class ShopController {

	@Autowired
	private UserBiz userBiz;
	
	@GetMapping("/shop")
	public List<Shop> shop(){
		List<Shop> shops = userBiz.getShops();
		return shops;
	}
	
	
	@GetMapping("/shopInfo")
	public Shop shopInfo(int shopId,Model model) {
		Shop shop = userBiz.getShopByShopId(shopId);
		List<Shop>shops = userBiz.getShopsByShopTypeName(shop);
		shop.setShops(shops);
		return shop;
	}
	
	@GetMapping("/record")
	public List<Shop> record(HttpSession session){
		User user = (User) session.getAttribute("currUser");
		List<Shop>shops = userBiz.getRecord(user);
		for (Shop shop : shops) {
			shop.setTotalPrices(shop.getBuyNum()*shop.getShop_price());
		}
		return shops;
	}
}
In the above code, @controller declares that shopcontroller acts as a controller, and all its internal methods will handle the corresponding incoming URI requests. @ResponseBody            Declare that the return value of each method is data of type Josn.
(3) Adopt layered system. That is to say, each component can only see the adjacent layer it interacts with. The project is divided into control layer, business layer and processing layer.    
[image: ]
Among them, the functions of classes in package of com.jbit.biz.impl are only related to the functions in com.jbit.dao, and they can't see the functions of other packages. The code is as follows.   
Some functions in com.jbit.biz.impl.
@Service
public class UserBizImpl implements UserBiz {
	
	@Autowired
	private UserDao userDao;

	@Override
	public User login(User user) {
		
		return userDao.login(user);
	}

Some functions in com.jbit.dao
@Select("select * from user where user_account = #{user_account} and user_password = #{user_password}")
	public User login(User user);
The login method in the userbizimpl class only uses com.jbit.dao Instead of calling functions of other packages., which means this method can reduce the complexity and coupling of the system.
(4) Understanding and using HTTP verbs
RESTful Web Services attaches great importance to HTTP protocol. The HTTP protocol has many functions. The most basic and restful web services are GET, POST, etc. The following annotations are used in this project to use get, post, etc. in http.
@GetMapping("/delShop")
@PostMapping("/buyShop")
@RequestMapping("/loginPage")
@Getmapping is a composite annotation. It is an abbreviated implementation of @ requestmapping (method = requestmethod. Get). It indicates that the HTTP get method is mapped to a specific processing method.
@GetMapping("/shopInfoPage")
	public String shopInfoPage(int shopId,Model model) {
		model.addAttribute("shopId", shopId);
		return "shopInfo";
	}
When the client makes a get request to the server on the shopinfopage page, the server executes the shopinfopage method and returns a value.
If @ requestmapping does not specify a request method, it will receive get, post, head, options and other request methods.
@RequestMapping("/loginPage")
	public String loginPage(HttpSession session) {
		session.setAttribute("currUser", null);
		return "login";
	}
@Postmapping is a composite annotation, which is the abbreviation of @ requestmapping (method = requestmethod. Post).
(5)Provide sample code            
One of the best things you can do for your users is to give them sample code. Make sure your code includes at least the following major development languages: Java,. Net, JavaScript, ruby, and python. If necessary, hire a consultant to put the code together. Because it is absolutely important for your service to be adopted. Also make sure your license allows your users to use your sample code without any risk, such as using a MIT or BSD license.
PART2
1.1 Definition of Serverless
Serverless is a software design architecture. developers do not need to worry about most of the server related affairs during project development, such as purchasing server,configuring application running environment, log collection and system monitoring, which are all handled by the third-party platform. Developers don't need to care about the functionality inside the server. they only need to pay attention to the business logic of their own projects and write corresponding application code. This kind of architecture uses services directly without considering servers is called serverless.
1.2 Serverless Technology
Serverless includes many technologies, which can be roughly divided into two categories: FaaS and BaaS.
FaaS：Function as a Service. FAAS is a form of compute as a service. FAAS is a new way to build and configure server-side software, which is oriented to deploy a single function or operation. the traditional way for developers to design server-side software is to use a virtual machine or container first, and then lay out the development application process in the virtual machine or container. In this application program, there are various operation codes, such as updating resources and other operations. FAAS has changed this traditional pattern. Developers don't need to care about how virtual machines and application processes are implemented. They only need to care about these functions or operations that can express application logic of their project.
BaaS：Backend as a Service. Baas refers to cloud products and cloud services provided by various third-party platforms. It can provide background cloud services for users, including providing storage space, configuring environment, message push and various services in the form of API. Users can use these services after opening baaS on a third-party platform. And they don't need deep programming knowledge to run them.developers do not need to consider deployment, expansion, backup, optimization, security and other operations after finishing software development. BaaS has helped to do these things. Development teams do not need to maintain and manage servers or applications. BaaS reduces the cost of development, so that developers only need to focus on specific core businesses. In other words, BaaS is the provider of back-end business logic solutions for business development. It Provide free cloud services for individual developers and entrepreneurial teams, and private cloud customization services for enterprises. The main purpose of BaaS is to help developers avoid the trouble of back-end development and deployment, so that developers do not need to buy servers, deploy back-end environment, write back-end code.
1.3 Advantages of Serverless Technology
Serverless technology has the following advantages:
1. Serverless technology enables developers to focus more on the core business. Compared with the traditional development mode, the application rewritten with serverless architecture has significant advantages. First of all, developers do not need to expend manpower and material resources to operate and maintain any virtual machine and operating system after completing the development, which are the responsibility of the third-party platform, this way reduces the difficulty of development. The development team only needs to focus on the core code itself of the business. The FaaS framework will be responsible for all configuration, application lifecycle management and server building. The emergence of public cloud frees us from the physical hardware management, and the Serverless architecture frees us from the operating system management, make us focus on the core business for the first time.            
2. Horizontal expansion is easier. When every event or API request occurs, FaaS will start a new process for them to execute the code. This is similar to the thread pool in Java. Each request is executed in a separate thread in the Java thread pool. After the execution of the request, the thread will return to the thread pool and wait for the next call. The difference between them is that the threads in the thread pool share the same memory address space, and the processes in FaaS do not share any memory. In addition, the maximum number of threads in the thread pool is limited, that is, The number of concurrent threads in the thread pool is limited in Java. The FaaS framework also limits the maximum number of processes. For example, the maximum concurrent call that AWS lambda can perform in a region by default is 600. a program can call up to 600 processes at the same time.            
3. Serverless Architecture saves development teams a lot of money. In the traditional payment mode, the development team usually pays for the rented server and other equipment on a quarterly basis. But applications don't run most of the time, such as at night. Through Serverless, the development team only needs to pay for the running time of its own application, and does not need to pay for the waiting time of the application. In addition, the level of horizontal expansion is refined from the original virtual machine to the process, which also saves money. The operation team does not need to buy idle virtual machines to offset the impact of the imprecise auto scaling configuration.            
4. Reducing the operation cost. For some entrepreneurial firm, they often do not have the good development team and a lot of money to build infrastructure, such as version management server, continuous integration server and application version management warehouse. These infrastructures can be obtained at a very low cost by Serverless.            
5. Faster development speed. Serverless service provider has prepared a series of basic services to others. Developers only need to focus on how to better realize the business, rather than some technical limitations.            
6. The security of the system is higher. The third-party platform will resist hacker's invasion and maintain the security of the server. Development teams don't need to worry about that.
1.4 Disadvantages of Serverless Technology
Serverless technology has the following disadvantages:            
1. Serverless is not suitable for applications and software that need to run for a long time. Because only when the customer's request comes, the server using serverless will run. When there is no request, Serverless will "sleep". Every time a new request comes, the application using serverless needs a certain time to restart. If the application needs to run continuously for a long time and handle a large number of requests, then the application is not suitable for the serverless architecture.            
2. It is very dependent on third-party platforms. Because the application using serverless adopts many third-party infrastructures and frameworks. Without the support of the third-party platform, the application will not be put into use. And the services supported on different third-party platforms will also be different. It's not that easy when the development team needs to change the third-party platform.                 
3. Integration testing is difficult. There will be a large number of written functions in serverless. How to integrate them into the application is a big problem.            
4. Lack of tool support. Because serverless is a new technology. So there are not many applications to monitor or record the running time. In addition, new technology also needs time to improve.
1.5 Relationship Between Serverless Technology and Web Hosting
Web hosting is an IT service, which means that individuals and companies can build and run their websites in servers provided by service providers. Individuals or companies can quickly build their own websites through this service, without caring about the underlying infrastructure such as server hardware, network bandwidth, hardware storage devices, etc.            Web hosting is a concrete manifestation of serverless technology. Web hosting advocates serverless. That is, individuals and users do not need to care about how to build, configure and operate servers. Only need to complete their own core business. The task of setting up the server is handed over to the third-party platform.
2.1 Definition of Circuit Breaker Mode
In a distributed system, it is very common for one software to call another remote system. The object being called may be another process or a server. A remote call may fail for some reason or be hanged until they time out. In addition, if there are multiple callers calling the same suspended service at the same time, it is likely to cause chain reaction and consume a lot of resources of the whole distributed system. Eventually, the system may be paralyzed. 
The function of circuit breaker mode is to prevent system failure in distributed system. The circuit breaker mode can prevent the system from constantly trying to call operations that are prone to errors. When an operation continues to fail for a certain number of times, the breaker mode will open. It aborts this operation to avoid wasting CPU resources. In addition, through the breaker mode, the application can check whether an operation problem has been fixed. If the breaker mode determines that the problem has been resolved, the application will attempt to recall the operation. The circuit breaker has three states: closed, open and half open.            
Closed: closed status. When an application calls a request, if the call operation fails, the application will continue to call the operation and record the number of failures. At this time, the circuit breaker is in closed status, which allows the system to continue to perform the operation. When the number of failures exceeds the threshold of a given time. It will trigger the fuse to enter the open mode.            
Open: in the open state, the circuit breaker will not execute the external calls that may fail, and directly return an exception to the system. At this time, the circuit breaker will turn on a clock. When the default clock reaches this time, it will enter half open half blown state.   
Half open: half blown: if the system calls a certain operation successfully or the success rate reaches a certain value, the circuit breaker will think that the service is restored, and enter the closed mode. The breaker resets the counter for the wrong operation. Otherwise, the service is considered to be unsuccessful and returned to the open state.
2.2 Advantages of Breaker Mode
1. The circuit breaker mode can prevent the application from repeatedly calling the operation that has failed all the time. When the number of operation call failures accumulates to a threshold, the breaker mode will judge that the operation is prone to errors and make the CPU not wait for the end of the operation. This method saves CPU resources. In addition, circuit breaker mode will check whether the system has fixed the error of this operation. If the error is fixed, breaker mode allows the CPU to call the service again.            
2. The circuit breaker mode enhances the stability of the system. When the service is prone to error, the breaker mode can guarantee that the system will not execute the service that is prone to error, but suspend it by refusing external calls. This method saves CPU memory and improves CPU processing speed. When the problem of service is solved, the system can call the service again through breaker mode.            
3. The circuit breaker mode can be customized and adapted to many possible errors. For example, developers can set the open state of a circuit breaker to a few seconds. If the error of the service is still unresolved, the open state can be extended for a period of time. That is to say, the circuit breaker mode is flexible, which can be changed according to different situations to meet the actual needs.
2.3 Problems When Using Circuit Breaker Mode
1. Handling of exceptions. If the application uses circuit breaker mode, it must be able to handle exceptions thrown by the breaker mode in the open state. The handling of these exceptions depends on the specific situation. In addition, the types of exceptions need to be considered. The severity of different anomalies is different. Some exceptions can be applied and fixed in seconds, and some exceptions can take several minutes to be fixed. Therefore, the circuit breaker needs to be able to judge the type of abnormality to adjust different strategies.            
2. Circuit breaker mode is not suitable for processing local resources, such as local memory and various local services. Because the application calls the local resource, basically it will not fail. In this case, using breaker mode will cause waste of resources.
3 Circuit Breaker Mode in Website Development
3.1 What Is Hystrix
The circuit breaker component in spring cloud is hystrix. The function of hystrix is to open the circuit breaker of a service and return a fallback written by a developer When the number of system call failures to the service exceeds the specified value in a certain period of time.
3.2 How To Use Hystrix
1.Creating Maven project.          
2.Importing the hystrix dependency in the XML file of the project, Here is the code to import hystrix.
<dependency>
<groupId>org.springframework.cloud</groupId>
<artifactId>spring-cloud-starter-hystrix</artifactId>
<version>LATEST</version>
</dependency>
3.Opening the hystrix function in the property file.
management.endpoints.web.exposure.include="*"
4. Adding fallback to the service.
  @GetMapping("/hello/{name}")
@ResponseBody
    @HystrixCommand(fallbackMethod = "helloFallback")
public String hello(@PathVariable String name){
return eurekaServiceFeign.hello(name);
    }
The parameters in the above method must be consistent. When access fails, hystrix directly calls the method declared in fallbackMethod. Developers need to write the function body of hellofalback function as required. Here is an example
public String helloFallback(String name) {
return name + "open circuit breaker";
}
3.3 Definition of Feign
Feign is a declarative web service client, which makes it easier to write web service client.
3.4 Implementation Process of Feign
In the development of modern website, the steps to realize the circuit breaker in feign are as follows:            
1. Open the userservice of the project and add comments.
@FeignClient(value="user-service",fallback=CustomUserServiceFallback.class)
It indicates that the information in customuserservicefallback will be called when the remote service call fails.
2. Create CustomUserServiceFallback class            
Creating the CustomUserServiceFallback class under the fallback package and incorporate it into the spring container. This class needs to inherit the UserService interface and override the getUserService() method in the class. getUserService() has a return value, which needs to return the information displayed on the web page when a service is disconnected.
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3. Modify the application.yaml configuration file to open the breaker mode. The breaker mode is off by default in feign, so it needs to be opened manually.
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[bookmark: _GoBack]@EnableFeignClients indicates that feign is enabled. @EnableCircuitBreaker indicates that hystrix is on.
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