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Introduction


   The term known as Cloud Computing reflects a revolutionary change in how the IT services within modern companies are developed, distributed, upgraded, managed and paid.
   Cloud computing implies two major trends: 
· IT performance - where the capacity of the modern computers is used more efficiently through high scaling of hardware and software resources;
· Business agility - where the information technology can be used as a competitive instrument on the market, provided efficiently by the use of business intelligence platforms that involve intense computing and responsive smartphone applications that react to consumer requirements in real time (Jeong, 2013).
   The concept of cloud computing can be described as a structured model of IT services, which implies that processing services (hardware and software) are delivered to customers on demand in a self-service manner through computer networks, regardless of the location of the device used (Jeong, 2013).
   Cloud infrastructure is a phenomenon that brings the biggest changes in the complex development of information and technology. People create, view, process and store new data sets every day, by using a high computing capacity.
   A cloud provider is responsible for purchasing and maintaining physical equipment, offering a wide range of services and configurations that can be used to suit each company's needs.     
   Renting the cloud services will transform capital investments into physical devices and licenses into operating costs, making it possible to use the significant financial funds for the purposes of the business. Cloud technologies also allow timely access to the resources of hardware or software, which would normally be too expensive to buy.
The essential characteristics of Cloud Computing

   As the cloud infrastructure trend has become a phenomenon among all industry businesses, it will be important to better understand what it entails. Actually, many of the rules and definitions guiding this concept are becoming more clear for the users.
   Cloud infrastructure's main features include: on-demand self-service, broad network access, shared resources, rapid elasticity, elastic resource pooling, and tools to measure the quality of services provided (Chandrasekaran, 2014).
   The cloud is accessible to a wide number of customers, based on the amount of requests received, through virtualization technologies with automatic scaling and provisioning functions. Theoretically, there is unlimited amount of processing and storage resources that a user could benefit from.
   Cloud computing refers to applications and services running on distributed network systems that can utilize resource virtualization techniques, which are generally accessible via the Internet using standard network protocols and services (Shahan, 2015).
   The cloud ensures that physical resources and their configurations are transparent, with end users having the perception that the resources available are unlimited.   
   In a short and concise way, specific to the American standards, the definition of NIST of the cloud specifies the existence of five essential features, three service models and four deployment models. 




Deployment Models

         The cloud concept has captured the attention of major organizations, as well as the attention of large businesses, academic organisations and government departments. Three key types of cloud computing were introduced and another version, not so well defined, based on the origin of the sums invested, the level of ownership and the nature of the clients:
· Public Cloud – based on a large software company's investments and intended for global consumers, regardless of the size or the field of activity;
· Private Cloud - focused on a company's budget, designed exclusively for the customers within the company;
· Hybrid Cloud – centered on the use of public cloud infrastructure integrated with internal information agencies, designed specifically for large organisations and aiming at extending certain internal processing capabilities to support the customers within the company.
· Community Cloud - focused on the mutual sharing of the resources of an organization within the same economic and social activity sector (Narayana, Kumar and Jayashree, 2020).

Public Cloud
To ensure a high level of service availability, public cloud providers have several processing centers, located in different geographical regions. The cloud user can choose the location of their services for reasons of proximity or, in some cases, based on legal constraints.
The public cloud is managed and controlled by a third party that offers cloud solutions and tools, such as storage and servers, using the Internet. In the public cloud, the third party controls and maintains all hardware, software and the other complementary features. The company will be required to use a web browser to manage its account and access other services (Chandrasekaran, 2014).
Another model of applicability and use of the public cloud is Electronic Commerce (E-commerce). As the competition in the digital market intensifies, e-merchants need to be as dynamic as possible, with customer satisfaction directly related to the speed of page opening and the quality of data search and organization services. In the "unseen" part of e-commerce sites, business intelligence applications are running and calculating in real time the route of a customer through the website, in a way that allows multiple product choices.

Private Cloud
A private cloud is a computing facility that is accessed only by a single company for internal use. At the same time, the responsibility for maintaining, monitoring and developing cloud services belongs to the company. 
Private clouds can be materially situated in an organization’s data center. Similarly, some organizations pay third party companies to host their private clouds. A private cloud is commonly associated with a firm’s privacy and with high-security measures.
The most important aspect of planning a private cloud is the correct determination of the services that can be offered, using this way of organizing. More and more companies prefer to implement storage, e-mail, collaboration and a rather limited range of business applications in the cloud (Chandrasekaran, 2014).


Hybrid Cloud
Hybrid Cloud is a form of organizing information systems by using local components, organized in the form of a private cloud, and specific functions of public clouds. The advantages of this model are a balance between economic, technical and security aspects.
This type of cloud allows applications and data to be transfered among public and private clouds, increasing business agility, adding deployment segments, and making the best use of the infrastructure, compliance, and security measures.
The main disadvantage of the hybrid cloud is related to the data transfer of company, beyond the "border" of firewalls. Public cloud providers provide assurance on the confidentiality, integrity and availability of data, but when it comes to the hybrid cloud, there is a significant number of managers who are suspicious about the security of their data. A secondary disadvantage is related to the fact that a large volume of data is transferred through public Internet networks, which leads to increased costs of Internet access. It also leads to the risk of being intercepted through the places that they pass through (Narayana, Kumar and Jayashree, 2020).

Community Cloud
The community cloud is one of the most widely used cloud implementation model, compared with the three models presented above. In regards to this model, the cloud infrastructure is developed for the use of a specific group of users in organizations that share a common mission, the same security requirements and common policies (Narayana, Kumar and Jayashree, 2020).
The owner of a community cloud can be an organization or several organizations in the same economic, social, or political sector, or a third party, different from the public cloud providers.
A number of concepts that differentiate the community cloud from other models, are:
· Openness - involves the acceptance of request from partners, within the same community;
· Community - social characteristic of specialization of the community cloud, on certain fields of activity;
· Identity - building and adopting a common identity for participants;
· Independence - from public cloud providers;
· Control - based on common regulations and policies provided at the level of all components of the cloud;
· Internal payment methods - with reference to the fact that the payment for services used in the cloud can also be made through clearing or collateral services;
· The nature of the services offered - with reference to the specialization of applications and services and their hierarchical development (Chandrasekaran, 2014).
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Service models in Cloud Computing

It is important for the companies to take into consideration that all cloud computing services can be categorized into three service models: Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), Software-as-a-Service (SaaS). Because they are built on each other, they are also known as cloud computing stacks. 

Infrastructure-as-a-Service (IaaS)
IaaS is one of the newest cloud services models, enabling customers to create their own storage equipments and computer network. 
The virtualization and the hypervisor support equipment are the main factors in enabling the IaaS services.
In IaaS, the virtual resources are mapped to real devices used in a multi-tenancy way, at a higher capacity than the normal use in a company. When a processing request is launched to a virtual machine in IaaS, it is redirected to the processing equipment in a transparent manner to the user (Aggarwal, 2012).
Infrastructure as a Service (IaaS) is a quick operating IT infrastructure that is set up and controlled via the Internet. IaaS can scale rapidly based on demand, and you can only pay for the goods you use. It is provided to help companies to avoid complexities associated with servers, as well as expenses, and it can only be rented, reducing the cost of integrating cloud computing technology in an organization (Mukundha and Vidyamadhuri, 2017).

Platform-as-a-Service (PaaS)
PaaS is one of cloud's most complex models, because it includes a wide range of applications and services designed to build other applications or services.
PaaS is created to help developers to build their own web application or mobile application faster, without worrying about how to configure and manage the servers, network, storage, and the database infrastructure required for development (Mukundha and Vidyamadhuri, 2017).
The apps can be created for customers in SaaS format through the Platform-as-a-Service, and the modules can be adapted and optimized for software services already available through SaaS (Castrillo, 2013).
The lack of portability of the applications produced between public cloud providers is a disadvantage of application development in PaaS. If an application is created on a different API, extra costs will apply to convert the application to another vendor (Aggarwal, 2012).

Software-as-a-Service (SaaS)
SaaS is one of the most used types of cloud services, which allows a large number of consumers to use a set of specific applications, for free or paid, standardized and necessary for daily activities (Mukundha and Vidyamadhuri, 2017).
The applications’ access is made through the web browser or through specific client applications (eg.: Outlook, Skype, DropBox, Google Drive, etc.).
The cloud supplier has the responsibility to maintain and operate the applications, to perform upgrades and backups, another benefit being the homogenization of services offered by ensuring that the same product version is used by all consumers in the organization. 
At the same time, SaaS provides the workers improved mobility by being available through the Internet, and also new possibilities for communication and research. The access is supported through different applications and on any device: Desktop , Laptop, Mobile or SmartPhone, which has a stable Internet connection (Castrillo, 2013).

Cloud features for London Bikes Ltd

On-demand self-service
Cloud computing facilities can be configured automatically by a service provider. This means that the organization can use the IT services without a cloud service provider intervention. London Bikes could use the self-service portal as a platform, in order to manage their cloud accounts, check for the available cloud services, and their benefits, or choose an upgrade if is needed (Aggarwal, 2012).

Broad Network Access
Cloud computing assets are available online and can be accessed using a variety of customer platforms. For a private cloud it could be a local area network (LAN). Network mobility and latency are significant elements for Cloud Computing.

Resource pooling and Multi-tenancy
Cloud computing facilities are structured to support a multi-tenant model. Many websites allow multiple customers to share the same application or similar IT infrastructure, while preserving the security and confidentiality of the informations. The resource pool must be large enough and flexible enough to meet the needs of many customers. For resource pools, the resource allocation should not affect the major manufacturing applications performance (Chandrasekaran, 2014).




Scalability and Elasticity
One of the advantages of cloud computing that the London Bikes Ltd could benefit from is the fast configuration of the existing resources on the cloud, according to the manufacturer's requirements. The Cloud enviornment can expand, depending of the company needs. The organization can adjust the cost and capacity without extra payments. 
The flexibility is the main attribute that makes the difference for every company, which means that the manufacturer can quickly configure all the resources, by increasing or decreasing the resource volume over the Cloud. Storage setting and quick debugging can be used for virtual client applications or machines (Aggarwal, 2012).

Measured services
Measuring the use of cloud computing resources, as well as the payments for the used resources. London Bikes Ltd could use the utility fees to increase resource capacity. That means that Cloud service providers can monitor, measure, and report the use of cloud resources, regardless of virtual server or cloud storage models (Aggarwal, 2012).


The advantages of using Cloud Services for your company

Reduced cost
The Cloud serivces eliminates the extra costs of purchasing hardware and software resources, or to build operating data centers needed to store all of the resources. Otherwise, the company must hire professional staff to assure the maintainance, and enusre extra power supply to cool the hardware. These things require the allocation of a large amount of money, in order to maintain the entire infrastructure (Escalante, 2010).
Global scalability
The benefits of cloud computing services determine a good scalability. Using a cloud platform means to allocate the right amount of resources in order to achieve a goal. This could be storage capacity, the right infrastructure or platform, or the bandwidth, from the correct geographical location, when is needed (Escalante, 2010).

Speed and productivity
Nowadays, most of the cloud services are dedicated services with high demand. The company can use the Cloud enviornment to configure a large number of resources in a short period of time, anywhere, using just the Internet and the computer, which gives the business more flexibility. 

Performance and reliability
Cloud computing will allow the organization to execute its operations at high speed with fewer delays. It will enhance data management and other managerial duties, such as paying employees. This offers plenty advantages over a single enterprise data center, in addition to reducing the network latency of use (Escalante, 2010).


Cloud computing deployment recommendations

   London Bikes Ltd should adopt the public cloud model, because it is a small business. The public cloud is affordable, compared to the other deployment models. One of the main benefits of the public cloud is the flexible pricing technique.
   Most public cloud providers offer to businesses the ease to pay based on special terms. The companies, especially the small and medium-sized, can control the costs by paying for infrastructure costs, only when is needed. Organizations can manage the web applications without paying a fixed price for the servers, software configuration, or maintenance.
   The company can make the transition to the new work environment in a short time. The package that fits the company needs can be purchased easily and can start to deploy and configure remotely, from the cloud provider's website. 
   Cloud providers are responsible for maintaining the hardware, software, and networks in the cloud. As a result, businesses don't have to worry about keeping their infrastructure up-to-date, about security or any upgrades. Because the infrastructure costs are shared by multiple users, cloud providers often optimize data center hardware requirements and provide services at a lower cost. 

Virtualization

Cloud computing virtualization creates a virtual platform for storage devices and server operating systems. By providing several machines at the same time, users receive support from the provider. This will also allow the organization to share data resources or applications with other users. 
The concept of virtualization and centralized storage are not exclusive concepts of the cloud. The difference between a large processing center of a large company and a form of private cloud appears only when the term self-service is correctly implemented, with applications and information tools based on a catalog of services provided to the users  (Chandra, 2017).
From the point of view of agility, a difference of a technical nature can be identified: the concept of virtualization is a horizontal model of extensibility which accumulates computing power by allocating processing resources, compared to the cloud which is a vertical development model.
The required resources to provide a high-quality service are distributed, dynamically scalable, quickly delivered through virtualization, and launched with minimal action from the service provider.
Virtualization can provide the flexibility of computing power allocated to a specific information process, but cannot meet alone the essential characteristics for a company's processing center to be considered a private cloud. Services need to be self-serviced on demand (Chandra, 2017).
Cloud computing virtualization can quickly integrate basic computing models. One of the main features of virtualization is the ability to share applications with multiple customers and businesses. 

Migration Strategies

London Bikes Ltd should consider to change the actual work platform with a cloud-based one. Ideal for the business is to affiliate with the changes that the most modern companies align with, that means to adopt the cloud technologies in all aspects of the business. 
This migration strategy has the highest up-front costs and plans, but it is also the only one that can take full advantage of cloud-based applications. It is dynamic and can provide scalability through cloud providers (Nauduri, 2011).
In the context of cloud migration, an important principle is to ensure interoperability with the current production environment, so the rapid migration from one configuration to another to be permitted. For example, if the production environment has certain types of databases, then it is recommended at least in the first phase to use the same implementation model in the cloud.
The concept provides a range of extensive operating advantages, but also limitations usually defined through service delivery contracts.
The decision of migrating to the cloud should be based on a complete and objective analysis of the financial and technical offers, as well as on each contracting party’s responsabilities.
The effectiveness resulting from the reduction of time and cost of the cloud will be maximized if the business strategy will be aligned with that of the IT services. In scenarios that take into account public cloud services, as well as outsourcing, an important aspect is the opportunities for consumers to use computing resources at relatively low costs. In addition, cloud computing promotes agility in business by reducing the costs involved in pilot projects, refining the final solution in successive stages (Nauduri, 2011).
Alternatively, the business can use the application refactoring, also called application modernization. This is the recommended approach for the companies with specific applications, that have the benefit of being refactored to be used in the cloud. The main difference when refactoring an application, is that it not only extracts data from cloud storage for analysis, but also performs analysis and calculations in the cloud (Safonov, 2016).
When it comes to application refactoring, it's important to consider which applications are most used and which ones can benefit from migrating to a cloud infrastructure. One of the big advantages of refactoring legacy applications in the cloud is that, in the process, the same legacy systems can continue to run locally without affecting productivity (Safonov, 2016).
Security

Nowadays, everybody is particularly concerned about the security and privacy of the cloud data. The fact that the company’s data or of other persons are present on the computers of other companies, rises suspicions when it comes accessing them. Last but not least, cybercrime communities are interested in manipulating the direct and indirect risks of cloud deployments, aiming to collect sufficient data and information that could provide them direct or indirect benefits (Vora, 2017).
A correct understanding of the deployment and service models offered by the cloud and the interdependencies between them is the first step in determining the acceptable level of risk, for the adoption of cloud technologies.
In the general perception of cloud users, the most important concepts related to cloud security are: data encryption, authentication and identification, antivirus protection, how to configure firewalls and service availability.
To determine the vulnerabilities of a cloud system, should be taken into account a number of factors that differentiate from local deployments:
· Internal versus external - with reference to the data storage location;
· Open versus owner - with reference to the form of ownership of the processing and storage equipment and the way of access to the respective resources;
· Outsourced versus internalized - with reference to how support is provided for the services provided;
· In the security perimeter versus outside the perimeter - with reference to the classic model of securing the local network infrastructure through firewall devices (Vora, 2017).
Cloud security providers should provide valid solutions that detect threats before they reach the data center, helping to solve security issues. 
In conclusion, London Bikes Ltd should implement the cloud services in order to enhance its services and meet the economies of scale, needed to favorably compete in the industry. It will also give the company a better platform to minimize or avoid the upfront costs associated with the old IT infrastructure. 

Conclusions

   In conclusion, the cloud service can be used to support technological development. In most cases, companies and organizations are planning to expand and keep their data private. To all the companies that have lost relevant data in the past, their solution is found in the data computing. 
   London Bikes Ltd could take advantage of the Cloud Computing to be able to set itself up with the latest technology trends and, therefore, help to see their prospects grow.
   It is justified to say that the companies with the most promising strategies are taking advantage of cloud computing. Whenever the data is accidentally lost, the cloud computing acts like a back-up to ensure that nothing is lost forever. In other cases, the network systems may experience a breakdown which could make the organization vulnerable to partial or complete loss. 
   In the same way, when it comes to network hacking by cybercriminals, the compromise of confidential data could be dangerous and is determined by the company’s level of vulnerability. When a company’s confidential data is accessed without permission, the chances are that it could potentially reduce its competitive advantage. To be on the safe side, cloud computing provides a solution to secure such information. Even in cases of network breakdown, security hacks and destruction, the information stored in cloud will never be altered or destroyed. It is therefore a life saver in terms of securing data in a non-compromising way.
   Cloud computing is not just a topic for researchers and technical specialists. It is at the same time a business model which, if anticipated and used correctly, can bring consistent financial benefits to all the businesses looking to adopt it.
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