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[bookmark: _Hlk150927521]the term ransom, is considered a program designed by specific people that restricts or encrypts access to any computer systems or data until that person pays a certain amount. Ransomware is considered one of the blackmail operations that take place across communications networks to determine the security. [1]
Background:
The origins of ransomware can be traced back, to the 1989 when the AIDS Trojan, also known as the PC Cyborg Virus first appeared. This early version of encrypted file names on infected systems. Demanded payment for their recovery. However it was not until the mid-2000s that ransomware truly emerged as a threat. Ransomware has become a concern, for organizations over the three years posing significant risks. It is projected that in 2016 losses, from attacks will surpass $1 billion as estimated by the FBI [5].
[bookmark: _Hlk150904416]Over time ransomware attacks have become more sophisticated.  While initially targeting users modern ransomware campaigns have shifted their focus, towards businesses and organisations [2].
Crypto wall:
The Crypto wall ransomware, which has been analysed by the Dell SecureWorks Counter Threat Unit (CTU) is a known example of file encrypting ransomware. It was initially discovered in November 2013. Gained attention in the first quarter of 2014. During that period CTU researchers identified Crypt wall as one of the ransomware threats, on the Internet. Crypto wall has become infamous for its methods of infecting systems.
[bookmark: _Hlk150898201][bookmark: _Hlk150898152]Although Crypto wall came to light in 2014, its harmful actions had been underway on at least from November 2013. It was then well known as the destructive ransomware menace on the Internet. Numerous infection techniques, such as browser exploit kits, inadvertent downloads from hacked websites, and phoney email attachments, are to blame for the spread of Crypto wall. Crypto wall, a variant that emerged after the success of Crypto Locker showed a behaviour and appearance. This suggests a trend, among families where they not demand ransom but also destroy data. Originally the different versions of Crypto wall were known as "Crypto Clone". it is before settling on the name Crypto wall. This change, in names showcased the growth and expertise exhibited by the cybercriminals for this ransomware [3].
The crypto wall backend system assigned an code to each new infection. These codes were then used to query the ransom payment server, which provided information.
Mechanism and Impact:
Through browser exploit kits and inadvertent Internet data downloads, it might be one of the most popular ways to propagate the encryption wall globally. We shouldn't open any unexpected links because this problems occasionally appears in emails as an attachment or link [3].4.0 Crypto wall , one of the variations presents a challenge, for protection compared to its earlier versions. It incorporates a modified protocol that cleverly evades detection by advanced enterprise firewall solutions resulting in reduced detection rates. An important improvement, in Crypto wall 4.0 involves encrypting not the data but the file names making it harder for victims to determine which files need recovery and potentially acting as an early warning to contain the spread of this malware. [6].
[bookmark: _Hlk150905950]Crypto wall utilizes tactics to exploit websites that are classified as non-malicious. It takes advantage of zero day versions of the ransomware making it undetectable, by existing malware software. The attack typically targets Adobe Flash plugins, on users browsers to install the malware [7].
Therefore, there should be a specialist in any small company to data recovery may be necessary to assist with the challenging process of recovering from an infection, which can be devastating for both individuals and organisations [7].

How to avoid against disasters:

[bookmark: _Hlk150907705][bookmark: _Hlk150910158][bookmark: _Hlk150909099]The main objective of  PC is to store this data in the devices so it recommended approach 3, 2 1 backup strategy, which involves having three copies of your data (including the original) using two storage types to avoid any issues with storage failure and keeping one copy in a physical location to protect against disasters such, as fires or floods so for that reason regular backups significant play a role, in protecting against ransomware like Crypto wall [8].In the US, computers are at risk of malicious software problems such ransomware, with 30% of devices becoming infected. These kinds of viruses may lead to attacks in which hackers encrypt your data and demand money to unlock it. Because copies provide a safety net in the case of an attack, they are obviously essential [9].
The external hard disk or USB flash are considered as the best ways to save necessary information from being hacked due to the size and large storage space it contains, which enables a person to transfer data sometimes via wireless or manually but at the same time it can be affected by some external factors such as breakage [9].
Additionally ,Unlike storage on devices cloud backups ensure that you won't risk losing your data if the device is misplaced or damaged. as the manger in this small company The impact of cloud backups lies in their ability to grant you access to your data from anywhere and at any time, through the internet. Additionally many providers offer storage space with some providing unlimited capacity options [10].
Moreover furthermore ,as manger in this company you have to make ensure the security systems is essential in term of update your software. t is advisable to visit the vendors website to download and install these updates promptly. Also , they are many software options offer update features, which are highly recommended for maintaining up to date security levels. When updating software it's important to do from  secure network sources and avoid using public networks, like  general Wi Fi as they may expose your system  and your company to additional risks [11].
[bookmark: _Hlk150913041]Finally, Creating backups, for your computer or device as manger is a feature that provides convenience way to protect data . However it's crucial to use this option alongside methods mentioned earlier. In case your device gets corrupted or stops working you might not be able to access your data. Additionally there's always a risk of theft to consider well [9].
Some potential disaster scenarios to take into account are:

 The possibility of buildings or infrastructure being physically damaged.
 The risk of machinery, systems or equipment breaking down.
 The potential, for restricted access to sites or buildings.
 Potential interruptions, in the supply chain.
 The possibility of utility outages that could affect power or water supply.
 The risk of damage, loss or corruption of IT infrastructure, including data loss.
[bookmark: _Hlk150922155]the Cybersecurity incidents, like ransomware and malware attacks [12].
Cybersecurity incidents:
refer to attempts to access computer systems or networks. They can be carried out by individuals or groups driven by motives, like gain, espionage or even vandalism. 
"Gmail blocks over 100 million phishing attempts, every day” [15].
There are forms of cyberattacks commonly are classified as : 
1. Ransomware; This malicious software encrypts a victims files [13].
2-Phishing; This type of attack utilizes social engineering techniques to deceive victims into disclosing information, like passwords or credit card numbers.
3. Malware; It encompasses software that is specifically designed to compromise computer systems or networks including viruses, worms, Trojan horses and spyware [14].
backup strategy:
[bookmark: _Hlk150923089]In regarding to a backup strategy that refers to a plan that safeguards data, against loss or corruption. So, It is essential for both businesses and individuals as it help in recovering from cyberattacks.
Firstly, full backups involve copying all the data on a system or network. They are usually conducted regularly although they can be time consuming and resource intensive. Secondly incremental backups only copy the data that has changed since the backup. They are performed frequently than backups because they are faster and easier to manage [16].
Restoration:
The process of retrieving data from a backup is called restoration. that usually carried out following a cyberattack, disaster other incident that leads to loss of data. There are several  method for data restoration but some of the most commonly used ones include; firstly ,Metal restore; This method involves copying the content of a backup, onto a hard drive or another storage device. Secondly, File level restore; With this approach only individual files or folders are copied from the backup. thirdly, Application level restore; This technique focuses on restoring an application to its state [17] [19].
Finally, When it comes to disasters, such as floods and earthquakes it's important to have a strategy in place, such as option is to store backups off site or in the cloud, which helps protect against any damage that may occur to premises equipment. In the event of a disaster once the physical infrastructure has been rebuilt or repaired you can easily restore your data from these site or cloud backups [18].
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