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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Footprinting and Reconnaissance. Apply your understanding and knowledge from what you have learnt in the lecture and the lab about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:




1. Discuss footprinting concepts and methodology. Relate your discussions with real-world tools, examples and scenarios. State your reasoning and outline how 
2. Do you think footprinting tools such as Maltego, Recon-ng and FOCA are beneficial to security professionals? Discuss and outline their uses.
3. Outline the countermeasures for footprinting and what measures you would put in place to make employees of a company be aware of these measures.
4. [bookmark: _GoBack]Use flow charts to discuss and explain at least two types of footprinting Pen Testing
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