Academic and Employment Skills

The rise of Digital Transformation, global pandemics, and AI, have made Cyber skills crucial in today’s world. Organisation flexibility can only be achieved when they have a strong foundation of Cyber professionals that can look after vulnerabilities and protect their systems. A multitude of evidence suggests that the economy is being held back due to a skills gap, particularly in the Cyber Security discipline. In seeking to reduce this gap, the UK government has extended a long established ‘apprenticeship’ programme to include degrees. Higher Education Degree Apprenticeships offer a cost-effective route for employers to upskill their staff and for apprentices to access free education (and a degree) whilst being paid. Each of the Degree Apprenticeships has an associated framework that defines core learning requirements – devised and created by a collaborative effort of industry and academia. How this framework is implemented however is very much up to individual institutions.
This paper presents an implementation of the Cyber Security Analyst degree apprenticeship undertaken at a UK Institution. Amongst the first in the UK to operationalise the standard, the approach has pragmatically dealt with a wide range of issues to create an academically rigorous yet commercially viable solution for industry. The paper presents the approach, demonstrates the academic rigor through mapping to industry-accepted standards, and discusses the collaborative role of the employer and University in providing a holistic and complete learning experience. The paper concludes by offering a critical discussion on challenges and opportunities and suggests ways employers and professional bodies can collaborate further with Higher Education in developing Degree Apprenticeships that will only be about skills, but also lifelong learning.
The Cybersecurity industry is growing and developing fast. Companies, government and educational establishments have been looking into those rapid changes and to promote partnerships amongst those different stakeholders. It is calculated that 48% of the businesses have a skills gap (Pedley et al. 2020) and two thirds face issues with the cyber skills gap. Over the years there has been a plethora of qualifications and certifications in the discipline. There is a growing demand across countries and governments to identify further institutional deficiencies and how to close the skills gap. The Digital Revolution and the continuous economic restructure in Europe, US and all over the world, develops new areas and skills needed and at the same time creates skills shortage. The Skills Mismatch Index (SMI) indicated that the Eurozone alone by 2020 would experience 900,000 shortage of professionals in STEM (Francis and Ginsberg 2016). The new research paper published in 2019, evidences that these figures are set to get worse and reveals that it could be 7 million under-skilled or their job requirements (Industrial Strategy Council 2019). In an attempt to address the current and forecasted skills shortage, the UK government developed the Higher Degree Apprenticeships and UK Higher Education Institutions are now introducing and offering new Bachelors degrees under this new umbrella.
The Cyber Security discipline is a relatively new profession and often organisations are not in a position to identify or recruit the specific skills they need. Although a Computer Science degree can be seen as the foundation of all IT specialisations, still within the Cyber field we need to carefully select such professionals that will bring the expertise and knowledge in the times we live.
Cyber security is a fast growing industry which supports safety for different organisations,  Systems need protecting when working in professional organisations such as AI, Global pandemics, Digital Transformation
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