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[bookmark: _Toc215501220]1. Introduction 
OS are essential software platforms, which manage hardware, system resource and applications on computer devices. They provide their fundamental services which comprise; process and memory management, file system, networking and security. In addition to that, the existing OS environments are highly command-lined and scripting programs which can be automated, enabling administration and troubleshooting of systems. This report will be covering the primary purposes of the contemporary operating systems as well as demonstrate the working use of windows and Linux command-line commands and scripting languages. In accordance with the practical examples, screenshots, and analysis, the report reveals the support to user interaction offered by both operating systems, systems and automation configuration, which may help to gain a better understanding of how the operating system may be administered.
[bookmark: _Toc215501221]2. Task 1: Key Functions of General Operating Systems
An operating system (OS) is the core software which serves as an intermediary between software and hardware and enables processors, memory, storage and applications to be used successfully. A modern-day operating system is a managed space where programs and users can execute their activities without affecting its performance, stability and security (Kidwai et al., 2021). It is also designed to model hardware complexity as an abstract entity and provide interfaces of system administration, resource management as well as user operations.
[bookmark: _Toc215501222]2.1 Definition and role of the OS
OS is principally intended to offer an intermediary between the hardware and the applications. It allocates resources, manages procedures, harmonizes input and output processes and that work within the system is dependable. This will involve securing files integrity, protecting data, providing user authentication as well as offering user facilities which will allow the system to be configured, maintained and monitored.
[bookmark: _Toc215501223]2.2 Key functions of an OS
Process Management:
The process entailing the manner in which the OS makes, allocates and revokes applications and services is called process management. Its active process with its resource consumption can be observed in the Windows Task Manager and in the PowerShell tasklist command. Planning will ensure that the different tasks do not conflict with each other to execute them.
Memory Management:
The memory management ensures that applications are allocated with RAM accordingly. The OS controls paging, physical and caching of virtual memory and storage. The tools in windows are resource monitor and performance manager, which display memory allocation among the running processes (Odun-Ayo et al., 2024).
File System Management:
The hierarchical file system is maintained in the OS which controls the storage, access and protection of data. Windows is built on access control list, journaling and encryption based NTFS. 
Device and Driver Management:
The device and driver management has been set to work in a virtualized setting. Management of devices also offers appropriate interaction of hardware devices and the system. The OS installs and controls the drivers of peripherals such as network, keyboard, display, and disk. Windows Windows The administration of the devices is executed using the Device Manager.
User Interface:
OSs possess both graphical interface and command-line interface, which makes users able to interact with files, apps and preferences. Windows is a combination of GUI based interface and PowerShell/ Command Prompt to conduct advanced administration (Billoir et al., 2024).
Networking:
IP configure, routing and connectivity testing may be performed by using networking functions. In configuring and testing network connections, network environments, Control panel and ipconfig, ping and others are employed.
Security:
Security features Security control on account, file permissions, malware protection, access control, updates and encryption. Windows is armed with user account control, windows defender and security policy that ensures that the system becomes secure.
System Monitoring:
The modern systems provide the tools with which to analyze the performance, troubleshoot the system errors and search the resources allocation. A rich diagnostic can be provided with the help of Event Viewer, Task Manager and PowerShell cmdlets (Landauer et al., 2024).
[bookmark: _Toc215501224]2.3 Windows screenshots and narration
[image: ]
Figure 1: Task Manager (Processes)
(Source: Self-Created)
The following is the screenshot of the windows task manager that provides the active processes, resource allocation and the CPU usage. It demonstrates the way of controlling the OS processes and monitoring their performance.
[image: ]
Figure 2: Task Manager (Memory)
(Source: Self-Created)
The Memory tab displays real time observation of the utilization of the RAM and the virtual memory. It enables the user to know the applications that are consuming excessive resources.
[image: ]
Figure 3: File Explorer
(Source: Self-Created)
NTFS file system appears in the form of folders, drives and size in the file Explorer. It displays management of windows files and directories.
[image: ]
Figure 4: Device Manager
(Source: Self-Created)
Hardwares and drivers are installed in the device Manager. OS hardware and drivers are shown with users capable of configuring, disabling or troubleshooting devices.
[image: ]
Figure 5: Windows Security
(Source: Self-Created)
There are some protection applications installed by default in windows security such as antivirus, firewall, and account control. It has demonstrated OS security and threat-prevention.
[bookmark: _Toc215501225]2.4 Summary
In short, the operating system ensures that the system is stable, resource utilization and security is effective as a result of the integration of both hardware and software. Such functions contribute to supporting the user activity, system management and execution (Seyidova and Hashimov, 2022). 
[bookmark: _Toc215501226]3. Task 2: Use of Windows OS CLI Commands 
[bookmark: _Toc215501227]3.1 Introduction to CLI
Text based environments of interacting with the operating system is Windows Command Line Interface (CLI) and PowerShell. The user can also run commands directly in the CLI, as opposed to a graphical interface, and automate the activity of the system and use more elaborate capability to configure the system. Administers of the system generally utilize the CLI commands to troubleshoot, diagnose the networks, scripting and performance monitor (Gajbhiye et al., 2024). 
[bookmark: _Toc215501228]3.2 Description of 10 Windows CLI Commands
1. systeminfo
Provides system-related details like OS version, boot time and hardware setup. This is largely used in auditing and diagnostics of systems.
2. hostname
Shows the name of the local computer. Useful in finding the machines in a network or in host configuration.
3. ipconfig
IP address configuration, gateway and DNS displayed. It is usually used to test network connectivity issues.
4. ping
The tests test the network by imparting ICMP messages to a foreign host. It helps to verify the availability of the device on the internet and latency (Mosleh et al., 2024).
5. netstat
Displays connections that are active on the network, listening protocol and port statistics. The identification of open ports and suspicious connections would be helpful.
	[image: ][image: ]
[image: ][image: ]
[image: ][image: ]
[image: ][image: ]


Figure 6: Windows OS CLI commands
(Source: Self-Created)
6. dir
Shows files and folders in the current directory. It assists in navigation and management of files systems.
7. tasklist
Tables the processes in progress and consuming memory. One can use it to monitor the applications that are active and research on issues of system performance.
8. Get-Process
A PowerShell script that provides the data on the running processes in a formatting detail format like CPU usage and process IDs (Emmanuel et al., 2025).
9. Get-Service
Displays a list of service names and status of the system services. This would be useful in ensuring the availability of services required by applications.
10. Get-NetAdapter
Shows data on network interfaces like MAC address and speed of link. It can be utilized to test hardware configuration and test adapters.
All the commands were executed with the screen shot records of their results in PowerShell. The orders will be capable of verifying the system configuration, performance tests and network diagnostics.
[bookmark: _Toc215501229]3.3 Why CLI is useful for administration
CLI tools also prove effective as compared to GUI because they allow quicker access to the system functions, are scriptable and could be administered remotely. They play a critical role in bugging of a system, setting up a network and security. 
[bookmark: _Toc215501230]4. Task 3: Use of Linux OS CLI Commands
[bookmark: _Toc215501231]4.1 Introduction to Bash / Linux terminal
Linux terminal is a command line interface which is used to interface with the operating system. It is simply a direct access to system utilities, files and processes compared to graphical user interfaces, yet does not take long to access and is automating (Dehfouli and Habibi Lashkari, 2025). Linux is a system, which is reliant on command line in regard to configuration and management. Administers of systems use it on a large scale because of its speed, power and capability in any of the versions of the Linux which was utilized to show the commands in the section. All instructions were run in a live terminal and the screenshots created to show the results.
[bookmark: _Toc215501232]4.2 Description of Linux Commands
1. pwd
Displays the path of the user. It is also applied to verify the position within the filesystem as one is working with folders.
2. ls
List folder and display name files of the current directory. It is usually applied during the verification of the content of a directory and name of a file (Theodorus, Nabi and Al-Maatouk, 2021).
3. cd
Changes directories. This is required in manipulation of Linux file system structure.
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Figure 7: Linux OS CLI commands
(Source: Self-Created)
4. uname -a
Gives certain system details (version and architecture of the kernel). It may be applied in configuration checking of OS.
5. df -h
Lists disk in readable form. It is a command request as well that is used to know the available storage space in the mounted partitions.
6. top
Displays real time running processes, CPU and memory usage. It helps in setting up of high consuming resource tasks.
7. ps
Lists current processes. It has the ability to be applied to process IDs and services in their analysis (Al-Zubaidie, Muhajjar and Shihabe, 2024). 
8. cat
Lists the file contents. Usually used to access the system logs or system set up.
9. history
Shows the history of the already implemented commands. Experience that is useful in the audit of terminal activities and repetition of action.
10. ps aux
Displays the specifics of all the processes in operation. Compared to a basic ps command, it is more analytical.
All the commands were performed and confirmed with the help of the screenshot evidence. Each of them portrays vital Linux system check-up, observation and route navigation operations.
[bookmark: _Toc215501233]4.3 Importance of the Linux CLI
Linux is not compatible with the graphical interface because most of the administration process can be executed successfully using terminal commands instead of using the graphical interface. The CLI processes are quicker and scriptable and cross-distroversive. They are dominating, more flexible and they are better problem-solvings. 
[bookmark: _Toc215501234]5. Task 4: Use of Windows OS Scripts 
[bookmark: _Toc215501235]5.1 Introduction to scripting in Windows
Windows is also progressive and objective: PowerShell is a scripting platform which is supplied with all recent windows. The power shell has enhanced administrative, automation and platform integration with windows API and also gives the administrators the ability to execute processes, services and network configuration and files to execute reusable scripts as compared to the outdated batch files. Setting up the scripting of the Windows systems administration is a crucial point since it can be used to automatize certain routine activities, minimize the human error and make the process of stability in the setup easier (Vélez et al., 2023).
[bookmark: _Toc215501236]5.2 Overview of the script
The developed PowerShell script that is necessary to address this assignment addresses several system administration tasks at once. It gathers information of operating system, user and hostname listing, running processes, file system status, disk usage and an output report is generated. The power buka of PowerShell was opened and the script located and the output of the script execution was recorded (Alotaibi, 2025). 
[bookmark: _Toc215501237]5.3 Script functionality explained
This script starts with the definition of variables where messages and values would be stored. Here we can observe one of the basic functions of PowerShell: one can dynamically assign and use variables to programme the behaviour of scripts, but without having to change every line. The script will proceed to run a number of cmdlets to obtain information about the computer including computer name, operating system version and running processes on the computer. 
The loop is applied in order to work with a list of objects e.g. directories or running services. Conditional check is provided with an intention of indicating the existence of folders and providing the right output. The script as well is an outcome of one input of a command to the other and it operates in a pipeline. 
[bookmark: _Toc215501238]5.4 Importance of automation
The major advantage of PowerShell scripting is automation since one can perform many tasks without necessarily doing them manually. Scripts help to save time during the administration of the system, give results repeats and also help in continuous monitoring of the system. PowerShell allows an administrator to perform system processes, files, devices and security using one interface (Moreau, Wiebels and Boetziger, 2023).
[bookmark: _Toc215501239]5.5 Screenshots
It also included screenshots of the way in which the PowerShell script was successfully run and the results of the same. The first screenshot indicates that the script is being executed at the terminal and the windows power shell will be aware of what file to execute and execute the commands in a sequence. 
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Figure 8: Windows OS scripts
(Source: Self-Created)
The second screen shot will show the report, acquired information, system information and process information. 
[bookmark: _Toc215501240]6. Task 5: Use of Linux OS Scripts 
[bookmark: _Toc215501241]6.1 Introduction to Bash scripting
The Linux operates on the basis of bash scripting language in the management of systems, automation, process control, process monitoring. A Bash script is a set of lines of command that are stored somewhere in a form of a file and run as a block that allows the complex operations of the activity performed to be developed quickly without repeating the input in order of input. Linux server environment is script intensive in the undertaking of different duties including maintenance, auditing, service check and log analysis. 
[bookmark: _Toc215501242]6.2 Overview of script structure
Here the script to be written was saved as an executable file which was executed on the terminal and screen shots captured. Several tasks are sequentially performed by the script to create a system report. It also identifies the hostname and the version of the kernel, the current date and uptime or a list of running processes, it examines disk usage and formats the outcome in a text form of report. The script was run with the help of Linux permissions and chmod command to make the script executable. 
[bookmark: _Toc215501243]6.3 Explanation of features used
A number of bash features have been employed in the script. It first executes single Linux commands to get the information about the system and display it in the terminal. Second, it redirects files to print the information on an open file that is open. Third, there also exist process monitoring tools in the script since process information is indicated in formatted section. It contains disk usage command that is used to squeeze out storage set-up and accessibility to mounted partitions. The results have been arranged accordingly to create a readable and organised system report. The script contains a time-stamped name of the file which renders the report to be changed every time it is executed. 
[bookmark: _Toc215501244]6.4 Screenshots and narration
As the screen shots below indicate, it can be seen that the process of writing and executing a Bash script has indeed been effective in Linux operating system. The initial screen capture is the text file on the open terminal which indicates that the corresponding commands were entered and stored in the format to be run. 
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Figure 9: Linux OS scripts
(Source: Self-Created)
This graphical data is relevant in drawing the focus on the relationship between the user and the command-line environment as well as the processes needed to execute shell scripts. The report that was generated was displayed in a below screenshot that was saved in a text file and included system specifics like hostname, kernel version, disk consume and processes. This production implies that a large number of administrative tasks were automated with the assistance of the script. The screen shots put together are illustrations of the trustworthiness and benefit that Bash scripting is in when it comes to administering a system. 
[bookmark: _Toc215501245]7. Conclusion 
In this report, the fundamental operations of the existent operating systems and command-line interface and scripting interface were disclosed. Windows and Linux are good in file, process, memory and security management and Linux is a more of a CLI based setup. The application of the PowerShell and Bash scripts revealed how automation may be deployed, so as to simplify work of the system, make it more productive and the number of the human errors. They also provided screen shots and examples of the usage of these tools in monitoring the performance, configuration and scrutiny of the system. Good use of OS capabilities, CLI and scripting is the primary component in the system administration, network administration and troubleshooting of many platforms and systems.
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