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Abstract
Purpose
The aim of this dissertation is to investigate the growing issue of fraudulent activities and online scams that occur throughout the Booking.com app and website, to explore the financial and behavioural impact of the frauds that clients experience and their intentions to continue to book through Bookings.com and find preventive solutions.
According to recent reports, Booking.com is becoming a target of fraudulent activities and online scams, such as phishing messages sent to real customers, impersonating hosts or the platform itself, and fake property listings. For instance, the Irish Times states that incidents related to accommodation booking platforms have increased by up to 900% in the last two years, with scammers using legitimate Booking.com reservations to create convincing fraudulent approaches. This issue does not only affect the company financially but also it affects the reputation and the trust towards Booking.com from the customers. 
There is also an increase of scam sophistication, and this is because of the incremented use of AI. According to BBC News hackers are using AI tools to generate message, fake website, and fake customer services, which they look very credible, and it has become complicated to detect which website or messages are legitimate, and which they are not (Gerken, 2024). 
This dissertation, in summary, will explore the topic with the literature founded, applying theoretical frameworks, analysing data, offering practical recommendations for the issue and conclusion.
Literature
Existing academic and industry literature highlights the vulnerability of online platforms with frauds and scams. While broader research exists on online trust, e-commerce risks, and cybersecurity in platforms such as Airbnb, there are limited scholarly work specifically focused on Booking.com and its intermediary model. Theoretical frameworks including the Stakeholder Theory of R. E. Freeman, Triple Bottom Line by Elkinton, and Reputation management Theory by Davis and Miles (1998) indicate that consumer trust and platform governance are central to long-term sustainability and brand credibility.




Methodology
This dissertation will be made with secondary research methodology, relying on existing literature, articles, journals, academic studies and data publicly available. No primary data will be collected.
Since scams on online platforms like Booking.com are talked about a lot in the news, in cybersecurity reports, consumer protection papers, and academic writing, using existing research makes sense for this study. These resources offer plenty of information, both descriptive and numerical, about how often scams happen, how much money are lost, and the emotional and behavioural effects on those people that have been affected. By looking at these materials, we can get a solid and complete picture of the issue without needing to talk to people directly interviewing them. 

This approach will involve:
· Looking over reports on scam cases from groups like Action Fraud UK and BBC.
· Studying firsthand accounts from customers published in reputable news sources such as the BBC and the Irish Times. 
· Investigating academic research on online fraud, trust in digital spaces, how consumers behave, and how people perceive risks in e-commerce.
· Reviewing Booking.com official comments, looking for policies for stopping fraud, and any updates to its platform security.
· Looking at reviews of Booking.com from some review platforms such as Trustpilot and REVIEWS.io.
· With these information gathered, the dissertation will examine how people fall victim to fraud, their emotional and behavioural responses, and how these scams affect their future choices when booking. This method also allows for cross-validation, where findings from different sources are compared to boost confidence in the results and reduce any potential bias.
Secondary research offers large perspectives but still is it not always possible to guarantee the accuracy of everything that's been published before, and the data could be different between different sources. There is also to consider that not talking to customers directly means it is complicated to understand in full depth their personal experiences. However, for a study concentrating on new trends and publicly reported incidents, analysing existing literature is an effective and practical method.

Findings 
According to some preliminary predictions, the effect of scams does affect drastically customer satisfaction and makes customers more hesitant, more likely to change travel online agencies and not purchasing anymore from Booking.com. The results are also likely to show that many users are not aware of Booking.com security procedures or anti-scam guidelines. Also, some findings from the reviews of customers in reviewing platforms show the emotional negative impact and financial negative impact of the scam.
Conclusion
The dissertation in conclusion will offer practical recommendations and strategies for the people that have been frauded. In conclusion there will also be the Discroll reflective model, created by John Discroll, composed by a “What, So What, Now What” process, in order to: analyse what happen, analyse the event and anticipate future practice (Gladd, 2025). 
This research in conclusion offers valuable insights, aiming to fix urgently the issue of frauds and scams in the online company. 
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Booking.com it is an online travel platform that provides hotels, apartments and other sorts of accommodations for tourists and holidaymakers around the world. 
This company has been launched in 1996. It was initially a small start-up from The Netherlands that grow exponentially thanks to the internet. Geert-Jan Bruinsma was the founder, a Dutch young man with a strong entrepreneurial spirit that had the vision of creating a way for travellers to book their accommodations online (Schaal, 2025). 
Successively, in the year 2005, Booking.com has been acquired by US-based Priceline Group with the cost of $133 million. The group has since changed its name to Booking Holdings. 
Booking Holdings is a massive player in the travel space, owning plenty of the biggest online travel agencies, hotel booking sites and metasearch engines in the world, such as Booking.com, Priceline, Agoda, Kayak, Momondo, Cheapflights, Rentalcars.com and OpenTable (Elphick, 2025).  
Additionally, Booking has broadened its offerings to encompass rental cars, airline tickets, and homestays. With a strong presence in Europe and global reach, the company continuously innovates its digital offerings to stay competitive in a rapidly changing industry.
Throughout the 2000s and early 2010s, Booking and Expedia emerged as the two leading online travel agencies, with this duopoly acquiring many other websites and applications. Nevertheless, the introduction of Airbnb compelled both companies to diversify into homestays and short-term rental markets. 
[bookmark: _Toc216947026]Statistics
· According to CompaniesMarketCap the latest financial reports the company's current revenue is 18.97 Billion £ in 2025.
· Booking generated $23.7 billion in 2024, a 11.2% increase year-over-year
· Booking generated $5.8 billion net income in 2024, a 37% increase on the year before.
· Booking reported $165 billion bookings volume in 2024
· Over 1.1 billion nights in accommodations were booked and 49 million flight tickets bought in 2024
· Booking had 135 million active mobile users in 2024 (Curry, 2025).
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According to Curry, the revenue of Booking Holding in 2024 increased of 11% compared to 2023: was a total of $23.7 billion (Curry, 2025). 
[bookmark: _Toc216947028]Profit 
Booking made a net profit of $5.8 billion in 2024 (Curry, 2025). 
Booking.com demonstrated a very strong financial performance during all the years, except in 2020 and the cause was the COVID-19 pandemic. Because of the pandemic the travel industries have been strongly financially affected because of worldwide lockdowns, suspension of travels and border closures. This led to a lot of cancellations in Booking.com website, and substantial operational challenges. For example, the company had to manage a big volume of refund requests, and they had to modify their cancellation policy, because before their cancellation policy was stricter such as not giving reimbursements, with the pandemic they had to make changes such as: offering full refunds, offering new dates for the stay, offer a voucher for the value paid by the guest or a higher amount (Caravitis, 2025). 
Booking.com had to pay back 65 million euros in COVID-19 support received from the government of The Netherlands after controversy about the fact that the business still paid bonuses to its top executives no matter the crisis (NL Times, 2023). 
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The competitors of the company Booking.com are: Hotels.com, Expedia, Agoda, TravelWeekly, Kayak, HotelPlanner.com , TraveloCity, Trivago, AirBnb, Google Travel, Trip.com, Vrbo, Hurb, Tripadvisor (Hendelmann, 2025). 
According to Semrush (2025) Booking.com is ranked number 1 in the category with a global rank worldwide of 76. The website visit of 435.23 Million and a bounce rate of 38.1%.(Semrush, 2025).

Nowadays Booking.com app it is offering services in 220 countries in total with a result of 1.5 million rooms and accommodations booked every 24 hours in over 150,000 locations worldwide.Currently the company is offering more than 28 million total reported accommodation listings, including over 6.6 million listings alone of hotels, villas, apartments and many other particular places to accommodate (Booking.com, 2025).

In recent years, Booking.com has increasingly focused on improving the customer experience through technological advancements like AI (artificial intelligence), machine learning, and mobile app development. Personalisation has become a core part of its strategy, as the company seeks to deliver more tailored recommendations, relevant promotions, and continuous booking journeys to boost customer satisfaction and foster long-term customer loyalty (Booking.com, 2024). 
However, therefore the position and market share of this company, it is crucial to consider the reputational damage caused by frauds and scams. 
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Through Booking.com there have been reported several very convincing scams and frauds, concerning accommodations such as hotel, apartment or villas. 
Frauds and scams they can be mistaken for the same thing, but there are differences between the two concepts. With frauds are intended theft identity, unauthorized access to private information, for example a fraudster use a user detail to open accounts in their name. The victim does not know and does not authorise any payment. 
Scams instead, are convincing schemes that involves the customer being persuaded of paying, ‘felling into the trap’ (HSBC UK, 2025). 
Some impostors who connect within the app try to fraud and scam customers in different methods; here are some cases:
· Listing of not existent accommodations: scammers are offering photographs of fake properties, using pictures stolen from third parties or pictures created by AI. The listing looks authentic, the pictures look professional and inviting, with additional details and information about the location. 
Clients that fell into the trap book and pay for the accommodation, and when they reach the destination, they discover that the property does not exist 
· Phishing and redirection of payment: The scammers acquire precise information about a customer’s booking, including dates of the stay or reservation number, then they message the customer asking for payment, upgrades, deposit. The e-mail that the client receive looks authentic and credible, because the hacker adds all the information that he has been able to obtain, and many guests can not notice that the message they have received is not legit (Boulter, 2025). 
· Communication hijacking or profile cloned: where hackers gain access to the Booking.com private dashboard. Insight from Action Fraud reports states victims have been scammed through unexpected private messages and emails from a Booking.com account belonging to an accommodation customers they had a reservation with, which had been taken over by the hacker. Through this account, the hacker send in-app messages, emails, and also WhatsApp messages to customers, making them send their money, their private information and/or requesting credit card details.
· Offers of fake job: scammers send a private text or contact the victims through social media offering fake jobs such as reviewing hotels, and the private data of customers get stolen (Foltyn, 2024)
· Fake promotions and fake refunds: scammers also take advantage of Booking.com promotional offer and refund system. Scammers have created attractive but fake discounts to convince clients to access to links for promotions, which they look very attractive but is another trap made for stealing customers data and funds (Ravelin Technology, 2025). 

In addition, in the recent years, scams and frauds have been much more complicated to detect since the rise of artificial intelligence. It has been found that the cyber attacker are utilising AI to create credible pictures, e-mails, professional-looking fake websites and fake customer service agents. Through AI scammers create personal scam messages using stolen data (Stop Scam UK, 2023). 
Before AI some scams messages were easier to detect, because they were not containing much personal data of the customers and often these messages were written with grammatical error and too vague information. Instead, the frauds made utilising artificial intelligence have a more convincing look, they are more complicated to detect (Gerken, 2024). 
After a client get scammed, in most of the cases, the company Booking.com will not be responsible for refund his loss. These accidents will lead aggravation and disappointment to the customers, making them losing trust in the company and making them choose to never use the Booking.com platform anymore. 
The core problem of this study is: how do scams and fraudulent activities on booking.com impact customers satisfaction and which strategies should be implemented to prevent these incidents to take place? 
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This research study is significant because of the increasing report of fraudulent activities that take place in online business platforms, and the travel platforms sector, such as Booking.com, are affected by these incidents. Action fraud UK received 532 reports from victims of frauds between June 2023 and September 2024, and customers reached to lose a total of £370,000 (Osborne, 2025). These incidents demonstrate an urgent need to understand how fraud impacts customers financially and behaviourally.
The importance of this research is also reflected in its contribution to the understanding of digital trust, platform governance, and customer protection within both academic and industry contexts. 
Trust is essential in the economy of the present, and the travel platforms that operate entirely online they depend on trust, and this also mean that the customer feel more in risk when booking online, rather than when the customer is in front of a tour operator employee, talking to him in person. When trust is undermined, because of these incidents, business lose bookings, have damage in their reputation, and lose loyalty.
This research is very important, as now modern economies move towards service and digitally driven business models, where online platforms like Booking.com have no face-to-face interactions and where transactions are based on trust, as mentioned above. With the improvement of the digitalisation, consumers are expected to provide personal and financial information, and this can increase perceptions of risk and vulnerability. The loss of trust in digital platforms can also impact many other people, including customers, through less bookings, revenue and brand reputation, employees through fewer jobs and lower pay in customer service, accommodation provision, technology support and other travel and tourism related jobs, and economic growth through less tourism-related spending that makes up part of many local and national economies.
In conclusion, this research has a crucial aim for improving the safety of Booking.com platform, and also for offering insights that could improve industry advancements in digital trust, cybersecurity, and online consumer behaviours. 
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The primary purpose of this research is to explore, analyse and understand the problematic of scams made to the users of booking.com platform, the behavioural and financial impact of scams on the customers and to identify strategies in order to improve the situation and protect clients from this issue. 
Victims of scams often face financial loss, often they lose their holiday trip, or they go through additional costs because of rebooking another flight\accommodation last minute. This financial impact most of the times involve high value prices and can be particularly significant. According to Action Fraud over 5,000 customers that reported to be victim of holiday scams lost over 7 million £ in only 7 months of time in the UK. The average amount of money lost was £1,380 for each individual, and victims had reported they been through a strong emotional impact caused by the accidents (ABTA, 2019). 
Being scammed can have a heavy impact on someone’s feelings. The victims experience an intense emotional impact, feeling embarrassed about themselves not being able to realise the scam or fraud in time. They might feel shame, guilt, shock. Anger as well is another common emotion that scam victims might experience (Marschall, 2025). 
Numerous customers have indicated that they face challenges in retrieving lost funds, and this can cause an extra feeling of frustration, vulnerability and a feeling of injustice and fear towards the episode happened through this negative experience while online purchasing. 
Therefore, even if Booking.com provides refund policies, customer support, or warnings, emotional damage will persist and continue to influence behaviour long after the financial issue is resolved. This highlights the importance of improving technical protection systems and developing communication strategies that reassure, support, and re-engage users after getting scammed.
From a behavioural perspective, being defrauded can significantly change customer attitudes and their decision-making processes online. Victims feel frustrated and scared about book holidays online again after the accident, losing trust in Booking.com, and a greater scepticism towards every digital platforms. The fear of fraud may lead users to refrain from making online bookings or switch to competing services, or engage in more cautious behaviours such as thorough research, price comparisons, or preferring to book directly through a hotel website instead of utilizing third-party platforms.

Also repeated or widely publicized incidents can inflict reputational harm on Booking.com, resulting in decreased customer loyalty and damage the brand's credibility. 
Victims who experience this may also develop behavioural changes that last long term and extend beyond a single transaction. Some customers for example after experiencing scams refuse to store their payment details online, and they feel they want to avoid third-party booking platforms entirely, or they choose to limit travel planning to traditional travel agencies. Others may become hyper-vigilant, spending excessive time verifying accommodation information, reading reviews, or contacting hotels directly before confirming a reservation. While these behaviours are understandable from a psychological safety perspective, they can negatively affect customer experience and diminish the convenience that online travel platforms aim to provide (Wang et al, 2025).
Getting scammed it is a very stressful episode, and like any stressful event, recovering emotionally and regaining confidence after being defrauded can take a lot of time (Marschall, 2025).
From a business perspective, these behavioural changes represent a big concern, because loss of trust and lower engagement can lead to declines in user booking frequency, and platform popularity, which it directly impacts revenue. Also negative word-of-mouth and viral social-media posts about scam experiences can discourage potential customers from using the platform. In the digital environment, reputational damage spreads extremely rapidly, making incidents fraud related a major strategic threat for Booking.com.
The aim of this research is to identify the financial and behavioural effects that scams impose on the users and finally is to develop recommendations that are practical and with evidence to reduce fraud on Booking.com.  The research will investigate the types of scams occurring, evaluate how these incidents influence customer trust, and propose technological, educational and operational measures to protect clients and also with the objective of restoring confidence usage in the platform. By doing this, the research contributes to improve customer safety, strengthening organisational responsibility, and supporting Booking.com long-term sustainability in an increasingly competitive online travel industry.
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Every research relies on research questions. They serve as the foundation upon which the research framework is built, helping the researcher to maintain consistency and clarity throughout the process. 
Research questions are questions that must be made in a research project. Through the question the aim is to obtain answers related to the issue or problem. A research question is often grounded on research. 
Research questions are dynamic; with this is intended that the researchers can change or refine the research question as they read and study related literature and develop a framework for the project. 
While many research projects focus only on a single research question, larger studies often use more than one research question. 
Research questions are classified into three different categories which they are: quantitative questions, qualitative questions and mixed-method questions (Bouchrika, 2025). 
In the context of this dissertation, the research questions are formulated to investigate the issue of fraudulent activities in Booking.com. 
The research questions aim to identify the action and security strategies that Booking.com could apply to reduce risks and rebuilt customer satisfaction and customer trust. 
The question chosen by the researcher is:
What are the financial and behavioural effects of scams on Booking.com users? 
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The success of online business platforms in the digital age now depends mostly on trust and safety. Online trust has a strong correlation with customer loyalty. This means, if a customer does not experience any issue, he will be delighted to make another purchase. Customers are very concerned about having problems while making payments when using online travel agencies like Booking.com.
Holidays and accommodations cost a high price for many people could be a big amount of money. Also customers are very excited to go holiday and if something wrong happens it can be very frustrating. 
According to Clarke the British spend an estimated 41.2 million inbound visits in 2024, with visitors spending a record-breaking £31.5 billion. This figure marked a 9% increase in visits compared to 2023 and a 1% increase in spend, although spend was down 1% in real terms due to inflation. These numbers are bigger compared to the previous peak of 2017 (Clarke, 2025).
Perceptions of risk and uncertainty, lack of transparency from the company, and poor user experiences can easily damage the confidence of a client in an online purchasing platform, and once customers lose trust, it is difficult to make them believe in the company again and have them back (Warjie, 2025).
The growing concern about online security are amplified by the increasing sophistication of digital fraud. The cybercriminals are more adept at exploiting weaknesses in booking systems, leaving customers more susceptible to phishing attempts, deceptive booking confirmations, fraudulent advertisements, and scams involving identity theft. The emotional and financial weight of holiday arrangements intensifies the repercussions of these fraudulent activities, as travel often represents a significant financial outlay and a deeply meaningful experience for many. Consequently, the fallout from fraud encompasses not only financial losses but also profound disappointment and emotional distress.
The cyberattacks are not a issue that affect only Booking.com, according to Tzoneva (2025) More than 50% of OTA fall victim to cyberattacks have gone through a breach or attack in the past year, and expectations are that spending on cybersecurity in the travel sector will reach $4.3 billion by 2027. 
Online travel agencies are consistently advised in academic literature to implement strong security measures and clear communication protocols to safeguard customer confidence. Trust is a fundamental element in online transactions, often likened to the essential "currency" of digital marketplaces. Researchers suggest that trust is cultivated through repeated positive engagements, unambiguous information, and effective strategies for minimizing risks. 
Rebuilding trust after it has been eroded is a protracted endeavour, given that unfavourable online encounters are frequently disseminated through social media and review platforms, so aggravating damage to a company's reputation.
For travel platforms like Booking.com, prior research indicates that how reliable a platform is perceived to be depends on both technological aspects like secure payment processing, identity verification, and fraud prevention, and interpersonal elements, such as the calibre of customer support, clarity of information, and punctuality in fixing issues. When these factors are missing the consumers may not trust the platform and consider it dangerous, and this will lead them to search for alternatives, including booking directly on hotel websites or through the competitors, such as the others travel agencies. 
One literature found indicates that the swift adoption of artificial intelligence (AI) in fraudulent schemes has amplified the dangers. Artificial intelligence tools can be used to review plenty of data to identify more potential victims and tailor scam content to an individual's specific vulnerabilities. Through the use of AI perpetrators generate deceptive emails, deepfake messages, deepfake videos and audios, and automated chatbot impersonations to more effectively dupe individuals.
This technological advancement makes it harder to differentiate genuine communications from fraudulent ones, thereby increasing user susceptibility (Stop Scams UK, 2023). 
As scams become more sophisticated, platforms like Booking.com face a growing imperative to invest not only in sophisticated fraud detection systems but also in educating their customers proactively.
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In this dissertation some theoretical frameworks can be used in order to better understand the problem and the effect of online scams on Booking.com. Three major theoretical frameworks such as: Stakeholder Theory, the Triple Bottom Line (TBL) framework, and reputation management theory are incorporated into this dissertation. Booking.com operational, strategic, and ethical consideration to protect the clients and uphold confidence in its digital ecosystem will be clarified by these frameworks.
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Stakeholder theory is a business framework that states that businesses are collections of several different parties, each with its own goals and objectives. While the objectives and goals of some parties may be competitive with the others, each party has an interest in the company success. 
Stakeholder theory was introduced by R. Edward Freeman in 1984, year when he published Strategic Management: A Stakeholder Approach, in which he defined a stakeholder as a group or individual “who can affect or is affected by” the company success (Stacy, 2024). 
Stakeholders are divided in: internal stakeholders and external stakeholders. The main idea of the theory is that the business success depends on the good relations between all the stakeholders. 
Internal stakeholders                                                                       External stakeholders
                 Customers
Employees


ORGANISATION
                 Society
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                 Owners
                 Government

                 Pressure groups 


                  Media

               Shareholders 


(Source: own creation)

In the context of frauds affecting Booking.com stakeholder theory means that the company should protect its most important stakeholders, which are the customers., but also the accommodation owners, and the owners of the company, and the employees. 
These stakeholders are essential, because they have a crucial role in the value chain that allow Booking.com to operate and generate value. 
Customers are essential because they are the one that purchase, they generate the demand of the platform. Without customers there would be no transactions, and there will be no business. For this reason, it is important to consider customers as the main stakeholders and understand their needs, expectations, and concerns all the time. (FasterCapital, 2025). 
The accommodation owners are the ones that offer the places to stay for the customers. Without them there would not be locations for booking. 
Employees are essential in managing operations, customer service, security system and maintenance of the platform. Their work supports the functioning of Booking.com. 
All these stakeholders are affected by the fraudulent activities and scams that happen in the platform. Not only the victims (that are the customers). Accommodation owners are also affected negatively by scams and fraud, because these incidents can damage their reputation, they receive less accommodation booking, and they also deal with customers frustrated and angry. 
Fraudulent activities affect Booking.com employees as well, because fraud incidents can increase their workload, causing stress in the workplace. If the trust from the customers decline, they will book less, reducing work to the employees, that they risk to lose their job. 
Protecting all the stakeholders is fundamental for maintaining Booking.com competitive advantage and service reliability. 



Here is a clear map of Booking.com main stakeholders:
Primary stakeholders: 


Over 10000 Employees
Customers 


Accommodation owners- 475000 hotels
Secondary stakeholders: 

 Local Communities and Tourism Destinations

Competitors 

Booking Holding Inc
Media 

Review platforms 
Government 



Booking.com





Tertiary stakeholders: 

Insurance Companies


Travel agencies or tourism organisations 




(Source: own creation)
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Triple bottom line, also called People, Planet, Profit was developed in 1994 by John Elkington. The TBL states that the performance of a business should be measured equally on social issues, environmental goals, and corporate profits. 
The 3P’s:
People: it refers to every stakeholder and shareholder. For example:
· Employees - This means ensuring staffs receive a fair salary, and they operate in a safe environment that encourages professional development.
· Vendors - This means ensuring a different set of suppliers are used and prioritizing small businesses or minority-owners.
· Customers - This means ensuring clients have fair access to products and their feedback regarding equity or safety are taken into consideration. 
It is crucial to differentiate between a company's shareholders and stakeholders. Historically, businesses have prioritized shareholder value as a measure of success, which implies that they aim to create value for those who possess shares in the company. However, as companies have progressively adopted sustainability practices, they have redirected their attention towards generating value for all stakeholders affected by business decisions, such as customers, employees, and members of the community.
There are several straightforward methods through which companies can positively influence individuals—and benefit future generations—such as implementing equitable hiring practices and promoting volunteerism within the workplace. Additionally, they can seek external opportunities to drive change on a broader scale. For example, numerous organizations have established effective strategic alliances with nonprofit entities that share a common purpose-driven objective (Miller, 2020). 
Profit: it is intended how much a company makes, but not only. It also refers to the organisation’s ability to sustain long term economic viability. 
Profit also ties to a organisation’s responsibility to pay its lenders, creditors, and workers what is due to them and to maintain a sense of financial responsibility for these obligations (Kenton, 2025). 
Planet:  Focuses on minimizing a company's negative ecological footprint and, where possible, contributing positively to environmental health. This can include reducing greenhouse gas emissions, managing waste responsibly, using renewable energy, conserving resources, and using sustainable materials  (Miller, 2020).
Nowadays, according to Tzoneva, 80% of holidaymakers declared that traveling sustainable is something important for them. A 75% of worldwide tourists wish to travel more sustainably in the next year. 23% of customers choose places to visit not far from their home to minimise their carbon footprint and 53% of travellers stated that they are looking for places to accommodate that merges comfort with innovative sustainability features in the year 2024 (Tzoneva, 2025).
Although businesses have traditionally been the primary contributors to climate change, they also possess the potential to foster positive transformation. Numerous business leaders are increasingly acknowledging their social responsibility in this regard. This initiative is not exclusively the responsibility of the largest corporations in the world, almost all businesses have the chance to implement changes that minimize their carbon footprint. Modifications such as utilizing ethically sourced materials, reducing energy consumption, and optimizing shipping practices represent significant steps toward achieving long-term sustainability (Miller, 2020). 
The Triple Bottom Line (TBL) is important because it encourages organisations like Booking.com to evaluate their performance financially, in relation to the people and also considering the environment. The TBL of Booking.com is essential when talking about online frauds and the financial and behavioural effects on customers. 
From the perspective of:
1. People: the company must protect his customers, 

2. Profit: Fraud prevention is crucial for preserving customer loyalty, ensuring business sustainability, and maintaining a competitive edge. If the users lose confidence in the platform, Booking.com face the threat of reputational harm, a decline in bookings, and reduced revenue. Thus, preventing fraud is not only a moral obligation but also a sound economic strategy.


3. Planet: Booking.com holds environmental responsibilities, which include promoting sustainable travel, partnering with eco-conscious partners and accommodation providers, and minimizing its internal carbon footprint.





TBL for Booking.com company map



(Source: own creation). 
Encourage sustainable travel
Collaborate with eco-friendly accommodation providers
Minimise internal carbon footprint.
PLANET 
[image: Earth globe: Africa and Europe with solid fill]

      PROFIT[image: Coins outline] 
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[bookmark: _Toc216947039]REPUTATION MANAGEMENT THEORY
The reputation management theory involves any strategy that are used for identifying, monitoring and influencing public opinion about a company. Usually, the people that are involved on reputation management activities utilise various online channels in order to ask customers their opinions and point of view and make sure that organisational goals align with the opinions of the public (Zeeman, 2025). 
With reputation is intended is a collection of all the different ways an individual has interacted with the company and the impression they have of it. It initiates with the first contact, such as a Google search or an advertisement. Successively, individuals may continue to hear about Booking.com from word-of-mouth, blog posts, social media, reviews and other channels. Customers will use all this information to create an inference about the company. The reputation consists in: 
Image: which is the stakeholder’s opinion of Booking.com
Identity: what Booking.com says
Personality: what Booking.com is about (Campbell, 2025). 
For a company like Booking.com, that all entire business depends on online trust, reputation is the most crucial valuable aspect. This is reflected in the public trust rating. 
Trust rating of Booking.com from Trustpilot is poor: 2.0 out of 5. The company received many negative reviews with 1 star feedback about issues related to customer service, refund disputes, disappointment about accommodations and transports, as these are the other issues that the company is facing, and also, some negative feedbacks found in Trustpilot are referred to the scams: customers are frustrated for ending up victim to frauds, in some cases frauds have been unresolved, and customers struggle to receive support after the accidents (Trustpilot, 2025). 
On REVIEWS.io, Booking.com has a 1.6 rating based on 238 reviews. Only a 15% of reviewers suggest using Booking.com. It is clear that also in this platform, the company has a negative reputation. Here also, some customers state that have been scammed, and they complain about a “not existent” customer service. 
An anonymous customer states: “Booking.com is a scam. No customer service. You can not rebook your stay. I have been calling the property and the property said they have not received any request from booking.com for change of dates.”

 Another verified reviewer that left a review in anonymity declared: “Booking.com has poor customer service and does not have any accountability if someone get scammed from one of the reservations from the App. They do not even remove the questionable accommodation. Never again. It has been almost 4 months, without receiving a refund.” (REVIEWS.io, 2025). 
In November 2024, according to Baker (2025) in Booking.com platform there were 36 accommodations with a big number of negative reviews stating that those properties were scams: these clients paid for the night in those accommodations, they did not stay and did not get refunded by the company. The company also, did not remove the accommodations quickly. 
Customers consider significantly Booking.com reviews and mouth to mouth opinions. When it comes to online scams, keeping Booking.com reputation in good shape is essential because bad experiences could also become viral online: Social media posts, online reviews, and news articles discussing scam incidents have the potential to reach wide audiences in a short period of time and damage drastically the reputation of the travel agency. Travel companies should always monitor and manage their social media channels proactively. Responding to comments, whether they are complaints, questions, or praise, is crucial. Public interactions on these platforms are highly visible and can show the commitment of the business towards customer service. Ignoring negative comments can be as damaging as neglecting formal reviews, as potential clients like to scroll through these interactions to gauge a company’s responsiveness and behaviour. Ignoring reviews, particularly negative reviews, is a common mistake that can lead to a negative impact. In the travel sector, where customer experience is essential, failing to address negative feedback can lead to a loss of trust and damage the reputation. The key is engaging with the frustrated, upsets, dissatisfied clients showing them that their opinions matter and that the company aim to fix the issues (Howard, 2024). 










Booking.com reputation management theory map
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Although the literature on online fraud, digital trust, and cyber-security has developed dramatically in recent years still it remain some gaps concerning the frauds in the specific context of online travel agencies, and more specifically about scams happen in the company Booking.com. These gaps underscore the need for more targeted and extensive study on the financial and behavioural consequences of frauds on consumers.
Theoretical gaps: 
While theories such as Stakeholder Theory, Reputation Management Theory, and the Triple Bottom Line (TBL) give a foundation for assessing organisational accountability, present research struggles to apply these concepts directly to online travel platforms. Much of the literature focuses on e-commerce fraud in general, rather than specifically on travel agencies, which operate through complicated multi-stakeholder ecosystems made by accommodation partners, technical infrastructures, and third-party payment methods.
Also are available just a few theoretical literatures about the rebuild of trust following incidents of cyber fraud within the travel industry. Most theories state that trust can be restored through transparency and effective communication; however, there are not enough research that investigates the distinct emotional reactions customers undergo when their holiday arrangements are interrupted by fraudulent activities. This results in a theoretical gap in comprehending the mechanisms of trust recovery in high-involvement digital services.
Empirical gaps:
There is a lack of sufficient empirical evidence that refer to the specific impact of scams on users of Booking.com. Some industry reports (such as those from Action Fraud UK, BBC, and Irish Times) highlight an increase in incidents of phishing attacks, cloned profiles, and AI-generated fraudulent listings.
However, there is a scarcity of academic research that refers to:
· the financial losses experienced by various demographic groups
· the emotional and behavioural repercussions on the customers
· long-term change habits in booking behaviours from the clients
· customers readiness in persisting to use travel agencies online.



Methodological gaps:
The research that has been done are from secondary data from industry reports, whereas there is a scarcity of academic methodological studies addressing online travel agency frauds. A significant gap exists in these following areas:
· mixed-methods studies that integrate behavioural analysis with data related to financial impact 
· qualitative insights, including customers narratives that elucidate the progression of scams
· longitudinal studies that investigate the recovery of trust over the time.
Practical gaps:
With a practical gap is intended when there is a disconnection between the findings of the research and their application in the real world. Identifying practical gaps is a crucial step for researchers and practitioners, as it helps in finding methods to connect the gap between research and practice. It involves creating policies, instructional plans, or other methods to support evidence-based practices. By addressing practical gaps, researchers can ensure that their work has a strong impact on improving outcomes for the people and for the company (Tutors India, 2024). 
Practical gaps referred to frauds in Booking.com involve:
1. How to report scams efficiently 
2. How to be refunded after being scammed

Conceptual gaps: 
A conceptual gap occurs when some terms or ideas are not clearly identified or underexplored in existing research (A.M. Philscholar Editorial I, 2024). 
In the context of this company, there can be identify a conceptual gap. There are gaps about the topic of platform responsibility when scams occur. The literature available does not investigate enough about Booking.com responsibilities, while there are plenty of literature referred to what customers should do in these cases.
Population gaps:
Many literatures are focused on general e-commerce users, but there is not enough literature about consumers of specific countries (because some information that have been found are from other countries outside the UK) and there is very little research about for example: young travellers, tourists that are booking low cost, older travellers.
[bookmark: _Toc216947041]2.5 Summary 

This chapter had the role to identify all the gaps in the existing literature. There have been found theoretical, empirical, methodological, practical, conceptual and regarding population gaps. It is clear that further investigations will be needed, because with this gaps it means that there are some limitations in the research. 
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The purpose of this chapter is to explain the methodology that will be used for the project. It is essential to build a well-structured methodology with research questions.
This study adopts a mixed-method technique with both quantitative and qualitative questions.
With mixed methods is intended a technique that combines quantitative and qualitative data collection and analysis in one study. These approaches individually are able to reply to different questions, so combining them can provide the researcher with more in-depth findings (Gov.uk, 2020) 
Quantitative research collects and analyses numerical data to identify patterns, correlations, and trends. It gives measurable evidence to support generalisable findings (Bouchrika, 2025).
This study will use quantitative tools to: determine how many customers had fall into a scam, how much is the money lost, 
Here are the chosen quantitative questions 

· How many users experienced scams?

· What is the percentage of lost money?

· How many customers did not utilise the platform anymore?

Qualitative questions

· How the scam happened?
· Which message did you receive from the scammer?
· How was your reaction after realizing that you have been scammed?
· How do you feel about this experience?
· Did you report it to anyone? 
· Do you still trust Booking.com platform?
· Do you consider Booking.com more dangerous to use compared to is competitors?
[bookmark: _Toc216947043]4.Finding analysis workshop

The results of the study on online fraud and scams that impact Booking.com users are presented and examined in this chapter. This analysis will determine the scope and effect of scams on customers behaviours, satisfaction, and trust as well as the effectiveness of Booking.com fraud prevention efforts to address the problem. The results are based on the mixed-methods approach that has been used, that combined qualitative and quantitative information from online secondary data related to Booking.com users. These data are analysed through triangulation, which increases validity, lowers the possibility of bias, and offers a thorough grasp of the issue.
[bookmark: _Toc216947044]4.1. Quantitative findings 

Statistical data obtained from secondary sources indicates a significant increase in fraudulent activities associated with Booking.com. 
As reported by Action Fraud UK, there were 532 reports filed from June 2023 to September 2024, leading to customer losses amounting to £370,000. These statistics underscore the pervasive nature of the problem and reveal that customers of Booking.com are becoming more susceptible to scams.
[bookmark: _Toc216947045]4.2. Qualitative findings

Also the qualitative findings come from secondary searches such as media reports, review platforms and academic literatures. These sources gave a rich description of how the customers feel emotionally and what is the psychological impact of frauds and scams, that will affect their behaviour. As seen above, customers experience anger, as well as stress, anxiety, and sadness after being defrauded. Many clients feel ashamed and embarrassed as well, when they realize they have been victim of scam. There is the belief that a smart person cannot fall for a scam, that is why the experience can hurt as well in the aspect of self-esteem and confidence (Marschall, 2025). 
Qualitative findings reinforce the quantitative evidence by illustrating the human impact of online scams, that is because they demonstrate that fraud affects trust, emotions, and long-term engagement with Booking.com, underscoring the need for stronger prevention strategies and improved customer communication.

[bookmark: _Toc216947046]4.3. Triangulation in the finding section

Triangulation is a method used for helping the researcher in building a strong case for is research findings. Triangulation involves utilising different methods to examine the same research questions. By gathering data from different sources, utilising different methods, or even working in collaboration with other researchers, the researcher can cross-check all findings and ensure that the conclusions is well-supported. This process of looking at the research from different angles helps to improve the credibility and validity of the results, giving the audience results with greater confidence (Oberoi, 2024). 
In this dissertation it has been utilised: data triangulation – from multiple searches of secondary data, and theory triangulation – with 3 theoretical frameworks. 
The results from the triangulations are:
First, being able to compare results from several secondary sources, like scholarly study, websites, and online customer reviews, thanks to data triangulation. The scope and financial effect of frauds impacting Booking.com users were demonstrated by quantitative data from organizations like Action Fraud UK, while qualitative data from consumer complaints that have been found online and internet reviews, which offered a wider description of how scams happen and how they impact consumers' emotions and behaviours. By demonstrating consistency across separate datasets, the convergence of various sources enhances the conclusions' dependability.
Second, the Triple Bottom Line (TBL) framework, Reputation Management theory, and Stakeholder Theory have been used to apply theoretical triangulation. Stakeholder theory demonstrated the effects throughout the platform's value chain, explaining how scams harm consumers and staff and shareholders. The TBL paradigm emphasized that fraud has economic (financial losses and fewer reservations), social (loss of confidence and customer well-being), and ethical obligations for the business. The results were supported by Reputation Management Theory, which clarified how recurrent frauds can harm the reputation of the company and destroy consumer confidence, and also reduce loyalty.
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Strategies to avoid scams while booking flights and accommodations on Booking.com:

1- Customers should always double-check the URL.
Scammers frequently design websites that nearly replicate real travel platforms by utilizing URLs that look alike (for example replacing letters or including extra words). Individuals planning trips must always ensure they are on the genuine website prior to submitting any personal information. Further confirmation can be obtained by clicking on the padlock icon next to the URL to examine the site's SSL certificate and verifying it is registered to the appropriate company.
2- Clients should inspect emails links before clicking.
 If the client receives an email or see an advertisement promoting an holiday deal, should check the link before clicking, making sure that it leads to the company’s official website and not a fake website. 
3- Users have to be cautious if normal login details suddenly stop working.
Fake websites cannot know a client username and password. If a client while is trying to log in, sees “error” or is redirected back to the login page, there is the chance that the scammers have received his personal details and password. In this case, user should log in and modify the credentials to secure his account as fast as possible. ‍
4- Customers should avoid storing payment information in loyalty or travel accounts.
Fraudsters can crack a customer password or steal it from a bogus site, giving them full access to credit card details. Although inconvenient, it is much safer to type in physically the details of their bank card or loyalty plan number each time booking.
5- Clients should be careful in front of  “too good to be true” deals. 
Extremely discounted flight tickets or holiday package are red flags. If the same or a similar deal on Booking.com website does not compare it is most likely a fraud. 
6- It is better if clients request a e-ticket number for flight bookings
Scammers sometimes send documents that resemble booking confirmations but do not include an e-ticket number. Without this number, the “reservation” is not valid. Travellers should never make a payment until they have received a real ticket issued by the airline or legitimate travel provider. It is always better to request the e-ticket number to be sent. (Maltseva, 2023). 

7- It is always better to look for reviews before booking. 
Since it could happen that some places to stay do not concretely exist, it is always better to make additional research on google, and read the reviews of the accommodation, to make sure it actually exists (Ruggeri, 2023).
8- Customer should always be aware of any incoming call from any unknown number. 
If the client receives a call from someone that claim to be from Booking.com, it is better to close the call and call them back via Booking.com official phone number. When these episodes happen, the scammers tend to put pressure on the client. The suggestion is to do not fell in the trap and do not share at the phone any information (Maltseva, 2023).


If a user already fell into a fraud, here is what he should do: 

1-  Act quickly, by freezing credit card first
2- Strength and secure the identity and online accounts 
3- Report theft to the authorities
4- Monitor bank statements and credit activities
5- Notify the bank of the fraud that happened
6- Try to recover the lost fund, if possible
7- Continue monitoring personal information (Maltseva, 2023).

Booking.com has a team dedicated to create, maintain and improve controls to mitigate and prevent fraudulent bookings. Booking.com is committed to prevent fake reservations, but when these episodes happen, the platform invite always to report (Booking.com, 2025). 
However, Booking.com should take these actions when customers fell into frauds and scams, such as: investing in AI technologies that can detect frauds, offer a clear guidance for clients on the app and website on how to identify scams and how to report any suspicious activity, so that the users know how to protect themselves. 
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This dissertation aimed to investigate the financial and behavioural effects of scams targeting Booking.com customers, as well as to find strategies that could improve customer protection and rebuild trust in the platform. 
The literature findings shows that online travel fraud has increased significantly in recent years, with cybercriminals using sophisticated methods, such as AI fake websites, pictures, links, phishing, cloned profiles, and fraudulent payment redirection. These scams have severe repercussions on the victims, who frequently suffer important financial losses, miss their vacations, or face additional unexpected expenses, resulting in prolonged financial hardship and emotional damage. 
From a behavioural perspective the research indicates that the people that have been victim of frauds experience feelings of fear, anxiety, frustration, and generally they lose confidence towards online booking platforms. Many individuals become more vigilant, entirely avoiding third-party websites, or opting for direct booking methods instead, such as going to a travel agent in person. In numerous instances, customers lose trust not only in Booking.com but also in all the digital travel services. This behavioural change has a significant impact for customer loyalty, brand reputation, and the long-term viability of online travel marketplaces.
With the effectuation of stakeholder theory, the TBL (triple bottom line), and reputation management theory, the analysis revealed that Booking.com bears a substantial ethical and strategic obligation to protect its users. 
The clients are the most important stakeholders of the company, and their safety impacts widely the credibility of the brand, the financial success and competitive edge. Instances of fraud compromise Booking.com commitments to social responsibility and diminish its digital reputation, potentially leading to a negative impact on the revenue and jeopardizing long-term customer relationships.
The research also uncovered many gaps in the current literature: it has been demonstrated that there were not many academic studies regarding the behavioural responses of victims, a limited methodological examination of fraud detection systems, and an inadequate analysis of the impact of AI-generated scams within the travel sector. These gaps highlight the need for further investigation into these critical areas. 

[bookmark: _Toc216947049]Discroll reflective model 
The Driscoll model of reflection is a simple model developed by Driscoll in 1994, 2004 and 2007. Driscoll studied the three branch questions which were previously asked by Terry Boston in 1970, these questions were: What? So what? Now what? (Nursing answers, 2024). 

(Source: own creation)
So what? Explaining why this action was important 
Now what? 
Describe how to use this information to inform future practices 
What? 
Describe an event or an action 

Relating to the findings on Booking.com:
What: This study investigated the problem of online scams targeting the customers of Booking.com, emphasizing the financial impact and behavioural repercussions. It consisted of examining existing academic research, documentation of scams, and insights from the industry rather than conducting direct interviews. The approach involved assessing how scams take place, how the victims have been affected, and the measures Booking.com takes in response.
So what: This research made clear the understanding of the online scams. Scams are not only technical problems but also emotional and psychological experiences for users. The theoretical frameworks (stakeholder theory, TBL, reputation theory) showed how wide the consequences of fraud can be for a business. 
Now what: The results of this study highlight significant actions and future considerations for Booking.com and the broader online travel platform sector. Booking.com must enhance its fraud detection and prevention mechanisms, especially by investing in cutting-edge technologies like AI-based monitoring tools capable of detecting suspicious activities, fraudulent listings, and phishing efforts instantaneously. With scams growing increasingly sophisticated, prevention tactics need to advance accordingly (Tzoneva, 2025).
Secondly, the results emphasize the necessity for enhanced customer education and communication. Providing straightforward instructions within the app and website on recognizing scams, confirming communications, and reporting questionable activities can enable users to safeguard themselves. Clear communication when frauds and scams happen can also alleviate concerns of the customers and rebuild trust, aiding in the reputation of Booking.com. 
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Reflective essay using Gibbs Model 
Description 
This journey of university at the University of Wales Trinity Saint David has been a positive and rewarding experience for me. It helped me grow my desire for knowledge and improve myself both academically and personally, improving initially my knowledge of the language, improving my vocabulary, and subsequently my knowledge in the field of leadership and management, thanks to the different subjects during the terms, I improved my ability professionally and I improved my way of reflecting, and I also developed a stronger emotional intelligence, thanks to the kind and positive environment in the class. 
I have chosen as topic of my dissertation scams and frauds in a travel agency because I am a travel enthusiast, so travel agencies and everything related to them is something that is part of my life: so the risk of running into a scam while booking my solo trip is something that concerns me, and based by my experience, I have come across travel ads and booking accommodation that did not seem legitimate, so I personally consider this topic as something that needed to be explored further. 
Working on the dissertation it has been an intense experience. This dissertation required a lot of independent work, that have been possible to complete, also with the help of my supervisor.

Feelings 
Three years ago, when this journey started for me, it felt as a new beginning of life.
I finally had the courage to start studying and initiate a journey that before I believed was impossible for me. But nothing is impossible, when you believe in it and put in the effort and dedication. These university years have been passed very pleasantly and they improved my self-esteem. In the past, in my hometown in Italy, I had not been able to finish my studies and dropped out my previous school after failing. It was something that had marked me at the time, but now it is just a far-away memory. In my present, now, with more motivation, believing in it more and with much more desire to learn I have come this far.
I feel proud of myself, and I feel grateful for this opportunity. 


Evaluation
There have been many positive aspects in my experience at university.
Learning step to step how to complete assignments, learning new information from the lecturers and from my classmates. I developed new skills in communication, in better listening and I improved my time management, and my emotional intelligence has also improved. This path will be a lovely memory. I learned also that I always want to improve myself through all the life. 

Analysis 
By completing my dissertation, I learn how to make researches, to evaluate and analyse academic sources, and improve my methods for learning. It enable me to develop my critical thinking and my problem solving skills, and I have been able to manage a long term independent project. Also, the process enhance my ability to synthetize long or complex information, and I have learned how to apply theoretical knowledge to practical questions, and communicate my findings in a clear way. 

Conclusion
I am grateful and proud for all the path in this university and for what I have been able to achieve. It has been challenging in some occasions, because I completed this independent dissertation, as also all the previous reports, while I also have an employment that kept some of my days of the week very busy. Still I have been able to do it. This journey taught me perseverance and discipline. 

Action plan
My further actions would be to strength my leadership confidence and develop all the skills I gained, using them in the new employment, and I hope to find a better career for myself. 
I will continue to develop my critical thinking knowledge and my problem-solving abilities, and I aim to improve my organisational skills to ensure in my future job I could balance leadership responsibility alongside other professional duties. These actions will support my transition into future professional roles and enable me to lead with greater confidence, resilience, and effectiveness.
[bookmark: _Toc216947053]Appendix 
[bookmark: _Toc216947054]1.1 Map of Booking Holding revenue from 2010 to 2024:
	YEAR
	REVENUE

	2010
	3.08 $bn

	2011
	4.35 $bn

	2012
	5.26 $bn

	2013
	6.79 $bn

	2014
	8.44 $bn

	2015
	9.22 $bn

	2016
	10.74 $bn

	2017
	12.68 $bn

	2018
	14.54 $bn

	2019
	15.06 $bn

	2020
	6.79 $bn

	2021
	10.95 $bn

	2022
	17 $bn

	2023
	21.3 $bn

	2024
	23.7 $bn



(Curry, 2025). 
[bookmark: _Toc216947055]1.2 Gross travel of bookings of $165.6 billion in 2024, an increase of 9.9% from 2023.
	YEAR
	BOOKINGS

	2016
	60.08 $bn

	2017
	81.22 $bn

	2018
	92.75 $bn

	2019
	96.44 $bn

	2020
	35.39 $bn

	2021
	76.58 $bn

	2022
	121.3 $bn

	2023
	150.6 $bn

	2024
	165.6 $bn



(Curry, 2025). 
[bookmark: _Toc216947056]1.3 Map of Booking holding net profit from 2010 to 2024:
	YEAR
	ANNUAL NET INCOME

	2010
	528 $mm

	2011
	1056 $mm

	2012
	1420 $mm

	2013
	1893 $mm

	2014
	2422 $mm

	2015
	2551 $mm

	2016
	2135 $mm

	2017
	2341 $mm

	2018
	3998 $mm

	2019
	4865 $mm

	2020
	59     $mm

	2021
	1165 $mm

	2022
	3058 $mm

	2023
	4289 $mm

	2024
	5882 $mm



(Curry, 2025).

[bookmark: _Toc216947057]1.4 Map of Booking.com competitors – Analyse visits, authority score, bounce rate 
	COMPETITORS 
	VISITS 
	AUTHORITY SCORE
	BOUNCE RATE

	hotels.com
	37.2M
	89
	48.26%

	expedia.com
	64.83M
	91
	41.75%

	travelweekly.com
	659.03K
	69
	78.32%

	agoda.com
	84.05M
	95
	52.61%

	kayak.com
	30.25M
	82
	40.76%

	travelocity.com
	4.22M
	74
	40.87%

	hotelplanner.com
	1.71M
	62
	43.3%



(Semrush, 2025). 
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APPLICATION FOR ETHICAL APPROVAL





		RESEARCH STUDENTS

This form is to be completed by the student within SIX months for full-time students and TWELVE months for part time students, after the commencement of the research degree or following progression to Part Two of your course. 



Once complete, submit this form via the MyTSD Doctoral College Portal at (https://mytsd.uwtsd.ac.uk).



This document is also available in Welsh.





		RESEARCH STAFF ONLY

All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.





		STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form (and receive the outcome) via systems explained to you by the supervisor/module leader.









In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. A researcher may not be covered by the University’s insurance if ethical approval has not been obtained prior to commencement.



The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.



The individual undertaking the research activity is known as the “principal researcher”.



Ethical approval is not required for routine audits, performance reviews, quality assurance studies, testing within normal educational requirements, and literary or artistic criticism.



Please read the notes for guidance before completing ALL sections of the form.



This form must be completed and approved prior to undertaking any research activity. Please see Checklist for details of process for different categories of application.  



SECTION A: About You (Principal Researcher)

		1

		Full Name:

		Elisa Parmigiani



		2

		Tick all boxes that apply:

		Member of staff:

		☐

		Honorary research fellow:

		☐



		

		Undergraduate Student

		☒		Taught Postgraduate Student

		☐		Postgraduate Research Student

		☐





		3

		Institute/Academic Discipline/Centre:

		IICL UWTSD 





		4

		Campus:

		London



		5

		E-mail address:

		

2234521@student.uwtsd.ac.uk





		6

		Contact Telephone Number:

		07957609291



		

		For students:



		7

		Student Number:

		2234521



		8

		Programme of Study:

		Leadership and management



		9

		Director of Studies/Supervisor:

		Zainab Atta











SECTION B: Approval for Research Activity

		1

		Has the research activity received approval in principle?

(please check the Guidance Notes as to the appropriate approval process for different levels of research by different categories of individual)

		YES

		☒		NO

		☐

		

		

		Date



		2

		If Yes, please indicate source of approval (and date where known): Approval in principle must be obtained from the relevant source prior to seeking ethical approval

		Research Degrees Committee

		☐		



		

		

		Institute Research Committee

		☒		



		

		

		Other (write in)



		☐		







SECTION C:  Internal and External Ethical Guidance Materials

		

		Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.



		1

		UWTSD Research Ethics & Integrity Code of Practice

		☒

		2

		UWTSD Research Data Management Policy

		☒



		3

		[List any other relevant documents here]

		☐







SECTION D: External Collaborative Research Activity

If there are external collaborators then you should gain consent from the contact persons to share their personal data with the university. If there are no external collaborators then leave this section blank and continue to section E.

		1

		Institution

		





		2

		Contact person name

		





		3

		Contact person e-mail address



		



		4

		Is your research externally funded?

		YES

		☐

		NO

		☐



		5

		Are you in receipt of a KESS scholarship?

		YES

		☐

		NO

		☐



		6

		Are you specifically employed to undertake this research in either a paid or voluntary capacity?

		Voluntary

		YES

		☐

		NO

		☐



		7

		

		Employed

		YES

		☐

		NO

		☐



		8

		Is the research being undertaken within an existing UWTSD Athrofa Professional Learning Partnership (APLP)?

		If YES then the permission question below does not need to be answered.

		YES

		☐

		NO

		☐



		9

		Has permission to undertake the research has been provided by the partner organisation?

		(If YES attach copy)

If NO the application cannot continue

		YES

		☐

		NO

		☐









Where research activity is carried out in collaboration with an external organisation

		10

		Does this organisation have its own ethics approval system?

		YES

		☐

		NO

		☐



		

		

If Yes, please attach a copy of any final approval (or interim approval) from the organisation (this may be a copy of an email if appropriate).









SECTION E: Details of Research Activity

		1

		Indicative title:

		Financial and behavioural impact of scams on Booking.com reputation



		2

		Proposed start date:

		06/10/2025

		Proposed end date:

		19/12/2025



		

		Introduction to the Research (maximum 300 words per section)

Ensure that you write for a Non-Specialist Audience when outlining your response to the points below:

· Purpose of Research Activity

· Proposed Research Question

· Aims of Research Activity

· Objectives of Research Activity

Demonstrate, briefly, how Existing Research has informed the proposed activity and explain

· What the research activity will add to the body of knowledge 

· How it addresses an area of importance. 



		3

		Purpose of Research Activity



This research will be about frauds that happen to customers of Booking.com. The purpose of this research is: To investigate the types of scams that the customers of booking.com experienced

Investigate how frequents the scams happen 

Analyse the impact of the scams in the clients and how much this issue is affecting customer satisfaction and trust in the platform

Find solutions to minimise scams



		4

		Research Question

Which are the most common types of scams experienced on Booking.com?

How do they happen?

Are scams affecting customer satisfaction? 

What measures Booking.com is taking to avoid frauds? 

How booking.com can reduce scams to happen, which improvements can be done?





		5

		Aims of Research Activity

Investigating the issue of frauds that occur throughout the Booking.com app and website, to explore the financial and behavioural impact of the frauds that customers experience and find preventive solutions.





		6

		Objectives of Research Activity



To examine the problematic caused by scammers



(this box should expand as you type)



		

		Proposed methods (maximum 600 words)

Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here, but should instead describe how you intend to collect the data necessary for you to complete your project.



		7

		

In this research will be used secondary data only, available from online and a journals and academic literature. All the sources will be cited with references and no personal or sensitive data will be used at any stage. 



(this box should expand as you type)



		


		Location of research activity

Identify all locations where research activity will take place.



		8

		

London, UK 

(this box should expand as you type)



		

		Research activity outside of the UK

If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants. If you live in the country where you will do the research then please state this.



		9

		





(this box should expand as you type)







		10

		Use of documentation not in the public domain: Are any documents NOT publicly available? 



		NO

		☒



		

		

		YES

		☐



		11

		If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with the current data protection law of the country in question and that of England and Wales.







(this box should expand as you type)







		

		Does your research relate to one or more of the seven aims of the Well-being of Future Generations (Wales) Act 2015?

		

YES

		

NO



		12

		A prosperous Wales

		☐

		☒



		13

		A resilient Wales

		☐

		☒



		14

		A healthier Wales

		☐

		☒



		15

		A more equal Wales

		☐

		☒



		16

		A Wales of cohesive communities

		☐

		☒



		17

		A Wales of vibrant culture and thriving Welsh language

		☐

		☒



		18

		A globally responsible Wales

		☐

		☒



		19

		If YES to any of the above, please give details:



		

		





(this box should expand as you type)







SECTION F: Scope of Research Activity

		

		Will the research activity include:

		YES

		NO



		1

		Use of a questionnaire or similar research instrument?

		☐

		☒



		2

		Use of interviews?

		☐

		☒



		3

		Use of focus groups?

		☐

		☒



		4

		Use of participant diaries? 

		☐

		☒



		5

		Use of video or audio recording?

		☐

		☒



		6

		Use of computer-generated log files?

		☐

		☒



		7

		Participant observation with their knowledge?

		☐

		☒



		8

		Participant observation without their knowledge?

		☐

		☒



		9

		Access to personal or confidential information without the participants’ specific consent?

		☐

		☒



		10

		Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?

		☐

		☒



		11

		Performance of any acts which may cause embarrassment or affect self-esteem?

		☐

		☒



		12

		Investigation of participants involved in illegal activities?

		☐

		☒



		13

		Use of procedures that involve deception?

		☐

		☒



		14

		Administration of any substance, agent or placebo?

		☐

		☒



		15

		Working with live vertebrate animals?

		☐

		☒



		16

		Procedures that may have a negative impact on the environment?

		☐

		☒



		17

		Other primary data collection methods. Please indicate the type of data collection method(s) below.

		☐

		☒



		

		Details of any other primary data collection method:







(this box should expand as you type)

		

		





If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).



If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 



SECTION G: Intended Participants

If there are no participants then do not complete this section, but go directly to section H.



		

		Who are the intended participants:

		

YES

		

NO



		1

		Students or staff at the University?

		☐

		☐



		2

		Adults (over the age of 18 and competent to give consent)?

		☐

		☐



		3

		Vulnerable adults?

		☐

		☐



		4

		Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)

		☐

		☐



		5

		Prisoners?

		☐

		☐



		6

		Young offenders?

		☐

		☐



		7

		Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?

		☐

		☐



		8

		People engaged in illegal activities?

		☐

		☐



		9

		Others. Please indicate the participants below, and specifically any group who may be unable to give consent.



		☐

		☐



		

		Details of any other participant groups:







(this box should expand as you type)

		

		







		

		Participant numbers and source

Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 



		10

		How many participants are expected?



		





(this box should expand as you type)



		11

		Who will the participants be?



		





(this box should expand as you type)



		12

		How will you identify the participants?

		





(this box should expand as you type)









		

		Information for participants:

		

YES

		NO

		

N/A



		13

		Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?

		☐

		☐

		☐



		14

		Will you tell participants that their participation is voluntary?

		☐

		☐

		☐



		15

		Will you obtain written consent for participation?

		☐

		☐

		☐



		16

		Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?

		☐

		☐

		☐



		17

		If the research is observational, will you ask participants for their consent to being observed?

		☐

		☐

		☐



		18

		Will you tell participants that they may withdraw from the research at any time and for any reason?

		☐

		☐

		☐



		19

		With questionnaires, will you give participants the option of omitting questions they do not want to answer?

		☐

		☐

		☐



		20

		Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?

		☐

		☐

		☐



		21

		Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?

		☐

		☐

		☐



		22

		If NO to any of above questions, please give an explanation 



		

		





(this box should expand as you type)







		

		Information for participants:

		

YES

		NO

		

N/A



		24

		Will participants be paid?

		☐

		☐

		☐



		25

		Is specialist electrical or other equipment to be used with participants?

		☐

		☐

		☐



		26

		Are there any financial or other interests to the investigator or University arising from this study?

		☐

		☐

		☐



		27

		Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?

		☐

		☐

		☐



		28

		If YES to any question, please provide full details 



		

		





(this box should expand as you type)







SECTION H: Anticipated Risks



		

		
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 



If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  



		1

		Full risk assessment completed and appended? 

		Yes 

		☒



		

		

		No

		☐



		2

		Risks to participants

For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information



		

		Risk to participants:





(this box should expand as you type)

		How you will mitigate the risk to participants:







(this box should expand as you type)



		3

		If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities



		

		





(this box should expand as you type)



		4

		Risks to the investigator

For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest



		

		Risk to the investigator:







(this box should expand as you type)

		How you will mitigate the risk to the investigator:







(this box should expand as you type)



		5

		University/institutional risks

For example: adverse publicity, financial loss, data protection



		

		Risk to the University:







(this box should expand as you type)

		How you will mitigate the risk to the University:







(this box should expand as you type)



		6

		Environmental risks

For example: accidental spillage of pollutants, damage to local ecosystems



		

		Risk to the environment:







(this box should expand as you type)

		How you will mitigate the risk to environment:







(this box should expand as you type)







		

		Disclosure and Barring Service



		

		If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.

		YES



		NO



		N/A





		7

		Does your research require you to hold a current DBS Certificate?

		☐

		☒

		☐



		8

		If YES, please give the certificate number. If the certificate number is not available please write “Pending”; in this case any ethical approval will be subject to providing the appropriate certificate number.

		







SECTION I: Feedback, Consent and Confidentiality



		1

		Feedback

What de-briefing and feedback will be provided to participants, how will this be done and when? 



		

		





(this box should expand as you type)



		2

		Informed consent

Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.



		

		





(this box should expand as you type)



		3

		Confidentiality / Anonymity

Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 



		

		





(this box should expand as you type)







SECTION J: Data Protection and Storage



		

		Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?

		YES

		NO



		1

		“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.

		☐

		☐



		

		If YES, provide a description of the data and explain why this data needs to be collected:



		2

		





(this box should expand as you type)



		

		Does it involve special category data (as defined by the GDPR)?

		YES

		NO



		3

		“Special category data” means sensitive personal data consisting of information as to the data subjects’ –

(a) racial or ethnic origin,

(b) political opinions,

(c ) religious beliefs or other beliefs of a similar nature,

(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),

(e) physical or mental health or condition,

(f) sexual life,

(g) genetics,

(h) biometric data (as used for ID purposes),

		☐

		☐



		

		If YES, provide a description of the special category data and explain why this data needs to be collected:



		4

		





(this box should expand as you type)







		

		
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?

		YES

		NO



		5

		Manual files (i.e. in paper form)?

		☒

		☐



		6

		University computers?

		☐

		☒



		7

		Private company computers?

		☐

		☒



		8

		Home or other personal computers?

		☒

		☐



		9

		Laptop computers/ CDs/ Portable disk-drives/ memory sticks?

		☒

		☐



		10

		“Cloud” storage or websites?

		☒

		☐



		11

		Other – specify:



		☐

		☒



		12

		For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:



		

		



(this box should expand as you type)







		

		Data Protection



		

		Will the research activity involve any of the following activities:

		YES

		NO



		13

		Electronic transfer of data in any form?

		☒

		☐



		14

		Sharing of data with others at the University outside of the immediate research team?

		☐

		☒



		15

		Sharing of data with other organisations?

		☐

		☒



		16

		Export of data outside the UK or importing of data from outside the UK?

		☐

		☒



		17

		Use of personal addresses, postcodes, faxes, emails or telephone numbers?

		☐

		☒



		18

		Publication of data that might allow identification of individuals?

		☐

		☒



		19

		Use of data management system?

		☐

		☒



		20

		Data archiving?

		☐

		☒



		21

		If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and any international equivalents, where appropriate):



		

		





(this box should expand as you type)



		22

		List all who will have access to the data generated by the research activity:



		

		





(this box should expand as you type)



		23

		List who will have control of, and act as custodian(s) for, data generated by the research activity:



		

		





(this box should expand as you type)



		24

		Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  



		

		





(this box should expand as you type)
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		Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 



		

		





(this box should expand as you type)
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		Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

		YES

		☒



		27

		Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding

		YES

		☒










SECTION K: Declaration

		

		The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.



In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 



		1

		Signature of applicant:

		Elisa Parmigiani

		Date: 23/10/2025







For STUDENT Submissions:

		2

		Director of Studies/Supervisor:

		Z.Atta

		Date: 01/10/2025



		3

		Signature:

		

Zainab Atta

		







For STAFF Submissions:

		4

		Academic Director/ Assistant Dean:

		

		Date:



		5

		Signature:

		



		







Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:

		☒

		I have read the guidance notes supplied before completing the form.



		☒

		I have completed ALL RELEVANT sections of the form in full.



		☒

		I confirm that the research activity has received approval in principle



		☒

		I have attached a copy of final/interim approval from external organisation (where appropriate)



		☐

		I have attached a full risk assessment (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT



		☒

		I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.



		☒

		I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.







		RESEARCH STUDENTS ONLY

Once complete, submit this form via the MyTSD Doctoral College Portal at (https://mytsd.uwtsd.ac.uk).





		RESEARCH STAFF ONLY

All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.





		STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form (and receive the outcome) via systems explained to you by the supervisor/module leader.
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