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Assignment 1

This essay will discuss about cloud computing. It would be divided into 5 parts. Virtualization, virtual machine, cloud services, availability, and security concerns.

To begin with, virtual machine (VM) is a virtual environment that functions like a physical computer. Operating systems and applications could be operated in that virtual environment. It could be considered as running another virtual computer on an actual computer simultaneously. By using a virtual machine monitor called hypervisor, it can allocate physical resources between the VM and the actual physical devices. It separates hardware resources from the actual physical machine, to allocate storage, memory, and CPU to different VM. 

Virtualization is a technology that could allow multiple virtual environments to operate within a single computer.8 Which allows running various applications and operating systems in a single hardware simultaneously. The functionality of difference kinds of physical infrastructure can be obtained by using virtualization technology, such as servers, storage, and networking center. All of those can run it on a virtual environment. Which makes cloud computing possible. 


Cloud computing is a pay-as-you-go service to deliver different computing resources to users through the internet, such as databases, storage, networking, and server. Instead of building and maintaining a physical infrastructure in order to obtain these resources by users themselves, they can purchase from cloud providers, and access these services on the internet. As data centers are built and maintained by cloud service providers. Virtualization technology enables users to replace physical files, storage, network, and server devices with a virtual version. And users just need to access these resources online through the API provided by the cloud provider.

There are numerous benefits of using the technology of virtualization. First, it is cost-saving. Hardware resources require huge amount expenses to maintain, such as the electricity fees of all the physical devices, the cooling appliances, and the renting fee of the space. The expense would be decreased as the amount of hardware is reduced by using virtualization technology. Moreover, all the development scales would become elastic. 8 The scale of resources could change quickly as what the user needed, no matter increases or decrease. For example, if a company would like to increase the storage of the database. Instead of purchasing new storage hardware, the company just requires to configure the setting in a virtualized environment. It is time-saving and all the adjustments of the development become elastic. Furthermore, it has a fast disaster recovery. For damage in a physical server, it may take a long time to repair the damage, or even be unable to repair it completely. However, it would just take minutes to repair in a virtualized environment. The recovery would be much faster.

For the part of cloud services. There are mainly three types of cloud services. Infrastructure as a service (IaaS), platform as a service (PaaS), and software as a service (SaaS). For the first type of cloud services, Infrastructure as a service (IaaS). Infrastructures are managed by cloud providers, such as servers, networking, and storage. Cloud customers can access those resources via virtual machines on the internet. And customers have the right to deploy the application and operating system by themselves. Amazon Web Services and Microsoft Azure is the examples of using IaaS. IaaS is very efficient in terms of cost and time. Customers do not have to purchase or maintain infrastructure; it is all done by the provider. They can focus on the deployment of the software. Also, the scalability of IaaS is extremely flexible. 1 Usually, IaaS providers would charge customers as a pay-as-you-go model, charging by the number of virtual machines used. Customers can adjust the storage scale easily. However, as the infrastructure is fully owned by the provider, the performance of the infrastructure has a significant impact on the customer’s workload. If the infrastructure is down, customers are not able to operate their service normally, they have no control over it.

For the second type of cloud services, platform as a service (PaaS). It includes some features which are the same as IaaS, such as infrastructure management provided by the cloud provider, using a pay-as-you-go basis. However, it contains more features. The most distinct one is PaaS provides application development tools to customers. It could be a business intelligence analytics tool, that allows customers to analyze the products or services by data, and let customers make better business decisions by using these data. 6 It could also be a coding tool, allowing users to develop a program using the coding tools instead of coding very lines by themselves. Also, some PaaS provide the function of cross-platform development, users can develop an application for multiple platforms faster and easier. These features allow some extra advantages over IaaS, such as a shorter time of application development. PaaS offers development tools and cross-platform development; the coding time could reduce with the help of these tools. Moreover, it allows the company to save costs by hiring less experienced developers for software development and maintenance. With the help of the development tools, application development and maintenance become easier, and the company could reduce the expense by hiring less skilled developers. Nonetheless, the disadvantage of PaaS is the accessibility of management. Customers do not have the authority to control or access the operating system and the infrastructure. 

For the third type of cloud services, software as a service (SaaS). All resources are provided to the end-user as an application through the internet. 6It usually charges on a subscription basis. Users can access the cloud service via the internet and no software installation is required. Same with IaaS and PaaS, the IT infrastructure is managed by the cloud provider. However, SaaS users only have the right to control the data in the software. They are not authorized to manage the application or the operating system. Office 365 and Dropbox are an example of SaaS. There are some advantages of using SaaS, it could be cost-effective. As the software is prepared and managed by the cloud provider, users do not have to pay for application development and maintenance. It is just a payment for flexible subscription. However, customers have lack control over the software, users have no right to manage the application provided by the provider. They cannot make special customization that could suit their personal use.

As a Small or Medium size Enterprise, I would suggest the company use platform as a service model. Compared to the three main cloud computing service models, PaaS is very friendly for application development as it offers development tools and cross-platform development, which IaaS does not. Due to the development tools, fewer expert developers are required, and the development speed could speed up, which leads to reduce expense. Moreover, as PaaS users could manage the application and data, it allows the company to develop a website to tailor to their needs which SaaS does not. Because of these reasons, I would recommend the company use the platform as a service model.

For the part of availability. Data centers of cloud providers are distributed in different regions. Cloud users can choose the physically location of the data centers of their services or application. 5The connection reliability and speed would depend on the regions. The closer to the regions usually have the faster connection. For example, if cloud users choose the regions of their services at UK South. People in UK who use their service would have less latency than people in Africa. Difference regions may charge differently, and there may have difference features provided from the provider. For availability zone, it is the grouping of distinct data centers and linked together within a region. 3Data centers are physical separated. Data center failures can be protected as the design of availability zone. For example, assume the availability zone in UK have three data centers. If one of the data centers goes down, there are still two data centers are working, data could be replicate to the working data center and keep the operation continue. However, not all the regions support availability zone. For resource groups, when cloud users purchase services from provider, such as SQL databases, virtual machines, or web application. These purchased services would name as resources. Resource groups are used to contain resources in a group. Users could decide the allocation of the resources in the resource group. Usually, resources group are organizing by resources with same type, lifecycle, or department. So that users can manage them as a group easier. 

Considering with the case of having a medium budget service. First, all the resources would duplicate in another availability zone. For example, place the resources in availability zone one and duplicate them in zone two. Which if there is a failure in one data center in that region would not affect the operation. Also, I would choose the locations of the resources in the regions where have the most target customers. Which could provide the best web service experience to the target customers. Moreover, in order to reduce the operation cost, perform automate monitoring to keep track of the usage of resources, turn off the unused resources when they are not used. 

For the case of having a very high budget service with no cost limit. Instead of just duplicate the resources in availability zone. I would duplicate resources in other region for region pairs. Region pairs means the region is paired with another region, and the distance between those two at least 300 miles. It is like the concept of availability zone, but it is linked by regions. By using region pairs method, it can ensure that if one region goes down, the paired region would replicate the resources and continue the operation. It can prevent large scale natural disaster like earthquake. 

For the part of security concerns. Authentication is a process to check someone's identity. And authorization is a process to confirm their access right. Using the student accommodation system as an example. Students have their access cards, when a student places the access card to the sensor of the gate, it is the process of authentication. The access card is to prove that the person is a resident of the accommodation. The gate will only open for people who is a resident. However, as a resident, there are some areas that are restricted for entry, such as staff rooms. And authorization is to check if the cardholder has the access right to enter the room. 

Moreover, multi-factor authentication is a method that requires at least two verifications in order to acquire access. 7 For example, when a customer shopping online, after he inputs the credit card information, the credit system would send a one-time confirmation code via mobile phone. The transaction would only be successful if the customer inputs both credit card information and confirmation code correctly. This method could enhance the security of the system, especially to defend against brute force attacks. Even if the credit card information is stolen by others, they still cannot use the credit card as they are not able to get the confirmation code. 

Furthermore, least-privilege permission is a concept that only provides the lowest permissions to the user, and these permissions are just enough to complete their required task, not less and not more. 2 This concept could enhance the security of the system. The scale of vulnerability is reduced. By applying this concept, the number of privileged administrators would decrease, which leads cyber attackers to have a less attacking surface, and the likelihood of having malicious insiders would drop. For network security group and Bastions, it can filter and organize the virtual network traffic by containing security rules. Those rules could accept or reject traffic through the inbound or outbound network. It is very important for prevent unauthorized access. For example, network security groups could establish security rules to deny the unauthorized user to access the virtual machine through the internet.  
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