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1. Introduction

A network is a collection of interconnected devices that share and exchange data and
information. Networks can be either physical or virtual, such as a collection of
interconnected processors and servers or a cloud-based computing infrastructure.

Network security is the practise of safeguarding networks and their resources against
unauthorised access, misuse, and destruction. Implementing a number of security
measures to prevent attacks, detect intrusions, and respond to security incidents.
Network security incorporates numerous topics and technologies, such as firewalls,
intrusion detection and prevention systems, virtual private networks (VPNs), access
controls, and encryption, among others. It also entails addressing network security threats
such as malware, phishing, denial-of-service, and social engineering.

Effective network security is necessary for safeguarding sensitive data, preventing
financial losses, preserving business continuity, and ensuring regulatory compliance.
There are different types of Technology describe below: -




1. Network Topology and Features

Network

Network security is an essential aspect of information technology that focuses on four key
areas: confidentiality, authentication, non-repudiation, and integrity control. Its primary
purpose is to protect networks and data transmissions from unauthorised access by
malevolent individuals who may exploit the data for their own benefit. Network security
safeguards a variety of networks, both public and private, that facilitate communication
and transactions among enterprises, government agencies, and individuals. As data
travels through diverse devices, such as computers and routers, it is susceptible to
numerous cyber threats and attacks. Consequently, network security has become an
essential component of organisational structures, serving to prevent the compromise of
sensitive data. [1]

A network is a collection of interconnected devices that share and exchange data and
information. Networks can be either physical or virtual, such as a collection of
interconnected processors and servers or a cloud-based computing infrastructure.

Network security is the practise of safeguarding networks and their resources against
unauthorised access, misuse, and alteration. Implementing a number of security
measures to prevent attacks, detect intrusions, and respond to security incidents.

Network security incorporates numerous topics and technologies, such as firewalls,
intrusion detection and prevention systems, virtual private networks (VPNs), access
controls, and encryption, among others. It also entails addressing network security threats
such as malware, phishing, denial-of-service, and social engineering. [1]

Effective network security is necessary for safeguarding sensitive data, preventing
financial losses, preserving business continuity, and ensuring regulatory compliance.

1.1 Types of Network Security

Cyberattacks typically involve email phishing and exploiting server or user device
vulnerabilities. These threats affect everyone, but some target businesses. UK
organisations are most at risk from email compromise, phishing attacks, spear phishing,
and smishing. Phishing emails can reach millions of users and lead to unlawful purchases,




data, and identity theft. Spear phishing campaigns often use information about a person
or company.

Smishing involves sending a test message to a user's phone instead of email. Phishing over
the phone, also known as vishing or VolP phishing, is a type of electronic fraud, while spear
phishing is an email scam. Supply chain attacks target supply network vulnerabilities to
destroy a firm or organisation. A business must safeguard consumer and supplier data to
be trusted. [3]

Types of Threats

To mitigate the risks posed to data privacy, data integrity, and data availability by these
threats and attacks, it is crucial to set up solid network security protocols. An attack, in
contrast to a threat, is intended to break the security of the network and gain
unauthorised access to the data it contains. As a result, itis critical to implement stringent
network security measures to prevent any potential crimes or breaches. There are some
different threats show in Fig. 1.0. [4]

1.2 Types of Attacks

There is important to classify attacks on networks into two broad categories: passive and
active. Below, you'll find an in-depth explanation of both attack types.

> Passive Attacks

Passive attacks are a type of cyber-attack in which the attacker observes and listens in
on data transmissions to gain insight into the nature of the communication or acquire
the content of the data being transmitted. These attacks may target unprotected
communications, poorly encrypted data, or authentic information such as passwords
by analysing network traffic. These types of assaults can lead to the disclosure of
sensitive data without the user's knowledge. Passive attacks can remain undetected
for extended periods, allowing the attacker plenty of time to gain valuable information.

[5].




Threats

Description

Security measures

Insider attacks ﬁ’k: insider is a part of the organization that has | Implementing dual control principle helps more
full access and authorization of the network than one person to control login credentials for
system. The insider can be of malicious or organization's servers.
accidental nature and can be a threat to
organization’s confidentiality and integrity.

Lack of Many organizations suffer due to lack of Developing sound information assurance

conlingency planning for situations involving bad data methodologies helps develop personalized
failure. As a result they do not have a backup policies benchmarked from other organizations.
system for restoring the lost data.

Poor Many organizations with lack of funds and Automated vulnerability audit scan is a method

configuration experience ofien install networking gear without | which performs check of the entire network and

leading to having skilled personnel to handle them. must be conducted at regular basis.
compromise

Reckless use of
hotel networks
and kiosks

Many attackers leave a key logger to access
passwords and credential information from
personal devices connected in an infected hotel
network that are not much protected enough
counter such attacks.

Forbidding turning ofT defenses through certain
anti-virus solutions which are configured in
such a way that they cannot be tumed ofl
without proper authorization.

Reckless use of
Wi-Fi hotspots

Similar to key logger in hotel networks, the
attackers put up an unsecured Wi-Fi network to
capture secured information such as usemame
and passwords of employees without making
them aware of any threat to their computer.

Using encrypling connections which can be
connected via Virtual Private Networks and
encrypts the communication streams preventing
cavesdroppers to listen to the data wirelessly.

Data lost on

It is a common problem with most of the users

Centralized management of mobile devices

thousands of servers with automated SQL
injection attacks.

portable device who accidently leave their storage devices such | through servers and software such as RIM’s
as mobile phones, pen drives or USB stick in Blackberry Enterpnise Server help the
hotel rooms, taxis or trains making it easily organization ensure encrypted transmissions
available for attackers to retrieve sensitive and are capable of remotely wiping out data of
information. lost devices.
Web server Poorly written customer application on websites | Auditing web app code 1s a measure which
compromise have made easier for the attackers 1o penetrate helps the users identify whether the developed

code has been performing proper input
validation or not.

Reckless web

Various spams, Trojans and viruses penetrate

Web content filtering such as WatchGuard's

vulnerability

to attacks in the form of malicious patches.

surfing by into the organization’s network systems when WebBlocker which maintains updated URL of
employees the employees surf websites other than related blocked websites

to their business and end up getting victimized

by pool of malware.
Malicious HTML | This is a common email attack which links the Implementation of outhound web proxy which
emal user to a malicious website and triggers a drive- | includes setting up of LAN system redirecting

by download by a single click. all HTTP requests and responses to a web proxy

server which monitors all the web traffic.

Automated Such kind of attacks affect the SMEs who are 1. Investing in patch management which
exploit of a not able to install Windows patches within the maintains the network up to date by
known same month their release and later on fall prey scanning the systems and identifying

missing patches and software updates

> Active attacks

Figure. 1.0.

In active attacks, the perpetrator attempts to circumvent or breach protected
communication network systems. Such attacks involve breaching into protected
features, injecting malicious code, and stealing or altering sensitive data.

Active threats are a form of cyber-attack in which the attacker actively modifies or
disrupts the data transmission. These attacks can be detected, but preventing them
can be difficult. At various network layers, various error detection and correction




techniques are used to assure secure data transmission. Active attacks include
masquerading, replay, message modification, and denial of service. The list of crimes
includes e-mail containing viruses, network viruses, web-based viruses, server attacks,
service rejection attacks, and network user attacks. According to them, the most
significant issue facing the IT infrastructure is the vulnerability of computer networks,
which is primarily the result of improper implementation and design of the information
system, including security procedures and controls. [6]

» Phishing: - These types of criminals pose as trustworthy individuals in order to
obtain sensitive information via phishing emails and messages. Frequently, they
construct a fake website resembling SBI bank or PayPal in an attempt to trick
users into clicking on a link, after which they record their personal information,
including their username and password. Such attacks can take up to 9 to 10 days
to resolve. [6]

» Close in attacks: - The aim of a social engineering attack is to gain access to
sensitive information by manipulating an individual rather than a system. In
order to get unauthorised access to data, these attacks include direct interaction
with the network, systems, or components, either virtually or physically. [8]
With the help of channels such as email, text, and phone calls, social engineers
build rapport with their targets and force them into divulging sensitive
information. [9]

Emotional responses, such as fear or excitement, are used by these attackers to
establish trust and extort sensitive information from their victims, including
usernames, passwords, and email addresses. The vulnerabilities of human
nature, such as trust, curiosity, and obedience, are what give rise to the term
"bugs in the human hardware" to describe social engineering assaults. Phishing,
pretexting, baiting, and quid pro quo are all examples of popular social
engineering techniques. It is essential to educate people on these approaches
and to adopt stringent security policies and procedures to protect against social
engineering assaults. [6]

» Host Threats: - Viruses are malicious software programs designed to alter the
normal operation of a computer system without the knowledge or consent of
the user. There are several ways in which a virus can infiltrate an organization's
system. The first is through email, where viruses can be attached to emails and
spread throughout the system. The second is through network viruses, which




exploit vulnerabilities in the system's network and can infect the entire network.
The third is through web-based viruses, which infect a system when a user visits
a website and can also spread to other internal network systems. [9] In all cases,
viruses can cause significant harm to an organization's system, including data
loss, system crashes, and other disruptions. Therefore, it is crucial to implement
strong antivirus software and educate users on best practices to prevent virus
attacks.

» Tack control: - An attack of this type occurs when a hacker either monitors a
user's session with another system or takes control of that session and then
terminates the other system's connection to the user. The user thinks the
system is still connected and may inadvertently send important information to
the hacker.

1.3 Security Measures

» Firewalls: - Simply put, a firewall is a piece of hardware that blocks traffic between
an organization's private network and the internet. Incoming data packets are
inspected by the firewall, and only those that meet the administrator-defined
criteria for safe transmission are permitted through. Network, transport, and
application layers are just few of the tiers that might benefit from firewall
protection. Firewalls can be broken down into two basic types: proxy firewalls and
packet-filter firewalls. While the network and transport layers are guarded by the
packet-filter firewall, applications are protected by the proxy firewall. Firewalls are
a great way to protect a network, but an attacker can still get through them if they
can disguise malicious data as benign information the firewall will let through.

» Antivirus Software: - Antivirus software is specifically designed to detect and
eliminate viruses on a computer system. In order for antivirus software to efficiently
identify and remove new and changing threats, it must be kept up-to-date with the
newest virus definitions. Howeuver, if a virus is concealed within an encrypted or
zipped file, the antivirus system may be unable to detect it. In these situations,
additional measures like firewalls and security policies are required to keep the
system safe.




» Intrusion detection systems: - Intrusion detection systems (IDS) are used to keep

monitor to identify any suspicious behaviour or policy breaches happening on a
network. Detecting and preventing unauthorised access to systems and data is
what these programmes and devices are all about. There are two main categories
of IDS, Anomaly-based IDS and Misuse Detection or Signature-based IDS. Misuse
Detection or Signature-Based IDS employs pattern matching, state transition tables,
Bayesian approach, genetic algorithms, immune systems, and fuzzy logic to identify
malicious traffic, whereas Anomaly-based IDS depends on pattern generation and
neural networks to detect intrusions. Both host-based and network-based IDSs
exist. If the system detects that the traffic follows the attack pattern, it will trigger
an alarm and notify the administrator. However, malicious actors may be able to
avoid detection by altering the characteristics of their traffic.

1.4 Fundamental Principles

The key components of network security are:

Confidentiality is the practise of preventing third parties from gaining access to
private information. User authentication, encryption, and data classification are
only some of the access control measures used to guarantee privacy.

Data integrity refers to the certainty that information has not been corrupted,
altered, or deleted in any way. Validation, checksums, and digital signatures are
used to ensure data is accurate and secure.

When a system is available, authorised users can access the tools they need
whenever they're needed. Redundant systems, backups, and contingency plans are
put in place to ensure availability.

The term "authentication" is used to describe the process of determining whether
or not to provide a person or computer access to a network. Biometric
authentication, multi-factor authentication, and strong passwords all contribute to
a secure system.

The term "authorization" refers to the procedure by which a user is granted or
denied access to a network's resources based on their credentials. Access control
lists (ACLs), role-based access control (RBAC), and attribute-based access control
(ABAC) are used to ensure proper authorization.




e The capacity to guarantee that a recipient cannot dispute the veracity of a
communication or an action taken by the sender is known as "non-repudiation." By
using time stamps, audit trails, and digital signatures, non-repudiation can be
ensured.

o Defense-in-depth refers to the strategy of deploying many layers of security
throughout an infrastructure to increase resilience and make it more challenging
for attackers to breach. Firewalls, intrusion prevention systems (IPS), and security
information and event management (SIEM) systems all contribute to balanced
protection. [11]

1.5 Mitigating the effects of common network attacks in a small to medium-
sized business.

Establish and enforce strict security standards Organisations should have well-defined
procedures for gaining access to network resources, including the use of complex
passwords, the restriction of access to sensitive data, and the maintenance of up-to-date
software. Regular training, monitoring, and audits are necessary to ensure that these
policies are being followed.

Antivirus software can identify and eliminate many forms of malware, therefore it's
important to install and keep it updated. Maintaining current antivirus software versions
is crucial for protecting against cyber threats.

Using a firewall, which monitors both incoming and outgoing traffic, can help stop hackers
from gaining access to your network. The firewall should be set up to prevent any
unwanted traffic while allowing just the necessary traffic to pass.

Protect sensitive information when sending it over a network by using encryption. The
transmission of sensitive data, such as bank records, should be encrypted to prevent its
interception and reading by third parties.

Data should be backed up on a regular basis and stored in a safe place so that businesses
are prepared for any kind of attack.

Regular monitoring of network traffic can assist spot unusual behaviour and spot attacks
before they do much damage. When it comes to protecting their networks from
infiltration, businesses should deploy intrusion detection and prevention solutions.




Audit your security measures on a regular basis to see if your network is vulnerable and
your security policies are being followed. For the sake of neutrality, security audits should
be performed by an outside party. [12]

Taking these precautions can help reduce the severity of frequent network assaults on
small and medium-sized enterprises and ensure the security of their most sensitive data.
The cornerstones of network security are:

Confidentiality is the practise of preventing third parties from gaining access to private
information. User authentication, encryption, and data classification are only some of the
access control measures used to guarantee privacy. [12]

Data integrity refers to the certainty that information has not been corrupted, altered, or
deleted in any way. Validation, checksums, and digital signatures are used to ensure data
is accurate and secure.

When a system is available, authorised users can access the tools they need whenever
they're needed. Multiple systems, backups, and contingency plans are put in place to
ensure availability.

The term "authentication" is used to describe the process of determining whether or not
to provide a person or computer access to a network. Biometric authentication, multi-
factor authentication, and strong passwords all contribute to a secure system.

The term "authorization" refers to the procedure by which a user is granted or denied
access to a network's resources based on their credentials. Access control lists (ACLs),
role-based access control (RBAC), and attribute-based access control (ABAC) are used to
ensure proper authorization.

The capacity to guarantee that a recipient cannot dispute the veracity of a communication
oran action taken by the sender is known as non-repudiation. By using time stamps, audit
trails, and digital signatures, non-repudiation can be ensured.

Defense-in-depth refers to the strategy of deploying many layers of security throughout
an infrastructure to increase resilience and make it more challenging for attackers to
breach. Firewalls, intrusion prevention systems (IPS), and security information and event
management (SIEM) systems all contribute to a well-rounded defence.




1.6 Cisco Network Foundation Protection (NFP) framework

The Cisco Network Foundation Protection (NFP) framework is a security solution designed
to provide comprehensive protection against different types of network attacks and
threats. It is a combination of different technologies and tools that work together to
secure a network at different levels, from the infrastructure to the application layer. [14]

The NFP framework is based on four fundamental elements follow as:

Control Plane Protection: The control plane is responsible for managing the
network, and any disruption to it can cause significant issues. NFP protects the
control plane from attacks that aim to disrupt network management by using
features like Control Plane Policing (CoPP) and Control Plane Protection (CPP).

Data Plane Protection: The data plane is responsible for forwarding traffic across
the network, and any attack that targets the data plane can cause significant
disruption. NFP uses features like Unicast Reverse Path Forwarding (uRPF) and IP
Source Guard to protect the data plane.

Threat Defence: Threat defence involves identifying and mitigating attacks as they
occur. NFP uses features like network-based application recognition (NBAR) and
intrusion prevention systems (IPS) to detect and mitigate threats.

Secure Connectivity: The secure connectivity principle focuses on ensuring that all
connections to the network are secure. NFP uses features like virtual private
networks (VPNs) and Secure Sockets Layer (SSL) encryption to secure connections
to the network.

1.7 Mitigate the effect of viruses, worms, and Trojan horses

This concern can be tackled by install and regular update antivirus checking, implement
a firewall, enforce password policy as well as web filtering, regularly backup important
data and keep software and operating system up to date. [15]




1.8 endpoint vulnerabilities and protection methods

Defending endpoints from attackers and exploits is what endpoint security is all about.

As the entry points to a company's network, endpoints are an easy target for
cybercriminals. They exist apart from the protections of the network and rely on the users
to implement safeguards, leaving the door open to the possibility of human mistake. With
more office, remote, and hybrid workers utilising more devices from all over the world, it
has become more difficult to protect endpoints from attack.

The risk covers to companies of all sizes. Based on research conducted by Verizon, 43% of
cyberattacks target small enterprises. [16] Since many smaller businesses are lacking
effective security defences, they are easy pickings for cybercriminals looking for ways to
break into larger corporations.

The importance of endpoint security stems from the fact that data intrusions are
expensive and debilitating occurrences for businesses. The average cost of a data breach
is $4.24 million worldwide and $9.05 million in the United States, according to the "Cost
of a Data Breach Report 2021" (Commissioned by IBM) by the Ponemon Institute. Remote
work-related security breaches cost an additional $1.05 million on average. The majority
of data intrusion costs, 38%, are attributable to lost business, such as customer
dissatisfaction, lost revenue due to system downtime, and the cost of gaining new
business due to a damaged reputation.

Endpoint security best practices is making password and software updated, also track
devices, encrypt endpoints and Adopt Zero Trust. Support a Zero Trust model of security.
Manage and grant access with continuous identity, device, and service verification.

1.9 Secure a network Using AAA

Authentication, Authorization, and Accounting (AAA) framework is a security
management system for controlling who has access to a network. It controls which users
have access to the network and what services those users can make use of. This document
provides an overview of AAA, its protocols, and the various uses for the technology.




Three Fundamentals of AAA

Authentication: - The AAA server verifies a user's credentials by comparing them to a
database of known users. If the credentials are valid, the user's identity has been
successfully authenticated, and they have been granted access to the network. Users are
denied network access if identity authentication fails because of mismatched credentials.

[17] Show in Fig.2.0. The following are examples of common authentication methods:
Account Login Information, Digital Certificate.

AAA server

HostA YOO

HostX ey

User name and

p —~ password
j Internet
—_— Authentication Yoo
HostA success/failure
Authentication

Figure. 2.0

Authorization: -

The following privileges are granted to a user after successful identity authentication: The
concept of least privilege is used to determine access to commands, resources, and data.
That s, in order to stop unintentional or malicious network behaviour, users are only given
the rights necessary to execute the necessary functions. It is showing in fig. 3.0.

HostA | 08:00-17:00 3 -«
HostB 17:00-20:00 1

= G

HostA NAS
Authorization

Figure. 3.0.




Accounting

In order to perform time- or traffic-based accounting and network monitoring, accounting
records the used service type, start time, and data traffic of the user.

AAA server
4.0 0 0 1 KE
HostA
Accounting
Figure. 4.0

Essentially, this is how AAA is put into action:

e A user must first connect to the AAA client before they may access the network.

e The user's authentication credentials are sent to the AAA server from the AAA
client.

e Using the user's credentials, the AAA server verifies the user's identity and
determines whether or not to grant access to the requested resources.

e According on the obtained authentication and authorization results, the AAA client
will either grant or deny the user access to the network.

Using the AAA model, the following is possible:

¢ A network access server (NAS), such as a router or switch, hosts the AAA client and
is responsible for granting users access to the internet.

e User authentication, authorisation, and accounting are all handled by the AAA
server, which also acts as a hub for user data. There are two main types of AAA
servers: Remote Authentication Dial-In User Service (RADIUS) servers and Terminal
Access Controller Access Control System (TACACS) servers, both of which are
distinguished by the communication protocols they support.




2.0 Implementing security policy

The steps below should be followed in order to successfully implement a security policy:

1.
2.
3.

The indicated data types should be added as Resources in Secure Perspective.
Create new Actors in Secure Perspective for each of the roles you've specified.
Put the data exchanges you found as Actions in Secure Perspective.

Secure Perspective tool can be used to write and apply a security policy in the following
steps: [18]

1.
2.

Create clear and meaningful policy statements.

Identify the systems that contain relevant data that need to be connected to the
controlling system and add them to the system configuration list in Secure
Perspective.

. Map resources to data assets, actors to user profiles, and actions to system actions

in Secure Perspective, taking into account the file system's hierarchy and its effect
on users' file access.

Check the current compliance and make necessary adjustments to the system if it
fails to comply with the policy. After applying patches or fixes, run a compliance
check.

. Use problem prediction to determine whether the current processes could be

affected by the application of the security policy. Modify the policy if it interferes
with essential system procedures.

Apply the security policy using Secure Perspective. Investigate any questionable
failures by reading the report, and make necessary adjustments to the policy.

2.1 Network Testing Tools and Techniques

Testing a network's security is required to determine its overall protection against threats
and identify gaps in security. Network security audits use these methodologies and tools:

e Vulnerability scanners Vulnerability scanners automatically check networks for
weaknesses. After detecting likely faults in network devices, operating systems,
and apps, they disclose vulnerabilities.

e Ethical hacking, also known as penetration testing, simulates a cyberattack to
gain unauthorised access to a network. Pen testing is penetration testing. Ethical
hacking is penetration testing. Manual or automated penetration testing is
possible. [19]




e Port scanners Port scanners monitor computer networks for open ports and
services. [dentifying open ports is crucial for network security because attackers
can easily acquire unauthorised access through open ports.

e Packet sniffers record network traffic. These technologies can detect malware,
unauthorised access, and data leaks in network traffic.

e Network Mappers Maps of networks include applications, devices, and
operating systems. This information is crucial for assessing a network's security
and identifying flaws.

e [DSs analyse network traffic for harmful behaviour. IDS means "intrusion
detection system." They inform security administrators of potential security
threats in real time.

e Firewall Testers Firewall testing tools evaluate a network's firewall. These
programmes simulate attacks to test the firewall. [20]

o Wireless Network Testers Wireless network testing tools assess security. They
can spot weak passwords, outdated encryption techniques, and unauthorised
access points.

2.2 Vulnerabilities of and Mitigation Techniques for Securing Layer2

¢ Worry about L2 Switch Security?

As you can see in Fig. 5.0 how attacks affect from lower level to higher level
security.
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Figure 5.0 Lower Levels to Higher Levels Security Risk




Several types of attacks can affect Layer 2 infrastructure.

e To gain unauthorised access to a network, an attacker can spoof its MAC address
by changing it to look like that of a trusted device.

e By manipulating the ARP cache of a network node, an attacker can reroute traffic
to a rogue machine.

e Hopping between virtual local area networks (VLANSs) is possible if an attacker is
able to forge VLAN tags.

e Attackers can cause network outages or denial of service (DoS) by exploiting
vulnerabilities in the Spanning Tree Protocol (STP).

Several methods and tools can reduce these vulnerabilities: [21]

1. Port Security: This strategy prevents MAC address spoofing by limiting the number
of MAC addresses associated with a port.

2. DHCP snooping: DHCP snooping prevents rogue DHCP servers from distributing
false IP addresses.

3. ARPinspection: ARP inspection evaluates ARP requests and responses for ARP
spoofing.

4. VLAN access control lists (VACLs): VACLs restrict VLAN access. This prevents VLAN
hopping.

5. STP root guard: STP root protection prevents unauthorised devices from
becoming STP roots. STP attacks are prevented.

6. Network access control (NAC): Before letting devices join a network, network
access control (NAC) examines their security. This restricts access.

7. Network segmentation: Network segmentation decreases the attack surface by
splitting the network into manageable segments. Successful assaults have less
impact and limit the attack surface.

2.3 Explain how network-based Intrusion Prevention Systems are used to help
secure a network

Security devices and controls can benefit from IPS solutions because of the high degree of
automation they provide in identifying and blocking malicious activity. This reduces the
need for security personnel, which in turn improves the efficiency of other security
measures.




IPS systems are also highly effective in discovering and preventing attacks on software
and hardware vulnerabilities. When a security hole is discovered, it may be exploited
before a fix is released. The time to take advantage of this opening is substantial. Here, an
intrusion prevention system is used to quickly and effectively foil any such efforts. [22]

In the middle of the 2000s, the first IPS appliances were created and released to the
market. This function has recently been added to Unified Threat Management (UTM)
solutions in addition to Next-Generation Firewalls. Next-generation intrusion prevention
systems (IPS) are increasingly incorporating cloud computing and other network services.

Intrusion Prevention Systems

Company network Internet
o O
o-()o
O © Firewall Intrusion
I : Prevention System
- (1PS)

Router

|
Oy

Employees

Figure .6.0

Intrusion Prevention Work

The IPS is set up inline, which means it is immediately in the path that data travels from
its source to its final destination across the network. When compared to its forerunner,
the intrusion detection system (IDS), this is the most notable feature of the intrusion
prevention system (IPS). In contrast, an IDS is a passive mechanism that keeps tabs on
network activity and alerts administrators to any threats it detects. [23]

The solution keeps tabs on all incoming data flows, assesses them, and reacts
automatically if necessary. Its typical placement is right after the firewall.




Some examples of such pursuits are:

Forexample, inthe event of an intrusion, the administrator will receive a notification from
the IDS. In order to receive traffic from its source, it is necessary to eliminate any packets
that may be hazardous. Before connection of two gadgets configure firewalls to protect
future threats and attacks.

Explain how signatures are used to detect malicious network traffic

Finding bugs and securing the network against intrusion can be accomplished in a
number of ways. Some examples are:

Malware and exploits can be spotted with the use of a method called signature-based
detection, which relies on a database of unique identifiers or patterns known as
signatures. The signature of a newly discovered exploit is added to a dictionary of
signatures. Intrusion Prevention Systems (IPS) that rely on signature-based detection
make use of both exploit-facing and vulnerability-facing signatures. The unique patterns
of an attack attempt can be matched by exploit-facing signatures, making them a reliable
method of detection. On the other hand, vulnerability-facing signatures are more general
and are aimed at the fundamental flaws that an exploit tries to take advantage of. This
method aids in the defence of networks against threats that have yet to be discovered.
However, signatures that focus on vulnerabilities also tend to produce more false
positives. [22]

VPNs

Virtual private networks, or VPNs, encrypt data and hide online activity from prying eyes.

When you visit a website, your computer establishes a connection with the server hosting
the website, and the hosting website gains access to several pieces of information about
you and your machine. VPNs encrypt your data as it travels from your device to a private
server, making it extremely impossible for outside parties to monitor your online activity.
Overall, the primary function of consumer VPNs is to ensure safe web surfing. Small
business owners can use VPNs to allow remote access to the company network, and
individuals can set up VPNs at home to gain remote access to their home networks'
computers and files.




A virtual private network (VPN) is a method of routing all of your data through a secure
connection. This allows users to avoid exposing sensitive data while viewing files for
personal use. For widespread distribution, this entails first establishing a secure
connection to a private network of servers. [24]

Operate Ipsec VPNs
IPsec VPNs use the IPsec protocol to create an encrypted internet tunnel.

VPNs encrypt Internet traffic to protect data. IPsec VPNs use the IPsec protocol to link and
encrypt data packets in transit. Companies who employ remote workers and need remote
access to resources benefit from this form of VPN.

A company may create an IPsec VPN between a remote worker's device and an internal
server. The employee would have safe access to the same information and systems as
office workers. [25]

IPsec VPN setups include:

Site-to-site: Site-to-site VPNs encrypt network connections. This allows users on both
networks to communicate as if they were in the same room.

Client-to-site: Client-to-site VPNs let devices connect to networks remotely. Due to this
choice, remote workers can use the same network as their teammates even when they
are not in the same location.

Client-to-client: Client-to-client VPNs allow many devices to securely share files and
communicate via encrypted tunnels. This strategy is rarely employed since it is hard to
manage and deploy on a broad scale.




Explain how the types of encryptions, hashes, and digital signatures work
together to provide confidentiality, integrity, and authentication.

The term "encryption" refers to the use of a mathematical procedure to transform "plain
text" into "cypher text." Without the decryption key, the cypher text is illogical. Symmetric
encryption and asymmetric encryption are the two main varieties. Symmetric encryption
uses a single key for both encryption and decryption, while asymmetric encryption
employs two keys, one public and one private, for the respective tasks.

Hashing is a one-way mathematical function that transforms input text into a string of
characters with a predetermined length. Any change to the input will result in a new hash
value because the hash function generates a unique value for each input. Data hashing is
used to ensure no alterations have been made to the original. If the data's original hash
value is the same as the data's received hash value, then the data has not been altered in
transit.

To provide authentication and non-repudiation, digital signatures employ asymmetric
encryption and hashing. A message's authenticity and integrity can be guaranteed by
using a mathematical mechanism called a digital signature. The message's hash is
encrypted with the sender's private key, and then decrypted with the recipient's public
key. The integrity of a message and the fact that it has not been tampered with in transit
may be verified by comparing the decrypted hash to the hash of the received message.
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Your work must focus on variety of scanning and defence technologies
available for you to choose for the given scenario. Your work must
include articles published by peer reviewed journals, conference
proceedings, books, and related website (e.g. IEEE, ACM, Science direct).
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underlying principles. You should explain and analysis the chosen area
in a meaningful way. (10 marks)
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COGNITIVE AND INTELLECTUAL SKI

Your work must demonstrate critical analysis and evaluation of the
proposal. Your work must also justify your research findings and
provide evidences. This will be assessed by the quality of your
explanations, discussions, conclusions and recommendation, from part
1 and part 2: » The proposed choices and security measures. * The
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Invoice for the professional/consultancy service. (25 marks)
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* You have not wrote the proposal explaining your
choices but lacking critical analytic discussion.

* You have not done a proposed cost analysis for
implementing the solution(s)

* You have done not the timeline for the
implementation

* You have not explained to A2Z at least three
attacks that will plagues the organisations network
infrastructure,

* You have not explained three types of test to be



conducted after the implementation to ensure the
network infrastructure is secure.

* You have not provided an invoice for the
professional/consultancy service as a Network
Security Engineer.
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You will use Cisco Packet Tracer for part 1 or any equivalent tools to
conduct the blueprint design for part 2. This will be assessed by:
Working Cisco packet tracer file and clearly state or indicate the devices
the configuration files belong to. « Clearly labelled blueprint design
showing departments, manufacturing plant, types of connection
internal, external, remotely etc. * Application used and protocols
involved ¢ Restricted access to the necessary site(s) (50 marks)

y‘ You have provided Cisco packet tracer diagram for 25
both part 1 and part 2. You have not submitted
your .txt files for the configurations or include
them within your report.
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You must submit a report which should be approximately 6,000 words
in length (remember diagrams/pictures worth a thousand words, these
can be used to enhance your report). The report should be presented in
an academic way and therefore must include an abstract, an
introduction, a conclusion and a list of references. The report must be
submitted via Turnitin and practical implementation along with
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