Task 1
1. Conducting research on high profile cyber attacks. 
A) 
· The Stuxnet Virus
The Stuxnet virus was the first virus used to cause physical attacks. It was uncovered in 2010 and suspected to be behind the damaged caused to Iran’s nuclear program. 
· Marriott data breach
The Marriott data breach took place in 2018 when hundreds of millions of records including credit cards and passport numbers were leaked that belonged to the customers.
· United Nations data breach

· Microsoft customer support database breach


· Lifelabs data breach

B)   
· iot vulnerabilities in industry 

· iot vulnerabilities in energy systems

· iot vulnerabilities in healthcare

Some of the vulnerabilities include patient’s data being leaked and used maliciously. Another vulnerability would be health care devices becoming unsafe to use or potentially users at risk.
· Iot vulnerabilities in the government

C)  
Based on the articles found in my research I chose to select Stuxnet virus. 

1. Analysis of a cyber attack
The chosen attack is Stuxnet. 
One in four power companies globally have been affected. Pome percentage of power companies been affected. These include Mexico which was affected by 80% and India which was affected by 60%. Eight countries reported another degeneration of Stuxnet called Duqu in their energy facilities. 
The virus was able to travel using USB sticks and spread onto Microsoft windows devices. The virus searched for PLCs on the computer and upon finding one that is used for automating and monitoring electro-mechanical equipment, it begins to start a malicious attack. These attacks would involve sending damage inducing information to electro-mechanical equipment controller.
Stuxnet, a computer worm was aimed to attack Iran’s nuclear facilities. It was created in order to delay Iran’s nuclear program in order to gain time to negotiate. The virus caused damage to centrifuge in Iran by causing them to burn themselves out. Originally, Stuxnet attacked the PLCs. This was a threat as it has the potential to control specified industrial machinery. This virus ruined one fifth of Iran’s nuclear centrifuges. The outcome of this set Iran’s nuclear program back by 2 years.
Virus mutated and spread further onto industrial and energy-producing facilities. 

Part 2
Cybersecurity-related certifications
-Certified Ethical Hacker (CEH)
-CompTIA Security+
Certified Information Systems Auditor

