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[bookmark: _Toc243478334]Building a Secure Enterprise Network for NOSS2027
[bookmark: _Toc243478335]Abstract
This report investigates the technologies required to design a secure enterprise network for NOSS2027, an organisation operating in Swansea and London. It supports the planned implementation of a virtualised environment containing Windows Server 2025, a Debian Linux server administered through the command line, and Windows clients. The research analyses current requirements and future needs, including scalability, remote access, resilience and maintainability. Windows Server 2025 and Debian are critically compared in terms of administration, licensing, updates, hardware requirements, support, security, automation and compatibility. The report also evaluates essential network services, including DHCP, DNS, directory services, file sharing, web hosting, remote desktop services, routing, VPNs, certificates and monitoring. Introductory security considerations address authentication, authorisation, least privilege, firewall rules, password protection and patching. The recommended approach uses Windows Server for centralised identity and core network services, complemented by Debian for web hosting and Linux administration. The report distinguishes the capabilities of the simulation from production requirements, highlighting the need for additional redundancy, tested backups and capacity planning as the organisation grows. 
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[bookmark: _Toc243478336]Introduction

NOSS2027 requires a network connecting Swansea and London while supporting Windows clients and both Windows and Linux servers. This report evaluates technologies for the virtualised Component 2 build and recommends Windows Server 2025 for central identity and core network services, supported by a CLI-only Debian server for web services and Linux administration. The recommendation balances compatibility, cost and maintainability rather than assuming one operating system suits every workload. The simulation should demonstrate service dependencies and access controls, while recognising that production resilience requires additional infrastructure.

[bookmark: _Toc243478337]1. Enterprise network requirements and future growth

The immediate requirements are reliable addressing, name resolution, central authentication, controlled file access and communication between sites. NOSS2027 has not specified user numbers, applications, budget or availability targets. These must be established through stakeholder interviews and an asset inventory before purchasing equipment. The laboratory can therefore validate functionality but cannot establish production capacity from a few virtual clients. Measurements should distinguish concurrent users, storage growth, peak traffic and acceptable downtime.

Swansea and London should use separate, non-overlapping IP subnets, with servers, users and administration separated logically. For example, 10.10.10.0/24 and 10.20.10.0/24 could represent site client networks; additional subnets would serve infrastructure and management. These are proposed addresses, not existing company facts. Virtual switches can represent segments, but routing and firewall policies must enforce boundaries. A VLAN alone does not prevent communication if unrestricted routing connects it to other VLANs.

Both sites need consistent user identities without relying unnecessarily on a distant server. In production, a domain controller providing DNS at each site would reduce dependence on the inter-site link. Active Directory sites and subnets should reflect the physical topology so clients can locate appropriate services. Directory replication also consumes bandwidth and needs monitoring. A single Windows server in the prescribed simulation remains a single point of failure; a Debian member server does not automatically replace its authentication role [1].

Future growth may introduce more employees, offices, applications and remote workers. Address reservations, documented subnet allocation, organisational units and group-based permissions should support expansion without rebuilding the domain. IPv6 readiness should also be considered rather than assuming IPv4 will remain sufficient indefinitely. Virtualisation permits additional workloads, but host memory, storage performance and licensing constrain growth. Capacity planning should use measured utilisation and preserve headroom for maintenance and failures.

Resilience requires redundant connectivity, recoverable configurations and tested backups. Two virtual servers on one host still share a failure domain. Replication improves availability but can replicate accidental deletion or corruption, so it does not replace backups. NOSS2027 should define recovery time and recovery point objectives, keep protected backup copies outside the primary host and test restoration. Maintainability requires named service owners, standard configurations, change records and repeatable deployment procedures. These reduce dependence on one technician and make future migration more manageable.

Service dependencies should guide the deployment order. The technician should establish virtual connectivity and static server addresses before configuring DNS and the domain, then add DHCP options, client membership and application services. Otherwise, an apparent domain failure may result from an incorrect gateway or DNS setting. A service inventory should record each address, hostname, dependency and recovery procedure. This makes fault diagnosis systematic and provides evidence that the simulated sites behave as intended.

Growth should also trigger reassessment of service placement. Hosting a file share on the sole domain controller is a resource-saving laboratory compromise; production should separate these roles when capacity and budget permit. If a departmental application later requires IIS, its availability and security requirements should determine whether another Windows VM is justified. Adding servers indiscriminately would increase patching, backup and support work. The preferred expansion is driven by measurable business needs, with a documented owner and acceptance test for every new service [2].





[bookmark: _Toc243478338]2. Server operating systems comparison

Windows Server 2025 integrates AD DS, DNS, DHCP, file services, IIS and remote access roles. This makes it particularly suitable for managing Windows clients through domain membership and Group Policy. Debian provides comparable infrastructure through separately configured packages rather than a single integrated management framework. Its flexibility suits web hosting, network utilities and automation, but assembling services requires understanding their individual configurations and dependencies. Functional overlap therefore does not imply equal administrative effort [1].
[image: ]
Windows supports graphical tools, PowerShell and remote management. Server Core removes the conventional desktop and reduces installed components, although role and application compatibility must be checked. Desktop Experience would simplify an initial teaching build; PowerShell should still record reproducible configuration. Debian must be installed without a desktop for this scenario and administered through its console or SSH. SSH encrypts administration traffic and supports key-based authentication [2]. The CLI conserves resources and supports repeatability, but unfamiliar syntax and configuration errors can increase troubleshooting time.

Licensing changes the cost comparison. Windows Server Standard and Datacentre use core-based licensing, with access normally requiring Windows Server client access licences. RDS use generally adds separate RDS CAL requirements. Under physical-core licensing, Standard provides rights for two operating system environments when the relevant cores are licensed, while Datacentre offers unlimited virtual environments under its conditions [1]. Exact entitlements must be checked against the organisation's agreement. Debian has no equivalent server or per-user CAL charge, although staff training, support contracts and administration still contribute to total cost.

Windows Server follows a vendor-managed lifecycle, whereas Debian uses stable releases with security maintenance and a subsequent long-term support phase [2]. Debian 13 is proposed for the practical build. The Debian handbook cited here covers Debian 11; it supports established administration principles, but package versions and commands must be checked on Debian 13 before implementation. Debian's community model does not automatically provide a contractual response time. NOSS2027 would need internal expertise or commercial support. Windows likewise requires checking purchased support arrangements rather than treating a lifecycle date as an incident-response guarantee.
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Windows updates require managed testing, deployment and reboot planning. Debian uses APT for packages and dependencies; updating package indexes is distinct from installing upgrades. Its documentation recommends apt-get where scripts need a stable command interface [2]. Stable releases favour predictable changes, but some applications may require newer packages, creating a choice between backports, external repositories and application redesign. Both platforms need maintenance windows, rollback planning and application tests; automatic updating alone cannot guarantee service continuity.

Hardware should be sized for roles rather than installation minima. CPU compatibility, memory, disk space and virtual network support must be checked before installing either platform. A minimal Debian installation usually requires fewer resources than a Windows installation with a desktop, although application workloads can reverse that comparison [2]. Proposed laboratory allocations are two vCPUs, 4 GB RAM and 60 GB storage for Windows, and two vCPUs, 2 GB RAM and 30 GB storage for Debian. These are starting estimates requiring validation, not manufacturer recommendations or production capacity claims.

Security depends on configuration and operation. Windows Server 2025 provides integrated defensive capabilities, including firewall and antivirus controls [1]. Debian supports granular permissions and notables firewalling [3]. A minimal Debian installation can expose fewer services but install vulnerable applications or granting excessive Sudo privileges removes that advantage. Windows integration can simplify policy enforcement while concentrating risk in privileged domain accounts. Neither platform is inherently secure simply because it is proprietary, open source or administered without a GUI.

Both support automation, but their ecosystems differ. PowerShell fits Microsoft roles and object-based administration; shell scripts suit Linux utilities, with configuration management useful as the estate grows. Scripts should be reviewed, versioned and protected from embedded credentials. Windows remains the better fit for native Windows domain administration and applications requiring Microsoft server roles. Debian is well suited to Apache and interoperable services. Samba can join a Windows domain as a member server, but identity mapping and permissions require deliberate configuration [2]. The strongest choice is complementary deployment with clear ownership.
[bookmark: _Toc243478339]3. Network services and roles
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DHCP distributes addresses and options such as default gateways and DNS servers, reducing manual configuration errors [2]. Separate scopes should match each site subnet, with exclusions or reservations for infrastructure. Broadcast discovery does not normally cross routers, so London clients need a local service or correctly configured relay. Windows DHCP is suitable for the initial build because it integrates operationally with the Microsoft environment. Only one intended service should issue leases in each scope. Windows failover supports two partners and DHCPv4 scopes, so redundancy and IPv6 require separate planning [1].

[bookmark: _Toc243478341]DNS

DNS translates names into addresses and publishes service records. AD DS depends on DNS for locating domain services; successful Internet browsing alone does not establish correct domain DNS operation [1]. Clients should use the internal DNS server, which can forward suitable external requests. AD-integrated zones offer coordinated directory-based management, while Debian BIND provides a flexible alternative. For NOSS2027, Windows should remain authoritative for the AD namespace. Operating an unrelated duplicate zone on Debian would create inconsistent answers unless replication or delegation were explicitly designed [4].

[bookmark: _Toc243478342]Directory and domain services

AD DS centrally organises users, computers and groups, enabling domain authentication and policy management [1]. Organisational units should reflect delegation and policy requirements; departmental groups should control resource access. Central identity simplifies onboarding and account removal, but domain-controller compromise can affect the entire organisation. Debian can use domain identities through an appropriate integration stack. Samba can also provide domain services, but this is a distinct design requiring compatibility testing. A Samba member server offers interoperability without assuming it delivers every Windows domain-controller feature [2].

[bookmark: _Toc243478343]File sharing

Windows SMB sharing is the natural initial choice for Windows clients. Share permissions and filesystem permissions must both allow the required operation. Departmental security groups should receive access, with ordinary users denied access to other departments' confidential folders. Debian Samba can supply SMB shares using domain identities, while NFS is more natural for Linux-oriented workloads. Samba reduces dependence on Windows file-server licensing but adds identity mapping and ACL administration [2]. For the simulation, one departmental share with positive and negative access tests is more informative than many unrestricted folders.

[bookmark: _Toc243478344]Web services including IIS

IIS supports Windows web applications through a modular architecture and isolated application pools [1]. Its management model suits Microsoft workloads, but unnecessary modules increase maintenance and exposure. Apache on Debian supports configurable virtual hosts and HTTPS and provides a useful CLI administration exercise [2]. NOSS2027 should select the platform according to application requirements rather than brand preference. A simple internal information page on Debian demonstrates HTTP services; IIS can be evaluated separately if required. Production web workloads should be separated from domain controllers to reduce the impact of application compromise.
[bookmark: _Toc243478345]Remote access and RDS

Remote administration and user application delivery are different requirements. SSH provides Debian CLI access, while restricted RDP can support Windows administration. RDS adds managed desktop or RemoteApp delivery using roles such as Session Host, Connection Broker and Gateway [1]. Centralised applications simplify updates but consume server resources and depend on connection quality. RDS licensing, application compatibility and user concurrency must be assessed before deployment. The baseline laboratory should demonstrate protected administrative access; a complete RDS deployment is a future option unless Component 2 specifically requires it [5].

[bookmark: _Toc243478346]Routing and VPN

Routing connects subnets; firewall policy decides which flows are permitted. Static routes are understandable for two simulated sites, although more offices may justify dynamic routing and centrally managed gateways. Windows Remote Access supports routing and VPN functions [1]; Debian can provide routing with packet forwarding and firewall rules. A dedicated gateway is preferable to making the domain controller the perimeter router. Site-to-site VPNs protect traffic crossing untrusted connectivity, while remote-access VPNs connect individual staff. Encryption does not make an infected endpoint trustworthy. NOSS2027 should therefore limit VPN access by identity, device condition and resource permissions.

[bookmark: _Toc243478347]Certificates

Certificates bind identities to public keys and support authenticated TLS connections. AD CS issues and manages certificates for organisational services and authentication. It is useful where domain enrolment and internal trust are required, but operating a certificate authority introduces responsibility for issuance, renewal, revocation and private-key protection. For the simulation, a small laboratory CA can demonstrate HTTPS trust if resources permit. A self-signed service certificate can demonstrate encryption but does not establish trustworthy identity unless clients securely trust it. Production PKI should be designed separately from the simplest teaching configuration [1].



[bookmark: _Toc243478348]Logging and monitoring

Logs provide evidence of authentication, errors and configuration changes; monitoring turns observations into actionable alerts. Windows provides event logs for system and service activity [1], while Debian offers system logging and service inspection through CLI tools [2]. Different formats require a collector or processing layer rather than assuming Windows events and Linux syslog are interchangeable. Monitor failed logons, service availability, disk capacity, backup results and certificate expiry. Excessive collection consumes storage and obscures useful signals. Retention, restricted access and synchronised clocks are necessary for reliable investigation across Swansea and London.


[bookmark: _Toc243478349]4. Basic information security considerations
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Authentication verifies an identity; authorisation determines its permitted actions. NOSS2027 should use named accounts, group-based access and separate administrative credentials. Ordinary users should not be local or domain administrators. Debian administration should use a normal account with narrowly justified sudo access, rather than routine root login. Leavers' accounts and credentials must be revoked promptly. These introductory controls establish the baseline for Component 2's wider security discussion [6].

Passwords should be long, unique and protected through approved storage practices. Avoid shared administrator passwords, default credentials and secrets in scripts or screenshots. Multifactor authentication should protect remote access were supported by the chosen solution. SSH keys require protected private keys and verified host identities [2]. Account lockout and alert thresholds must balance attack detection against disruption, especially where an attacker could deliberately trigger lockouts.

Host and gateway firewalls should permit documented service flows and deny unnecessary access. HTTPS may be allowed to the web server, SMB to the file server and SSH only from the administration segment. AD requires several protocols, including dynamic RPC, so opening only DNS and Kerberos would be insufficient. Rules should follow verified service requirements and be tested without disabling the firewall. Segmentation should also restrict lateral movement; a trusted network location should not itself confer unrestricted access [3].

Patch both servers, clients and the hypervisor using a controlled schedule. Remove unused roles, verify downloaded installation media and protect administrative access to the virtualisation host. Keep the laboratory isolated from live organisational networks, particularly when testing DHCP or routing. Snapshots can assist controlled experiments but should not replace independent backups. Before changes, document the intended outcome and recovery method. Afterwards, test allowed and denied access and record results, providing practical evidence rather than claiming security solely from enabled settings [7].


[bookmark: _Toc243478350]Conclusion

NOSS2027 should build the simulation around Windows Server 2025 providing AD DS, DNS, DHCP and a controlled departmental file share, with Debian 13 installed without a desktop for Apache, SSH and Linux administration. Windows clients should join the domain and occupy distinct simulated site subnets connected through a controlled gateway. Validate lease allocation, domain DNS records, logon, group permissions, HTTPS trust, administrative restrictions and observable logs. Record the single-server and single-host limitations explicitly. Production expansion should prioritise local redundant identity services, resilient connectivity, protected backups and measured capacity. This approach meets the mixed-platform brief while creating a maintainable foundation for later security work.
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