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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing
Understanding IPv4 and IPv6 addressing (word count 1000) 
[bookmark: _gjdgxs]This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
[bookmark: _30j0zll]
[bookmark: _1fob9te]===
[bookmark: _3znysh7]
[bookmark: _2et92p0]Like humans, computers need to use the same language to communicate effectively. If two humans, one speaking English and one speaking French tried to communicate to each other they wouldn’t understand. But if they both spoke english or french then they would understand each other and complete the task they needed to do. Computers are the exact same. They need to use the same protocol, lets use TCP/IP to recognize each other and to communicate and send data from one to another. 
[bookmark: _tyjcwt]
[bookmark: _3dy6vkm]TCP/IP or also known as the Internet Protocol is one of many protocols that can be used to transfer data or even receive data from one computer to another. Each device on a network has at least one type of IP address (IPv4 or IPv6). This gives the device a unique identifier to that device so that other devices over the network can send data to that device. 
[bookmark: _1t3h5sf]
[bookmark: _4d34og8]Due to the versatility of TCP/IP, it receives support on most hardware that you can find. This means that you wouldn’t be held up due to it being only used by one or two companies. But due to it being so versatile, the choice of using TCP/IP is so high due to most networks are using it and that most software now supports it so that it allows data to be sent to another device with ease. It also allows different software to communicate with each other. Like operating systems. This allows a Windows machine to communicate to a Linux machine if it wants.
[bookmark: _2s8eyo1]
[bookmark: _17dp8vu]If you wanted to create a network of devices. You would need to use TCP/IP to allow communication between them. A network admin would use TCP/IP to set unique identifiers to each device on a network, this would allow each device to be easily managed and allows the devices to communicate over the network or even external networks if connect to a router.
[bookmark: _3rdcrjn]
[bookmark: _26in1rg]IPv4
[bookmark: _lnxbz9]
[bookmark: _35nkun2]IPv4 is the most widely used version of the IP protocol. But due to some of the limitations of IPv4 we are slowly but surely converting to IPv6 due to its advantages over IPv4. IPv4 is the first instance of IP. It was first used within ARPANET in 1983. ARPANET was the first step towards towards the Internet. 
[bookmark: _1ksv4uv]
[bookmark: _44sinio]Advantages of IPv4
[bookmark: _2jxsxqh]
[bookmark: _z337ya]Due to IPv4 using 32bits, it can produce 4,294,967,296 unique identifiers. But due to the ever expansion of the internet and also the rapid increase of grow we are close to reaching the end of the line and running out of IP addresses. 
[bookmark: _3j2qqm3]
[bookmark: _1y810tw]Due to the 40+ years of use. TCP/IP receives support on virtually all hardware and software, this then gives us the hint that its not used in one or two networks. But it is used in the Internet where devices can easily connect to each other. [1]
[bookmark: _4i7ojhp]
[bookmark: _2xcytpi] As said before, it allows different software / devices to communicate to each other. An example of this is that a phone can send data to a computer. This also allows Windows to communicate with linux machines and android machines. This is the main reason why it has become the biggest protocol to use to connect devices in a network due to the versatility of it.
[bookmark: _1ci93xb]
[bookmark: _3whwml4]Due to the flexibility of the protocol, it allows the use of IP within other protocols like DNS. This allows a unique identifier of 192.168.0.53 to be converted into something much more simpler of www.storageserver.lan. This means that it gives the ease of remembering a device on a network without actually needing to remember the IP of a device due to DNS storing it already for us. 
[bookmark: _2bn6wsx]
[bookmark: _qsh70q]IPv6
[bookmark: _3as4poj]
[bookmark: _1pxezwc]Due to IPv4 running out of addresses, there was a need of creating a new protocol within TCP/IP to allow more flexibility and devices to be allowed on a network. This is where IPv6 comes in. The author of a book called TCP/IP JumpStart is called Andrew G. Blank. Within the section he talks about of IPv4 are running out:
[bookmark: _49x2ik5]
[bookmark: _2p2csry]“IPv4 is running out of network addresses, and routing tables are overflowing. In the early '90s, it was evident that something had to be done. Committees and teams were formed among many corporations and engineers. The result of the collaborative research and testing is IPv6.” [1]
[bookmark: _147n2zr]
[bookmark: _3o7alnk]From this we can tell that we need to start using IPv6. IPv6 uses 128-bit addresses. This means that an extraordinary amount of addresses can be produced from IPv6. Exactly “3.40282367 × 10^38 or 340,282,366,920,938,463,463,374,607,431,770,000,000” [2]. IPv6 is also hexadecimal. This means unlike the IPv4 counterpart that is 32bit and looks like 192.168.1.0. IPv6 is a lot more complex looking and a lot harder to remember:
[bookmark: _23ckvvd]
[bookmark: _ihv636]EFDC:BA62:7654:3201:EFDC:BA72:7654:3210
[bookmark: _32hioqz]
[bookmark: _1hmsyys]Advantages of IPv6
[bookmark: _41mghml]
[bookmark: _2grqrue]IPv6 allows more efficient routing. This means that it reduces the sizes of routing tables and creates a much more efficient at routing. Also due to it being more efficient, it can process packets more efficiently due to it simplifing packet headers to make them process much easier. Unlike IPv4, IPv6 contains no checksum, this means that it doesn’t need to recalculate itself each router hop. 
[bookmark: _vx1227]
[bookmark: _3fwokq0]IPv6 allows multicast. This means that it allows bandwidth intensive tasks to be sent to multiple different devices at once. This helps to save network bandwidth. 
[bookmark: _1v1yuxt]
[bookmark: _4f1mdlm]A big advantage of IPv6 over IPv4 is that it has in-built security within the protocol. This is due to it having IPSec, which provides: [3]
· [bookmark: _2u6wntf]Confidentiality
· [bookmark: _19c6y18]Authentication
· [bookmark: _3tbugp1]Data integrity
[bookmark: _28h4qwu]This is due to the potential of IPv4 packets having malware they are usually blocked by firewalls. But IPv6 is permitted because of the in-built IPSec that can be applied to the packets sent from an IPv6 device.
[bookmark: _nmf14n]
[bookmark: _37m2jsg]If IPv4 is eliminated, this removes NAT meaning that true end-to-end connections at the IP layer can be restored. This allows new services / software to be developed to make connections quicker and cleaner. P2P (Peer-To-Peer) networks would become a lot easier to create and maintain due to IPv6, as well as services such as VoIP (Voice over IP) would become more robust to due to the quicker and more efficient routing.
[bookmark: _1mrcu09]
[bookmark: _46r0co2]Lastly, Ipv6 allows network configuration to become simplified for Network Administrators. This is due to the Auto-Configuration built into IPv6. A device on a network can easily auto regenerate its own IP address by communicating to the router and appending its own MAC address. This makes creating networks a lot quicker and allows easier maintenance when an Administrator wants to add more devices to a network or wants to move a network to a different building / room.
[bookmark: _2lwamvv]
[bookmark: _111kx3o]To conclude. Due to the vast advantages of IPv6 and the ever nearing end of IPv4 due to the internet running out of IPv4 addresses. IPv6 will soon be put into place to allow a much safer, cleaner and faster experience for network users to transfer data from one device to another. The only downside to this is that the unique identifiers will be harder to remember. But it still has the functionality of working with DNS to allow domain names to be fixed to IPv6 addresses so that a complex address can be converted to something much easier to remember.
[bookmark: _3l18frh]
[bookmark: _206ipza]===
[bookmark: _4k668n3]
[bookmark: _2zbgiuw]References: 
[bookmark: _1egqt2p][1] TCP/IP JumpStart : Internet protocol basics Book.
[bookmark: _3ygebqi]Author: Andrew G. Blank
[bookmark: _2dlolyb]
[bookmark: _sqyw64][2] Blog post from Chris 
https://chrisgrundemann.com/index.php/2009/how-much-ipv6-is-there/

[3] Network Computing post
https://www.networkcomputing.com/networking/six-benefits-ipv6


Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1

	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	172.16.2.0
	172.16.2.1
	127.16.9.254
	127.16.9.255

	D
	172.16.11.0
	172.16.11.0
	172.16.11.1
	172.16.11.254
	172.16.11.255

	F
	172.16.13.0
	172.16.13.0
	172.16.13.1
	172.16.12.254
	172.16.12.255

	E
	172.16.14.0
	172.16.14.0
	172.16.14.1
	172.16.13.62
	172.16.13.63

	A
	172.16.14.64
	172.16.14.64
	172.16.14.65
	172.16.13.94
	172.16.13.95

	C
	172.16.14.96
	[bookmark: _GoBack]172.16.14.96
	172.16.14.101
	172.16.13.102
	172.16.13.103

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




image2.png
Subnet B

Subnet D

Subnet A

Subnet E

Subnet F





image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David





