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Content:
1. Introduction
2. Virtualization and virtual machine
3. Cloud services
4. Availability
· High budget with no limit
· Medium budget 
5. Security
6. Reference

1. Introduction
This report will include the explanation of virtualization and virtual machine in the context of Cloud Computing. It will show also the different types of virtualizations. The second part will about the evaluation of cloud benefits of company moving on premises application to the cloud in the context of the costs, support provided and expertise required. It will include the benefits and drawbacks of the infrastructure, platform and software as service. The third part is about the evaluation of availability considers by two scenarios. The last part is security considerations like explanation of the differences between authorization and authentication. 
2. Virtualization and virtual machine
Virtualization is a technology which could be used for creation of virtual representation of servers, storages, network or physical machines. Virtual software mimics the functions of physical hardware to run multiple virtual machines simultaneously on a single physical machine. Bit powers cloud computing services that help organizations manage infrastructure more efficiently. The virtualization could be used to interact with any hardware resource with more flexibility. Physical servers use electricity, take up storage space and it needs to be maintained. The virtualization removes all limitations of physical proximity and network design by abstraction physical hardware functionality into software. It could be managed, maintained and used the user hardware infrastructure like an application on the web. Virtualization is a process that allows a computer to share its hardware resources with multiple digitally separated environments. Each virtualized environment runs within its allocated resources, such as memory, processing power and storage. With virtualization, organizations could switch between different operating systems on the same server without rebooting. (Services, 2023)

Virtualization
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A Virtual Machine is a software-defined computer that runs on a physical computer with separate operating system and computing resources. The physical computer is called host machine and virtual machines are guest machines. Multiple virtual machines can run on a single physical machine. Virtual machine is abstracted from the computer hardware by a hypervisor. The hypervisor is a software component that manages multiple virtual machines in a computer. It ensures that each virtual machine gets the allocated resources and does not interfere with the operation of other virtual machines. There are two types of hypervisors.
Type 1 hypervisor
A type 1 hypervisor, or bare-metal hypervisor, is a hypervisor program installed directly on the computer’s hardware instead of the operating system. Therefore, type 1 hypervisors have better performance and are commonly used by enterprise applications. KVM uses the type 1 hypervisor to host multiple virtual machines on the Linux operating system.
Type 2 hypervisor
Also known as a hosted hypervisor, the type 2 hypervisor is installed on an operating system. Type 2 hypervisors are suitable for end-user computing. (Services, 2023)
Types of Virtualization in Cloud computing
· Hardware virtualization
If the Virtual Machine or virtual machine manager is directly installed over the hardware machine is known as hardware virtualization. The crucial role of the hypervisor is to control and monitor the processor, memory, and various hardware resources. When the Virtualization is done in a hardware system, the user can install multiple operating systems to run various applications. Hardware Virtualization is mainly performed for server platforms because handling the virtual machine is more manageable than controlling the physical server.
· Operation system virtualization
Operation System Virtualization defines when the user directly installs the virtual machine software or virtual machine manager on the Host operated machine rather than installing it directly on the Hardware System. It is mainly used for the testing purpose of applications on multiple OS platforms.
· Server virtualization
Server Virtualization defines when the user directly installs the virtual machine software or virtual machine manager directly on the Server System. It is mainly done because a physical server can be sliced down into several other servers depending on load balancing requirements.
· Storage virtualization
Storage Virtualization defines that it is a process of grouping the physical storage from various network storage devices and indicates as a single storage device.
· Application virtualization
With Application Virtualization, users can have remote access to any application from the server. The server plays the role of storing all the personal, sensitive information and various characteristics of the application. But still, it is capable enough to run on a regular workstation via Internet Connection.
· Network virtualization
Network Virtualizations help run and process different virtual networks, and each network consists of individual control and data plan. If sometimes it co-exists together on one physical network, it can be controlled and managed by individual users that are confidential to each other. Network Virtualization offers the facility to users for creating and provisioning virtual networks.
They are as follows:
· Logical Switches
· Routers
· Firewalls
· Load Balancer
· Virtual Private Network (VPN)

· Desktop virtualization

In desktop virtualization, users can remotely store their OS on a server located inside the data center. It allows users to access their desktop virtually from any remote location by using a different set of machines. Users who require any specific operating system rather than Windows Server will need a Virtual Desktop.
The benefits of Desktop Virtualization are mentioned below. They are as follows:
· User Mobility
· Portability
· Easy Management of Software Installation
· Updates
· Patches

· Data virtualization

In Data Virtualization, data is collected from multiple sources and  a single location without any information about technical information like how the data is collected, data storage, processing, formatting, etc. Many technical giant organizations are offering their data services.
They are as follows:
· Oracle
· IBM

Virtualization plays a crucial role in the world of Cloud Technology. Basically, when the users are working on the cloud, they share the data in the Cloud Applications, but thanks to virtualization, users can share the infrastructure. The primary purpose of Virtualization Technology is to offer applications with standard versions to their client. Let us consider a scenario if the other version of the application is released. The cloud provider must provide the latest version to their clients, and it is possible practically because it is very expensive. Virtualization is the solution to this problem. With the help of the Virtualization technique, all servers and crofters’ applications used by other cloud providers are managed by third-party owners. (TechVidvan, 2023)
3. Cloud services
Infrastructure as a service (IaaS) is a cloud service that gives customers access to an immediately useable, highly scalable IT infrastructure over the internet. Storing, running and maintaining the hardware is the provider’s responsibility. The typical cost accounting model for IAAS is the pay-per-use method, in which customers only pay what they have used. Depending on the way the service is provided, there are basically three different types of IaaS solution:
· Public IaaS
· Private IaaS
· Hybrid IaaS

	Advantages of IaaS
	Disadvantages of IaaS

	✔ No hardware costs, easily controllable running costs
	✘ Dependency on the provider, whose sole 
responsibility is to make sure the service is available and secure

	✔ Quick to implement and provide new projects
	✘ Internet access is essential (problems with the internet connection also cause problems with the IaaS environment)

	✔ High flexibility thanks to simple scalability of the required resources
	✘ Changing providers is very complicated

	✔ No need to set up, maintain, or update the hardware
	✘ Possible privacy issues due to the provider’s server locations

	✔ Easy to connect several company locations to the rented IaaS environment
	 


(ionos, 2023)
Platform as a service (PaaS) enables customers to rent a virtual platform on which they can develop, test and deploy web applications for users. There are certain characteristics that can be used to identify different types.
· Application PaaS
· Integration and governance PaaS
· Open PAAS
· Communication platforms as a service PaaS
	Advantages of PaaS
	Disadvantages of PaaS

	✔ Faster and easier
	✘ No control over the infrastructure

	✔ Scalable performance
	✘ Only the programming languages and tools made available by the provider can be used. 

	✔ Flexibility expand or reduce booked capacity as needed
	✘ Harder migration for larger application

	✔ Do not have to pay for acquisition costs
	✘ The provider could decide to discontinue its service goes bankrupt. 

	✔ Do not have to carry out maintenance and take carry of updates or purchase new software licences
	 


(ionos, Platform as a Service (PaaS), 2023)
When it comes to Software as a service (SaaS), it is using software through al Internet connection, rather than software that is installed locally. Hardware and software belong to a service provider and they rent the external use of their products. SaaS is an aspect of cloud computing by definition, one of the largest areas of business development. With SaaS, software is centrally provided as a service through the Internet. Users create individuals accounts and accruing costs are billed monthly or annually. The applications do not run on their own computer, but are called up online. The provider is directly responsible for providing, maintaining and updating the programs. Users only need to access the software through a web browser. 
	Advantages of SaaS
	Disadvantages of SaaS

	✔ Quick commissioning and provision of services to customer
	✘ Sharing the data with the provider

	✔ The provider deals with the maintenance.
	✘ Danger of service termination 

	✔ Easy integration for new employees
	✘ Requires a quick consistent internet connection

	✔ New functions and updates are implemented and integrated much faster
	✘Software cannot be used during downtime

	✔ Cloud architecture provides all users with the same security standards
✔ User oriented
	 ✘Required compatibility with operating systems and browsers
✘Commissioning unfinished software


(ionos, What is SaaS (Software as a Service)?, 2023)

4. Availability
5. Security
Authentication is the way to prove that you are this who you say. It is verified the identity of person or device. It is popular like AuthN. Authentication technology provides access control for systems by checking to see if a user’s credentials match in database of authorized users or in a data authentication server. In doing this, authentication assures secure systems, secure processes and enterprise information security. (Microsoft, 2023)
There are few types of authentications depends of the number of the factors of verification. It could be one, two or many. They are known as single-factor authentication (SFA), two factor authentication (2FA) and multi factors authentication (MFA). The SFA is most popular, like it requires password for users or PIN code. In last few years, the companies increased their security checks and they use 2FA, as additional it requires a code received by the phone, a fingerprint or verification visual code. Example for that is Microsoft Authenticator. The last type is multi factors authentication, where the companies require at least 3 way of verification – like for example password, code and additional private question, which need to be answered correctly. (Shacklett, 2023)
Authentication gives to the organizations better security by permitting only users with proved authentication or processes to gain access to their protected resources. This may include computer systems, networks, databases, websites and other network-based applications or services.
Authorization is the act of granting an authenticated party permission to do something. It specifies what data it is allowed to access and what it cans do with the data. Authorization is sometimes shortened to AuthZ. The Microsoft identity platform uses the OAuth 2.0. protocol for handling authorization. (Microsoft, 2023)
[image: ]
Access to a system is protected by both authentication and authorization. Only upon successful authentication and authorization is access to any resource allowed. Firstly, the user is authenticated to verify the user’s identity and upon successful authentication, it is checked if the user is authorized to access/update the resource. Even if the authentication succeeds, if authorization fails, the user won’t be allowed to access/update the resource. (AfterAcademy, 2020)
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