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1. Introduction
This report is divided into two main sections. The first section focuses on designing a high-performance desktop computer tailored to the needs of an Electrical Engineer transitioning to a work-from-home setup. The engineer requires a system capable of handling computationally intensive software such as SolidWorks Electrical, Pspice, and LabVIEW while also facilitating seamless video conferencing and cybersecurity measures. This section includes a breakdown of essential hardware and software components, along with justifications for each selection.
The second section analyses cybersecurity threats faced by an electronics manufacturing company that specializes in IoT devices, sensors, and industrial electronics. The report identifies key vulnerabilities, prioritizes risks based on their impact, and develops a comprehensive mitigation strategy. Additionally, an incident response plan is designed to help the company efficiently manage potential cybersecurity breaches.
This report provides valuable insights into technical infrastructure development and risk mitigation in professional environments by addressing hardware optimisation and cybersecurity challenges.

2. Task 1: Custom Desktop Computer Design
2.1. Engineering software and performance needs

Electrical engineers rely on complex software applications for circuit design, simulations, and automation. The chosen system must be optimized for:
· SolidWorks Electrical: Used for designing electrical schematics and PCBs, requiring significant processing power and GPU acceleration.
· Pspice: Circuit simulation software that depends on CPU performance for computational tasks.
· LabVIEW: A graphical programming environment used for data acquisition, automation, and testing, requiring high-speed data processing.
The system must support multitasking, as engineers frequently work with multiple applications simultaneously. Additionally, large simulation files necessitate ample storage and fast data access.




2.2. Video conferencing and security considerations

Remote collaboration requires:
· A high-resolution webcam for clear video quality.
· A quality microphone and noise-cancelling features for effective communication.
· A stable and high-speed internet connection to prevent lag or disconnections during meetings.
· Robust security software to protect sensitive project files and company information from cyber threats.

2.3. Component Selection and Justification

Each hardware component is carefully selected to meet performance, reliability, and security needs. Given the computational demands of engineering applications, the selected components must ensure seamless multitasking, high-speed processing, and efficient cooling. Reliability is paramount to prevent unexpected system failures during critical design and simulation tasks. Additionally, security considerations play a key role in safeguarding sensitive project files and ensuring secure remote collaboration. 
The chosen hardware strikes a balance between cutting-edge technology and futureproofing, ensuring long-term usability and adaptability to evolving engineering requirements.











2.3.1 CPU and Motherboard
CPU: Intel Core i7-13700K
Justification:
· The Intel Core i7-13700K features 16 cores and high clock speeds, making it ideal for simulation-heavy workloads. 
· This CPU supports hyper-threading, ensuring smooth software execution.
· SolidWorks Electrical benefits from a high single-thread performance, while Pspice and LabVIEW leverage multi-threading. [1]

Motherboard: ASUS ROG Strix Z790-E 
Justification:
· Supports PCIe 5.0 for future-proofing and fast data transfer.
· Includes advanced cooling solutions and overclocking capabilities for maximum performance.
· Offers multiple USB-C, Thunderbolt, and Ethernet/Wi-Fi 6E options to accommodate modern peripherals and networking needs.
· Savitech SV3H712 amplifier, Perfect for seamless video calls. [2]

   2.3.2 RAM Selection

Recommended: 32GB DDR5 6000MHz (Corsair Vengeance)
Justification:
· DDR5 offers higher bandwidth than DDR4, ensuring faster data transfer and smooth multitasking.
· 32GB capacity prevents performance bottlenecks when running simulations, rendering electrical schematics, and handling large datasets.
· With multiple engineering applications running simultaneously, sufficient RAM reduces slowdowns and swapping to disk. [3]






   2.3.3 Storage Options
Primary Storage: 1TB NVMe SSD (Samsung 990 Pro)
Justification:
· Delivers ultra-fast read/write speeds (~7450MB/s), ensuring rapid loading of engineering software and large project files.
· Enhances system responsiveness, reducing boot and application launch times. [4]

Secondary Storage: 4TB HDD (Seagate Barracuda)
Justification:
· Provides cost-effective bulk storage for large engineering files, archives, and backups.
· Ensures critical project data remains accessible without overloading SSD capacity. [5]

   2.3.4 Input/Output Ports and Features

2.3.4 Input/Output Ports and Features
· USB 3.2, USB-C, and Thunderbolt for connecting external devices such as engineering tools and data acquisition units. And USB 2.0 ports for keyboard and mouse connections. [6]
· HDMI and DisplayPort for high-resolution multi-monitor setups.
· Gigabit Ethernet and Wi-Fi 6E for stable network performance during remote collaboration. [7]

   2.3.5 Graphics Card

Recommended GPU: NVIDIA RTX 4060 Ti
Justification:
· Accelerates rendering tasks in SolidWorks and simulation visuals in LabVIEW.
· Supports high-resolution multi-monitor setups for enhanced workflow efficiency. [8]
· Offers excellent power efficiency without excessive heat generation.

   2.3.6 Case and Power Supply

Recommended Case: Fractal Design Meshify 2
Justification:
· Ensures proper airflow and cooling to prevent overheating during prolonged workloads.
· Spacious design allows easy hardware upgrades in the future. [9]

Recommended Power supply: Corsair RM750x (750W, 80+ Gold)
Justification:
· Delivers stable and reliable power to high-performance components.
· Ensures energy efficiency and prevents power surges that could damage components.
· Compact size for futureproofing [10]

  2.3.7 Peripherals (Monitor, Webcam, Keyboard, Mouse)
Choosing the right peripherals is essential for maximizing productivity, comfort, and efficiency. Electrical engineers require precision, high-resolution displays, reliable input devices, and high-quality video conferencing tools to collaborate effectively. Below is a breakdown of the selected peripherals and their justification:
Monitor: Dell Ultrasharp U2723QE (27" 4K IPS Display)
Justification:
· A high-resolution 4K display provides sharp and clear visuals, which is critical for detailed circuit designs and schematic work in SolidWorks Electrical and Pspice.
· The IPS panel ensures accurate colour reproduction and wide viewing angles, reducing eye strain during long work sessions.
· Factory-calibrated colour accuracy enhances precision for engineers working with complex designs.
· A large 27-inch screen improves multitasking, allowing engineers to work with multiple windows side by side. [11]


Webcam: Logitech Brio 4K
Justification:
· A high definition 4K webcam ensures professional video quality during virtual meetings with colleagues, clients, and stakeholders.
· HDR and “RightLight” technology enhance video clarity in different lighting conditions. [12]
· AI-based autofocus and background blur provide a distraction-free and professional appearance during video conferencing.
Keyboard: Logitech MX Keys
Justification:
· The MX Keys keyboard is designed for long hours of typing, with responsive and tactile keys for enhanced typing comfort.
· Backlit keys improve visibility in low-light environments, essential for engineers working late hours.
· Wireless connectivity reduces desk clutter and allows for flexible positioning.
· Programmable function keys improve workflow efficiency by providing shortcuts to frequently used applications. [13]
Mouse: Logitech MX Master 3S
Justification:
· Precision control is essential for engineers working with intricate designs; the MX Master 3S offers 8000 DPI resolution for smooth and accurate navigation. [14]
· Customizable buttons allow for workflow optimization, providing quick access to essential functions in engineering applications.
· Ergonomic design reduces strain on the hand and wrist, making it ideal for prolonged use.
· Multi-device connectivity allows switching between multiple computers seamlessly, useful for engineers working with different systems.
These peripherals were selected based on their high performance, ergonomic benefits, and ability to support the demanding workflow of an Electrical Engineer.


   2.3.8 Network Connectivity 

Network Connectivity:
· Wi-Fi 6E and 2.5Gb Ethernet: Provides high-speed internet connectivity, ensuring seamless collaboration and remote work. [15]
· Bluetooth 5.2: Enables wireless connection to devices such as keyboards, mice, and headsets for a clutter-free setup. [16]
· VPN and Secure Remote Access: Allows engineers to securely access corporate networks while working remotely, ensuring data integrity and confidentiality.

   2.3.9 Required Software
To ensure a productive and efficient workflow, the following software has been selected:
Operating System: Windows 11 Professional
Justification:
· Provides robust security features, including BitLocker encryption and Windows Defender.
· Supports engineering and CAD software compatibility.
· Enables seamless integration with remote desktop applications and collaboration tools. [17]
Engineering and Simulation Software:
· SolidWorks Electrical – Used for designing electrical systems and schematics.
· Pspice – Essential for circuit simulation and analysis.
· LabVIEW – Required for test automation and measurement applications.
Productivity Software:
· Microsoft Office 365 – For report writing, presentations, and budget management.
· AutoCAD Electrical – Used for creating electrical drawings and schematics.



Cybersecurity Software:
· Bitdefender Total Security – Offers comprehensive protection against malware, ransomware, and phishing attacks. Also includes a secure VPN. [18]
· Bitwarden – Secure password manager to store and manage credentials safely. [19]
This combination of hardware and software ensures that the Electrical Engineer has a reliable, secure, and high-performing workstation for professional tasks.


2.4. Component shopping list
	Component 
	Specification 
	Price (£)

	CPU
	Intel Core i7-13700K
	360

	Motherboard
	ASUS ROG Strix Z790-E 
	300

	RAM
	32GB DDR5 6000MHz (Corsair Vengeance)
	80

	Primary Storage
	1TB NVMe SSD (Samsung 990 Pro)
	100

	Secondary Storage
	4TB HDD (Seagate Barracuda)
	90

	GPU (Graphics Card)
	NVIDIA RTX 4060 Ti
	380

	Case
	Fractal Design Meshify 2
	130

	Power Supply
	Corsair RM750x (750W, 80+ Gold)
	120

	Monitor
	Dell Ultrasharp U2723QE (27" 4K IPS Display)
	500

	Keyboard & Mouse
	Logitech MX Keys S Combo
	200

	Webcam
	Logitech Brio 4K
	250

	Networking
	Wi-Fi 6E & 2.5Gb Ethernet (Built into Motherboard)
	

	

	Total Cost 
	£2,510*



*Note prices are approximate and may vary based on supplier.
This shopping list ensures that all necessary components are included to build a high-performance, secure, and professional-grade workstation for an Electrical Engineer.



[image: TweakTown gallery image 4 / 35][image: An Intel Core i7-13700K against its retail packaging]2.5. Component PicturesFigure 1 shows: CPU - Intel Core i7-13700K [28]











Figure 2 Shows: Motherboard - ASUS ROG Strix Z790-E [29]




[image: Corsair Vengenace Unleashes 32GB Of DDR5-6000MHz - PC Perspective]Figure 3 Shows: RAM- 32GB DDR5 6000MHz (Corsair Vengeance) [30]











[image: Samsung 990 Pro review: a new standard of gaming speed | Rock Paper Shotgun]Figure 4 Shows: Primary Storage - 1TB NVMe SSD (Samsung 990 Pro) [31]
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Figure 5 Shows: Secondary Storage - Seagate Barracuda 3.5″ 4TB [32]


[image: Nvidia GeForce RTX 4060 Ti (8GB) review: Disappointing for $400 | PCWorld]Figure 6 Shows: GPU - NVIDIA RTX 4060 Ti [33]

	















[image: Corsair RM750x Black 80+ Gold High Performance ATX Power Supply Modular Used][image: Fractal Design Meshify 2 Review - Airflow Focus with Uncompromised  Functionality | TechPowerUp]Figure 8 Shows: Power Supply - Corsair RM750x 80+ Gold [35]
Figure 7 Shows: Case - Fractal Design Meshify 2 [34]



















[image: View U2723QE]Figure 9 Shows: Monitor- Dell Ultrasharp 27" 4K [36]











[image: MX Keys S + Master 3S Keyboard Mouse Combo | Logitech]Figure 10 Shows: Keyboard & Mouse - MX S Combo [37]
















	


[image: Logitech Brio Webcam Review]Figure 11 Shows: Webcam - Logitech Brio [38]















The images above provide a visual representation of the selected components, ensuring clarity in understanding their specifications and compatibility. These components collectively form a high-performance and secure workstation tailored for an Electrical Engineer’s needs.
	


3. Task 2: Cybersecurity Risk Analysis and Mitigation Strategy
In today's digital age, cybersecurity is a crucial concern for companies involved in electronics manufacturing. The increasing integration of IoT devices, industrial control systems, and global supply chains exposes companies to cyber threats that can compromise proprietary designs, disrupt manufacturing operations, and lead to data breaches. This section evaluates cybersecurity risks identified in the provided scenario and develops a mitigation strategy to enhance the company's security posture. [20]

3.1. Identification and Evaluation of Cybersecurity Risks
Based on the scenario, the following cybersecurity risks have been identified:
1. Outdated Firewall Configurations
· Risk: Weak network security could allow unauthorised access, exposing sensitive company data and intellectual property.
· Impact: Data breaches, potential loss of competitive advantage, and regulatory non-compliance. [21]
2. Outdated Firmware and Default Passwords on Production Devices
· Risk: Vulnerabilities in manufacturing devices make them susceptible to cyberattacks, including ransomware and unauthorised remote access.
· Impact: Disruptions in production, increased risk of industrial espionage, and compromised product quality. [22]
3. Supply Chain Vulnerabilities
· Risk: The company sources components from suppliers with poor cybersecurity practices, increasing the risk of introducing malware-infected or compromised hardware. [23]
· Impact: Security flaws in end products, potential legal liabilities, and loss of customer trust.
4. Lack of Employee Cybersecurity Training
· Risk: Employees falling victim to phishing and social engineering attacks due to limited cybersecurity awareness. [24]
· Impact: Unauthorized access to sensitive data, financial losses, and reputational damage.

3.2. Risk Prioritization and Justification
The risks are prioritized based on their severity and likelihood of exploitation:
	Risk
	Severity
	Likelihood
	Priority Level

	Outdated Firewall Configurations
	High
	High
	Critical

	Outdated Firmware & Default Passwords
	High
	Medium
	High

	Supply Chain Vulnerabilities
	Medium
	High
	High

	Lack of cybersecurity training
	Medium
	Medium
	Moderate



Outdated firewall configurations pose the highest risk due to their potential for network breaches. Similarly, weak firmware security in production devices is a critical issue, followed closely by supply chain vulnerabilities. Employee training gaps are also significant but can be addressed with proper awareness programs.






















3.3. Cybersecurity Strategy and Mitigation Plan
To address the identified risks, the following mitigation measures are proposed:
1. Enhancing Network Security
· Implementing next-generation firewalls (NGFW) with advanced threat detection and intrusion prevention systems (IPS). [25]
· Regularly updating firewall rules to prevent unauthorized access.
· Deploying network segmentation to isolate critical systems from general network traffic.
2. Securing Manufacturing Devices
· Enforcing strict firmware update policies to ensure devices are running the latest security patches.
· Replacing default passwords with strong, unique credentials and implementing multi-factor authentication (MFA). [26]
· Monitoring industrial control systems for unauthorized access attempts.
3. Strengthening Supply Chain Security
· Conducting cybersecurity audits of suppliers and enforcing compliance with industry security standards.
· Using blockchain technology for secure tracking and authentication of components.
· Implementing hardware verification mechanisms to detect tampered or counterfeit components.
4. Employee Training and Awareness Programs
· Conducting regular cybersecurity training sessions on phishing prevention and safe handling of sensitive information.
· Simulating phishing attacks to assess employee awareness and improve response measures.
· Establishing clear cybersecurity policies and best practices within the organization.






3.4. Incident Response Plan
A structured incident response plan ensures quick and effective handling of cybersecurity breaches. The plan consists of the following phases:
1. Preparation:
· Establish an incident response team with defined roles and responsibilities.
· Maintain updated cybersecurity policies and conduct regular drills.
2. Detection & Analysis:
· Use Security Information and Event Management (SIEM) systems for real-time threat detection. [27]
· Analyse log files and suspicious activities to determine the nature of the attack.
3. Containment & Eradication:
· Isolate affected systems to prevent further damage.
· Remove malware or compromised credentials and apply security patches.
4. Recovery:
· Restore operations using backup systems.
· Monitor systems for any signs of residual threats.
5. Lessons Learned:
· Conduct a post-incident analysis to identify weaknesses and improve security measures.
· Update policies and train employees based on incident findings.
4. Conclusion
The growing reliance on digital systems in electronics manufacturing makes cybersecurity a top priority. By implementing robust firewalls, securing production devices, strengthening supply chain security, and enhancing employee awareness, the company can significantly reduce its exposure to cyber threats. A well-defined incident response plan further ensures preparedness for potential breaches, helping maintain operational resilience and protecting critical assets.
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