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Executive Summary



Marketing on social media refers to the method of attracting traffic or exposure from websites via social media platforms. The focus of social media marketing in this report will be on companies, and how they might use social media to promote themselves, security risks in doing so and how companies might reduce those risks. Also, looking at the customers of these companies and why a company creates a digital identity for the customer and the risks in this process. The purpose of the report is highlighting some of the aspects of what could go wrong and what should be protocol to protect for both companies and customers. Results show throughout this report that risks and threats through social media marketing can be damaging to companies and customers and its always best policy to reduce those risks wherever possible by using specific strategies. The implications of external threats, breaches of internal security and misuse of the Internet have put Internet security high on the agenda of companies. It is also important to know about security and what the key elements are to ensure that a business is and stays secure online.
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Report:

Over the years, the evolution of advertising has undergone several big milestones, as it has had to continually evolve and change to accommodate new platforms and audiences. Most notably, throughout history, it has been much more personalised. The one tool that has had the greatest effect on the history of personalization of ads and advertising is the internet, and its ability to capture billions of user data points. (Quick, 2020)
Companies may promote themselves using their digital identity through social media channels. They may choose to do this by creating a brand, increase sales, and boost website traffic. Social media marketing is the use of social media channels to communicate with the audience. This includes posting content on social media accounts, listening to the customers and engaging them, reviewing certain performances, and running ads on social media. Some of the platforms that companies could use are, Yahoo, Instagram, Facebook, Twitter, LinkedIn, Pinterest, YouTube, and Snapchat which are the main social media sites. 
The best way to attract consumers and provide efficient and effective marketing campaigns that will be sustainable for the growth of the companies in the future is online marketing. It is necessary to remember that marketing is a very pragmatic and very technological approach to getting consumers closer to the brand and building a brand reputation as well as an effect in the eyes of key stakeholders , i.e. consumers, at the same time. It is also important to consider the behavior of the user and how the impact of the customer is influenced by the shift in the strategy of the business. The loyalty of a customer is vital for achieving milestones and targets that are impacted by long-term goals and agendas that are crucial and display a significant understanding of customers' behavioral aspects. (UKEssays, 2018)
To add value to marketing campaigns and advertising advantages, companies like Tesco can use digital marketing with good impact. Although the company has a massive global footprint, Tesco will use the increasing age of the Internet as a platform even more effectively. They can e-market and launch and sell their upcoming goods with a greater and better impact, but they must also look at the digital marketing policies of the rival and evaluate as a tool the pros and cons of e marketing. Global businesses such as ASDA, Sainsbury, and Morrison are Tesco rivals and also have a global footprint as they use digital marketing with huge effect. (UKEssays, 2018)
Today users of social media have reached the 3.8 billion mark, according to a 2020 survey by wearesocial.com. Interesting, considering there are 4.5 billion internet users worldwide. On social media, 80% of customers are more likely to consider ideas from the brands they follow. (marshall, 2020)
As social media helps companies to be more engaging and present a different side of the brand, the reason why companies may turn to promoting themselves on social media is that customers may be more open to the brand message on social media. The content companies publish on these platforms adds to the personality of any brand and helps companies explain the voice of their brand. On social media, instead of only sending targeted marketing posts, they can make real connections with certain followers and consumers. Another advantage of social media marketing is that, depending on the platforms on which a brand is involved, they can strategically target various audiences. It can hit the target market rather than just throwing a marketing message out there for all to see, and work to bring more eligible leads back to the web. On social media, users are searching for recommendations. If we look at the chart Fig 1 below, we can see that the highest percentage of people say that they try new things on friends’ suggestions. This is another reason why social media site are the best channels for companies to use, since family and friends use social media to connect with each other and exchange social media marketing ads for businesses.
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Fig 1
Marketing on social media can be a good way of getting new customers. Social media gives companies the perfect ability to obtain new insights into their customers. They will see what potential customers are interested in and what makes them engage with members and other existing customers on social media. (Smith, 2019)
While social networks can help businesses spread good news quickly, bad news can spread just as rapidly. In addition, if consumers want to vent their frustration at a service or a product, they will use an account on the social network. Managers need to know how to manage this, rapidly and reliably, in those circumstances. In addition, as social media is not so commonly policed, or censored people can say what they want about a business or a business brand, positive or negative. (Waad Assaad, Social Network in marketing (Social Media marketing) Oppertunities and risks, 2011)
An example of risk ramifications to companies on-line would be Tesco. One of the UK's largest retail websites was asked to clarify to the Information Commissioner 's Office (ICO) for suspected weak security practices of its website. The inquiry into Tesco.com follows inquiries by security bloggers who have vented their dismay at what they say are insecure security practices used by the company. It was Troy Hunt who criticised the way Tesco stores clients' passwords on its websites and flagged a variety of other security issues. Tesco has repeatedly said that "robust" is its defense, but Hunt said the problems he presented seem to have been overlooked. (ICO Investigating Tesco Over Security Concerns, 2012) This is what a company called Stay safe on-line had to say.  
“Tesco stores login and password information are allegedly stored and, probably, unencrypted, it emails passwords to people in plain text, instead of sending a link to a secure web page where they can be reset. It also follows bad practices on the secure pages of its website by loading up some components in plain HTTP, not HTTPS”. (Get safe on-line.com, 2020) Which means that it is not secured.
It allows shoppers to shop after logging in without encryption, allowing traffic and, consequently, passwords tied up in cookies to be hijacked. Also, under review is the retailer's password policy. (Get safe on-line.com, 2020) 
So, lets hypothetically look at the threats in more detail to Tesco and how to manage the risks.  

Risk assessment impact on social media for Tesco 

	Threats
	Risk Value = Probability of event x cost of event 
	How to manage risk strategy 
	[bookmark: _Hlk54989608]Specifics of strategy

	Social media having a negative impact on a brand
	0.5 x 500,000
=250.000
	Control
	Training with social media, monitoring social media feeds, 


	Intellectual Property theft
	0.8 x 700,000
=560,000
	Control
	Limit access to senior staff only, use log in id’s

	Confidential information leaks
	0.9 x 800,000
= 720,000
	Mitigate
	Inform customers, compensate, cover costs.

	Legal ramifications
	0.4 x 450,000
= 180,000
	Share Risk
	Third party insurance against risk happening.



Fig 2

The technologies chosen by customers are so embedded into their lives that they have become part of their identity. Digital innovation has allowed companies to gain a broad understanding of digital identity-based customers. An increasingly significant factor to consider is user experience on digital platforms. This allows corporations and companies to provide value to the customer. This strengthens the appeal and retention of customers. With an estimated 20 to 25 billion digitally linked smart devices by 2021, focusing on user experience, there is a lot to benefit. (Soni, 2020)
Companies are now moving toward developing strategies that draw clients and maintain them. The purpose improves service quality and ensures the growth of companies. They need to establish trust with customers. To do so, they must consider both the protection of the identity of the customer and the creation of a smooth operating system. It is important to connect necessary privacy and security measures to both the identity of a client, as well as to allow a good customer experience. This is the digital transformation that has been happening in every company. Safe digital identity integrates with better user experience and drives digital transformation. (Soni, 2020)
Customers' digital identity authentication will help solve the issue of not understanding exactly who you are dealing with. Is the person to whom a company deals with who they say they are? So, the point is to make it as hard for anyone to claim a false identity as possible and verifying a digital identity will give a company the confidence that a customer is who they say they are. It is important for companies to look for a digital identity authentication provider that has regulatory approval with digital techniques that determine a person's identity. Confidence is the fundamental thing. Not only will it be secure and effective for the company, but it will improve the relationship with the end user using the services by providing good digital identity verification technology, so they know it's safe. (Puustinen, 2020)
The company Tesco have their own privacy centre where they are responsible for any personal data that they collect from their customers when shopping on-line. Tesco specify to their customers what personal information they collect, and how and why they collect it. They also explain when and why personal data will be exchanged, how they use cookies and similar technology, and the permissions and options customers have with respect to their personal data. They go on to say that they take very seriously the responsibility of being entrusted with  personal data and are committed to upholding the interests with respect to the use and protection of customers personal data. (Tesco, 2020)
 One of the security risks Tesco faces however, when creating a digital identity for customers is being hacked. To control this Tesco state, they have procedures in place which are as follows.  They apply physical, electronic, and procedural protections in relation to personal data collection, preservation, and disclosure. They protect the security of your information by encrypting it while it is transmitted. To keep this data secure, use device protections including firewalls and data encryption. They give access only to staff and trusted partners who need it to fulfil their responsibilities. Their systems are regularly monitored for possible vulnerabilities and attacks, and penetration tests are carried out to identify ways to further strengthen security. Before exchanging personal data with customers, Tesco demands proof of identity through ID and will show only the last four digits of the number of customer payment cards when verifying an order. (Tesco, 2020) These Specifics of strategy should go some way to minimizing Tesco’s security risks to their customers.





 Summary/Recommendations:


This report would indicate that companies should use the accountability framework self-assessment as a good working practice. Which will allow a company to ascertain the degree to which the company is meeting the ICO's requirements in relation to transparency. So, as discussed in this report a company is not caught out by compliance with protection and digital identity.
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Appendix:


Fig 1 Chart Because of social media I’m more likely to.


Fig 2 Risk assessment impact on social media for Tesco. 
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