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Abstract	Comment by Carlene Campbell: 
Abstract should be the last thing you wrote stating the contribution or the selling point of what you did or your finding.  It shouldn't be written in the tense that you are going to do it but rather that you have done it. This is more part of the introduction.
The following report will display cybersecurity measures and polices to mitigate internal and external attacks and threats on a network. The author will also refer to the Information Technology Infrastructure Library or more commonly referred to as ITIL, for additional insight into the implementation process. 

Introduction
This report will recommend IT security polices that covers areas within the CoffeeCapulus (client) network. This includes the clients online and offline resources, the report will focus on the following areas:
1. What is Bring Your Own Technology (BYOT) and its advantages and disadvantages to an organisation? 
2. BYOT Evaluation for CoffeeCapulus.
3. Security Policy
4. Packet Tracer Diagram 
5. Report Conclusion

Background 
Technology is never static, with technology continuing to advance the need for a more tailored style of cyber security has never been greater. With cybercrime on the rise many businesses big and small are taking a reactive approach to cybercrime instead of a proactive approach. According to Her Majesty’s UK Government, a recent survey has found “Almost half of businesses (46%) and a quarter of charities (16%) report having cyber security breaches or attacks in the last twelve months” [1]. With technology more accessible to customers in the form of mobile phones, portable computers etc. it has become increasingly difficult for both the private and public sector institutions to develop liable IT security polices which also allow external users to have access to a network, this includes the clients own network. This leaves the clients network a potential target for attack. This could have both technical and financial repercussions. 

The clients main base of operations is in the Commonwealth of Jamaica. Her Majesty’s Jamaican Government in 2015 passed The Cybercrimes Act which replaced the previous Act which was given royal assent in 2010. The reviewed act laid out of sections:
1. Interpretation
2. Offences
3. Investigation
This is an example of how technology is changing not just around the Commonwealth Realms but on a global level [2]. 
The client currently uses a cloud-based model to provide its technical based services. The client has highlighted that 95% of its network is wireless based.

What is Bring Your Own Technology (BYOT) and its advantages and disadvantages to an organisation? 
According to citrix.com Bring Your Own Technology or BYOT “is the evolving trend of employees using their personal devices for work purposes” [3]. 
Taking this into consideration it is important to understand the benefits BYOT will bring to the client’s organisation. Some of these benefits include reductions in costs. The client could potentially save capital in the following areas: software licence costs, hardware costs and reduction in business device insurance. The money saved can then go to the senior leadership team for redistribution across the organisation. In addition to cost, BYOT can also bring several other benefits such as employee satisfaction. Using a device that an employee is familiar with will “improve the productivity of both the IT staff-newly freed from some support tasks- and colleagues who should require less technical training if they use the same machines at and at work” [4] and the ability to implement a flexible working policy. In addition, the client would be able to implement a virtual desktop solution where an employee’s workspace can be accessed virtually across several different platforms
Although there are several advantages to the client there are, however, several disadvantages that need to be taken into consideration.
 Firstly, security. Usually an organisation such as the clients would use devices purchased and managed by the client’s IT team. Following the clients change and problem management structures mandated by the ISO20000 standards implementing software updates or antivirus software would be simple, however, BYOT removes this simplicity as such changes will only be allowed to be implemented during office hours as the personal hardware belongs to the employee and employees consent must be obtained.   	Comment by Carlene Campbell: 
Is that correct?
Secondly, hardware. There will be a possibility that some individuals at may use the most up to date hardware and some who are using ten-year-old hardware. Although the financial benefits are extremely attractive to the clients, there is a potential for more specialised technical support depending on the operating systems of the employee’s personal computer, laptop etc. 
Finally, data management. If an employee leaves the clients employment, it will be vital for the client to retrieve and remove all data relating to the company from the individual’s personal device. Although, in statement this seem simplistic the client must ensure personal privacy laws and The Data Protection Act 2018 are followed to ensure their organisation is immune from legal action. 

BYOT Evaluation for CoffeeCapulus.
Upon review the advantages of implementing the BYOT framework, outweigh the disadvantages. 
Firstly, the client will save capital by its employees brining their own devices into the workplace. This saved capital can then be reinvested in other areas within the organisation. 
Secondly, implementation of a virtual desktop or environment. Instead of the client having to purchase a high number of software licences a single virtual desktop / environment can be implemented to allow its employees to have access to the relevant apps virtually
To continue, employee satisfaction. The client’s employees will have the ability to use technology they are comfortable with, which alleviates pressure from the IT Support team.   
Finally, the ability to implement a flexible working policy. Such a policy will allow employees to work form home or from another office etc. with ease as the ability to access the client’s data will improve with the use of a virtual desktop / environment. 

There are disadvantages as suggested above, however, such disadvantages can be resolved by implementing a number of operational support polices mandated by the client’s IT Service Management Team.   
Firstly, software and technical support. The second- and third-line support teams will need manage the type of devices used throughout the client’s organisation. A recommended way of managing this is by publishing a minimum requirements document. This will outline what the clients deem an acceptable device, for example; a device that is running a minimum operating system of Windows 10 or MacOS Big Sur. 
Secondly, the implementation of a software management tool. Such an implementation will have the ability to monitor what work-based data is being viewed or amended and having the ability to audit who and where the data is being amended. 
Finally, implementation of data protection policies. Such polices could include implementing a syntax on the work environment which removes the ability to copy the client’s data from the virtual or professional environment to unregistered software or hardware such as an external hard-drives or personal email accounts.  
In conclusion, taking the advantages and disadvantages into account, the recommendation would be to implement the BYOT framework into the client’s organisation. The disadvantages can overcome by implementing third-party or inhouse monitoring solutions.

Security Policy

Antivirus
Antivirus is a program which has been designed to protect a computer, network etc. from attack. Antivirus’ main purpose is to search, locate and remove viruses, trojans and worms from a client’s machine. There many advantages for an employee to have ant virus installed. Please refer to Appendix One for full Antivirus policy.  

Device Hardening
Device hardening is the process taken in reducing vulnerabilities in relation to security on a network or device. 
Use appropriate technology advised by IT professionals. For example, update date IT infrastructure when advised by the vendor or supplier. There could be several reasons for this for example; technological change, operating system change or legal changes. Another example; web browsers such as Google Chrome which are updated automatically, and the latest updates are applied. 
Remove unnecessary programs and services such as FTP, Telnet and Rlogin [5]. Cryptomathic has advised that “If a program is classed as non-essential for the company, it shouldn’t be allowed because hackers might take advantage by backdoors and security holes”. [5]

Flexible Working with the use of a Virtual Private Network (VPN)
When working outside of the office the use of a private network will be required. The use of a VPN will minimise the potential of corporate data being stolen by cyber criminals. 
The use of a VPN will allow the employee to access corporate data with ease and with enhanced security.  

Password Protection
A Password is “a series of letters, numbers, etc. that you must type into a computer or computer system in order to be able to use it”. [6]
Where possible use a multi-factor authentication system. For example, to gain access to the clients network the employee will login using their credentials and then need to type in an activation code which is sent by a text message. 
Where possible reduce the reliance on passwords. According to the National Cyber Security Agency “A good way to minimise password burden is to only implement passwords when they really needed and suitable... technical solutions such as single sign-on can also reduce to burden of staff”. [7] Please refer to Appendix Two for full password policy. 

Firewall 
A firewall is a security feature that protects a network against external and internal sources and their data packets going to and from. A firewall follows a set of rules dictated by the network owner. A firewall is put in place to operate in accordance with the network.  Please refer to Appendix Three for full Firewall policy.

Packet Tracer Diagram 
The packet tracer diagram provided depicts a network which allows wireless external devices to connect to an Access Point. The access point is linked to a switch that’s password protected. This means staff will be required to input the correct password to have the ability to use the network. The router that is also connected depicted below is also password protected meaning core service teams will need the correct password to make the relevant changes to the router. 
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Please refer to appendix four for additional information. 

Report Conclusion
In conclusion, the client implementing BYOT will be positive for business growth and satisfaction. The client will save capital by its employees brining their own devices into the workplace. BYOT, along with its finical advantages allows employees to implement a more flexible approach to work, allowing employees to work from home or where they feel comfortable. Such a framework will allow the client to tailor business processes to meet the needs of their stakeholders and have the ability to have a more agile way of working. 
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Appendix One. 

· All hardware that connects to the network must contain a fully licenced antivirus.
· All antivirus must have the ability to:
1. Block fraud
2. Block phishing activity 
3. Have preventative measures to stop identity theft
· All antivirus must have the ability to advise employees of potentially harmful links. 
· All antivirus must go through testing following its cybersecurity framework set out by the cyber security and testing teams. 


· 
Appendix Two. 

· Minimum password length. This dictate the minimum characters allowed for a password to become legitimate. The Client’s network will follow Microsoft’s best practice and set a minimum password length of eight characters. [8]
· Maximum Password Age. This dictates the maximum age a password can be used for. An employee must change their password every 90 days. 
· Password requirements. The employee’s password must contain at characters from the following categories:
1. Uppercase letters
2. Lowercase letters 
3. Digits between 1 and 9
4. Symbols (-_@#~+= {} [] ><?) 
· Password encryption. Any reference to storing, saving or using reversible encryption to the be disabled. Reversible encryption can support application that require user authentication, however, as such encryption can be reversed it makes the employees password and account information vulnerable to attack. 

Appendix Three. 
· Privilege Policy
· All employee hardware must be up to-date with the latest organisation policy, the organisational policy decides what class as acceptable and unacceptable traffic throughout the network.
· Firewalls are to use address sets.
· Predefined set of address in a single defined policy. 
·   User Log
· Ensure the firewall has the ability to audit activity on the network. This will assist in troubleshooting and diagnosing activities. 
· Record both log on and log off information to help assist with investigations. 
· Synchronisation of router clocks
· Network Time Protocols will ensure the router is logging and telling the time correctly.
· Network Time Protocols will ensure any troubleshooting exercise are timestamped with the correct time. 
· Core Service Checks
· Log onto Firewall administration and check for errors logged by the firewall administration tool.
· Investigate any Service calls logged with local IT.
· Check for slowness, if such slowness is detected log a problem record and associate with the relevant core service teams and relevant problem technicians. Follow problem process according the service operation procedures dictated by ITIL. 

Appendix Four. 
Passwords have been implanted on the Packet Tracer file. Please find the relevant details have been listed below: 
· Access Point.
· SSID: 	CoffeeCap
· Password: 2019022164
· Router.
· Password: CoffeeCap198cc!
· Switch.
· Password: 1231980291







	

	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]The key concepts discussed. More reference citation could be used. You could consider other credible sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the overall assignment. You have used the IEEE report format. (Grade mark: 70.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Discussions of most areas were done.  The packet Tracer diagram explained.  It would be good to inter-relate your discussions with the given case study.  Conclusion should summarised your key areas of the report and conclude with the relation to case study. It would be nice to include future work. (Grade mark: 70.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]28

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A basic design with login and security encrypted passwords on devices. (Grade mark: 70.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]14

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]There are some minor errors and you could format align work.  Otherwise flow and written well. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]70%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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