Mock scenario-based Questions

Please read and answer the following scenario-based questions – 60 mins 
Scenario:
In the management organisation, a data science team trains an AI model using customer data without verifying whether consent was given. Furthermore, the deeper investigation reveals that an attacker has accessed sensitive data when customers’ profiles are verified during the auditing and financial transaction. Some files have been exfiltrated, and you don’t know how far the breach has spread.
Questions:
1. How should your team determine the extent of the breach and affected data?
The digital forensics team needs to analyse access and authentication logs specifically on the compromised verification systems. Cross-referencing this with network traffic and Data Loss Prevention (DLP) alerts will show exactly which files were exfiltrated and if the attacker moved laterally to other systems.

2. What immediate actions should be taken to revoke unauthorized access and secure resources used in the organization?
Containment comes first: isolate the affected auditing systems from the rest of the network to stop the bleeding. Immediately after, revoke compromised accounts, force password resets, rotate connected API keys, and block the attacker's IP addresses at the firewall.

3. Which governance and privacy principles are violated?
Lawfulness and Consent: Training AI on customer data without permission.
Purpose Limitation: Using data collected for auditing/verification for a completely different purpose (AI training).
Confidentiality and Integrity: Failing to secure sensitive financial data against an external attacker.

4. How should data be reviewed before use in AI systems?
Datasets must pass through a privacy gateway to mathematically or systematically verify explicit user opt-in. Before training begins, all Personally Identifiable Information (PII) must be stripped or anonymized, and a formal Data Privacy Impact Assessment (DPIA) should be approved.

5. What role should a Data Protection Officer (DPO) play?
The DPO must lead the incident disclosure process, notifying regulators (often within strict windows for GDPR) and drafting the communication for affected customers. They should also formally halt the AI project until compliance is proven.

Scenario: 
An employee from the marketing department gains access to a customer financial dataset stored in the analytics platform. The employee claims they needed it for a campaign analysis. This employee, motivated by personal gain, decides to leak sensitive company financial information. Leveraging their extensive access privileges, they intentionally expose company credentials on the internet.  As a result, a customer discovers the exposed credentials and emails the CISO to notify them of the security breach. 

Questions:
1. What steps should be taken to change the company credentials and secure them?
Force an immediate, global reset of the exposed credentials and terminate any active sessions tied to them. Moving forward, transition all company credentials into an encrypted Privileged Access Management (PAM) vault so employees can't view plaintext passwords.

2. What procedures can be put in place to prevent insider threats like this in the future?
Enforce the Principle of Least Privilege (PoLP) to restrict access to strictly necessary tools. Combine this with User Behaviour Analytics (UEBA) to flag unusual activity (like marketing downloading financial data) and DLP controls to block unauthorized data transfers.

3. Are there policies and training programs in place to address insider threats and the handling of sensitive data?
Based on this incident, current policies are either missing or ineffective. The organization needs to aggressively enforce an Acceptable Use Policy and Data Classification rules, backed by mandatory training that clearly outlines the legal and professional consequences of data theft.

4. What data governance principle has been violated, and what long-term governance policy should be implemented?
The principle of Confidentiality (specifically the "need-to-know" rule) was breached. The long-term fix is adopting a Zero Trust Architecture, which assumes threats exist both inside and outside the network and continuously verifies every access request.

5. How could role-based access control (RBAC) prevent this?
RBAC strictly ties system permissions to an employee's job function rather than the individual. Under RBAC, a "Marketing" role simply would not have the read permissions required to access financial databases, automatically blocking the employee's attempt.







