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Abstract – The author discusses how information security is a complex field that involves balancing the need to protect data and information systems from unauthorized access and use with the need to ensure that authorized users have access to the information they need when they need it. This requires careful planning and the use of appropriate technologies and policies to ensure that only authorized users have access to sensitive information, while also making sure that this information is available when it is needed. Additionally, the constantly evolving nature of security threats requires organizations to constantly update and adapt their security policies and practices to stay ahead of potential threats. Information security also involves managing and protecting sensitive information from various sources, including internal employees, external vendors, partners, and the public. This requires organizations to have clear policies and procedures in place for managing access to sensitive information, as well as for handling incidents where this information may be compromised. Furthermore, there are often legal and ethical considerations involved in information security, such as the need to comply with various laws and regulations related to data protection and privacy, as well as ethical standards for handling sensitive information. Ultimately, managing information security requires a developed understanding of these complexities and the ability to effectively implement policies and practices to address them.


INTRODUCTION

Descriptor of Information Security and a Brief Outline of Implementation

    Information security has been defined as “The protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide; Integrity, Confidentiality, Availability and Authentication” [1]. When designing security policies and frameworks, the AIC triad model (Availability, Integrity, and Confidentiality) [2] can be adopted. This model is a widely used framework for understanding and addressing the key challenges of information security. By focusing on the three key aspects of data and information protection, organizations can ensure that their systems and data are protected from unauthorized access, use, disclosure, disruption, modification, or destruction. [2], [3]. Availability refers to the ability of authorized users to access data and information systems when they need it, in a timely and reliable manner [3]. This is critical to ensuring important information is available when needed, and authorized users can access it without delay or disruption [2], [3]. Data Integrity ensures the client with the certainty that the data hasn’t be tampered with or degraded during or following submission; it is a certainty that the data has not been subject to any unauthorized modification, whether it be accidental or with malice, therefore, it can be trusted [3]. This is relevant to ensuring the accuracy and reliability of information, as well as protecting against unauthorized modifications that could compromise the security of the system. Confidentiality can be described as the protection of sensitive information from unauthorized access or disclosure. It involves ensuring that only authorized users have access to specific assets, and that unauthorized users are actively prevented from obtaining access. It is crucial to ensuring sensitive information is protected and mitigates the risk of unauthorized use or disclosure [2], [3]. Overall, the AIC triad model will provide a useful framework for understanding the key challenges and considerations involved in information security and can be used as a basis for development and implementation of effective security practices and policies [2], [3].

IDENTIFYING ETHICAL, LEGAL, AND PROFESSIONAL ISSUES WHEN IMPLEMENTING INFORMATION SECURITY.

A. Differences between the terms

    Security specialists must adhere and perform to certain level of legal, ethical, and professional conduct in their work. As explained by Workman, laws are a series of rules that are enforceable to protect the best interest of both the company and the user, whereas ethics are described as what the company or end user may deem to be considered socially acceptable behaviour and cannot be enforced by government agencies [4]. However, Workman suggests that Ethical conduct and what society considered to be socially acceptable play a role in the design of legislation [4]. Professional issues are described by Lawrence as a series of regulatory practices that should be followed whilst working for a company, this again can’t be enforced by the law, however, if you fail to comply accordingly could lead to sanctions and civil law proceedings [5]. Assuming a company or organization intends to conduct business on an international level, they must consider that the laws and regulatory practices required to be followed may change within the jurisdiction of each area they intend to operate in. Another consideration to be accounted for would be that ethical matters may alter based on a variation of factors. Failure to comply to the standards outlined could lead to irreparable damage to the company reputation.

B. Descriptor of Good Practice When Implementing Information Security.

    Implementing effective information security measures is essential for protecting sensitive data and information systems. This requires balancing the goals of availability, integrity, and confidentiality [2, 3]. Security technologies such as firewalls, access controls, and VPNs can be used to restrict access and prevent unauthorized modifications [6]. Good security practices involve following industry standards and regulations and implementing robust policies and procedures for managing access to sensitive data and information systems [6]. This can include strong authentication and authorization protocols, regular monitoring and review of access logs, regular security audits and assessments, and training and awareness programs for employees and stakeholders. By following good security practices and implementing appropriate security technologies, organizations can avoid legal, ethical, and professional issues and ensure the security and reliability of their information and information systems, protecting the organization's reputation and the privacy and security of stakeholders. Further information on these security technologies can be found in Appendix A.

C. Descriptor of Governance

    Mark Bevir loosely defines governance as a term used to describe the control of a process used by a group or an organization to accomplish tasks, representing a strategic means of control used by a company or organizations senior management [7]. It is critical for senior management to implement plans and put policies in place that will allow them to strategize for operation within the confines of the AIC triad [2]. This can include the development and implementation of policies, procedures, and standards to support governance, including the use of appropriate technologies and tools. As an example, an organization or company may use governance to develop and implement policies and standards that apply to data classification, access control, and incident response. This governance can be further utilized to a greater level, where it is also used to select technologies and tools such as firewalls, intrusion detection systems, and encryption to support the previously mentioned policies and standards. By giving credibility and authenticity to these policies, procedures and standards, senior management can help to maintain its information security posture. Ultimately, an effective governance can ensure organizations protect their information assets, maintain their information security posture, and comply with relevant laws, regulations, and standards [8].

D. Descriptor of Policies

    Policies are a crucial element of information security, as they provide a set of rules and guidelines for employees to follow to protect an organization’s data assets [9]. When implemented correctly, policies serve as the foundation for all information security planning, design, and deployment [9]. These policies, which are typically established by senior management, act as a form of legislative conduct that defines acceptable and unacceptable behaviours, providing a sense of order and control within the organization or company. If an employee fails to comply to the policies outlined by a company or organization this may likely not result in any form of criminal prosecution. However, assuming they have broken one or several policies outlined, they may be subjected to penalties which can be later appealed. When documenting policies, consideration must be given to the way that they are formalized in such a way that may be held up within a court of law, doing otherwise can be considered a dangerous act as employees are less likely to uphold a standard that can’t be enforced, therefore offering little deterrent, if any at all [10]. Policies should be designed and implemented in a way that adheres to the law [10]; if a policy is considered unlawful it is likely to be considered as unethical and enforcing such policies would be a criminal offense with serious consequences. Policies must and should be correctly administered through documentation, this allows senior management to protect the organization’s information assets and maintain its information security posture whilst also mitigating any significant risk of liability charge exposure [11].

E. Regulatory Compliance Management

    Compliance refers to an organization or company’s duty to assent to specific regulations, set rules and policies that they may be subjected to by law. The relevant legislation can be enforced by a relevant regulatory body to ensure a business is following the codes, standards and guidelines that are required of them. Internally, this process may refer to the practices an organization or company puts in place to ensure they are complying with the law [12].  Many of the requirements that must be affecting the behaviour of both the individuals and organization, or company are decided by people rather than other organizations or company’s [13]. Although, there are cultural elements, incentives, objectives, systems, and structures that can directly affect the decisions made by the people who work in them [13]. Failure to comply to regulations outlined by an organization in the location(s) that the company or organization decides to operate may lead to financial penalties, irreparable damage to their reputation or revenue, and potential civil or criminal lawsuits that could end with imprisonment causing further damage to the reputation [14]. The success of Regulatory Compliance Management can be attributed to the three lines of defence in an organization or company. The three lines of defence can be seen briefly illustrated in [15, Fig 1.].

Fig 1. Three Lines of Defence

F. Descriptor of Risk Management

    Information security risk management has been defined by Security Scorecard as a set of policies, procedures, and technologies a company may implement in their strategy to mitigate threats from malicious actors and to minimize information vulnerabilities that would otherwise negatively impact the availability, confidentiality, and integrity of data [16]. It is suggested by Ofcom’s practices and reports that a company or organization should identify, evaluate, manage, and report on risks, vulnerabilities and other security concerns that may present themselves to provide an opportunity to return to such documentation for the purpose of learning how to combat future breaches and mitigate the risk of repeat attacks through implementation of controls [17]. Within the aforementioned reports, Ofcom notes that to effectively conduct risk management and adhere to responsibilities that may hinder objectives, there are 4 primary processes that are to be followed:

1. Establish the context for risk-related activities.

2. Assessing risk to information assets from threats exploiting vulnerabilities.

3. Deciding on risk treatment methods.

4. Identifying and implementing mitigating controls for risks that will be treated.
[17].
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G. Overview of Data Protection in the United Kingdom

    The 2018 Data Protection Act is the latest legislation governing data protection in the United Kingdom [18]. This act is the UK’s implementation of the European Union’s General Data Protection Regulation (GDPR) [19]. The act outlines the rules and regulations that organizations and companies must follow to ensure the safety and privacy of their customers and employee’s data [18]. The act also grants individuals greater control over their own data, including the right to request the deletion or transfer of their data [19]. One of the primary goals of the act being to update and modernize data protection laws in the United Kingdom, which have become increasingly necessary as the volume of data being processed across the nation continues to grow [20]. This update is also necessary to ensure that the United Kingdoms data protection framework is comprehensive and able to keep pace with the rapidly changing digital landscape that is showing no signs of slowing down [20]. In additional to providing updated and comprehensive data protection laws, the act also aims to deter organizations and companies from violating these laws by imposing stronger sanctions for non-compliance [21]. These sanctions can include fines and other penalties, such as revoking the right to send data to 3rd parties outside of the U.K. [21]. It is critical for an organization or company to be aware of the standards set by the Data Protection Act, as they will apply not only in the United Kingdom but also in every European Union member state they choose to operate within. The Information Commissioner’s Office (ICO) is responsible for enforcing the data protection laws outlined in the 2018 Data Protection Act [18], [20], [21]. The 2018 Data Protection Act does maintain certain exemptions from the original Data Protection Act that the UK government believes have been successful in allowing UK organizations and businesses to thrive, in fields such as financial and legal services, journalism, and research [22]. By keeping these exemptions, the government hopes to maintain the United Kingdoms position as a significant player in these industries in a post-Brexit world [23].

IDENTIFYING KEY INDIVIDUALS, THEIR ROLES, AND THEIR RESPONSIBILITIES.

    As highlighted in the Descriptor of Governance, it is crucial for organizations to identify key individuals, their roles, and their responsibilities in the context of information security practices to ensure the success of relevant security measures. The actions and decisions of these individuals can greatly impact the effectiveness of an organization's security policies and procedures. For instance, the security officer plays a crucial role in implementing and managing security policies, while the chief information officer is responsible for overseeing the overall effectiveness of the organization's security measures. By clearly defining the roles and responsibilities of these individuals, organizations can ensure that all necessary measures are in place to protect their information and systems from potential threats. Additionally, having a clear understanding of the responsibilities of each role within the company or organization can allow for effective communication and coordination, which aids in preventing gaps in coverage and potential vulnerabilities. Determinately, the identification of key individuals and their roles in the context of information security practices is essential for the effective management and protection of an organization's valuable information assets. Descriptors of relevant roles in relation to information security with detailed responsibilities can be seen outlined below, see Appendix B for additional roles, responsibilities, and a proposed hierarchical organization of these roles.

A. Chief Information Security Officer (CISO)

    The CISO is responsible for the oversight of the company’s overall strategy and implementation of security efforts. This includes developing and implementing policies, procedures, and technologies to protect against cyber threats and vulnerabilities, as well as coordinating with other departments and stakeholders to ensure that security is integrated into all aspects of the business [24]. This can include conducting regular risk assessments and audits, as well as the implementation of appropriate training and education programs for employees [24]. By taking a proactive approach to information security, the CISO can help mitigate the risk of data breaches and other cyber incidents that could cause irreparable harm to either the company or its customers [24]. Finally, CISOs must adapt to maintain the pace of the ever-changing cyber threat landscape whilst constantly learning on the job to ensure a competitive placement in the industry; this role is required to learn new skills and technologies, consistently [24].

B. Security Operations Centre Manager (SOCM)

    The responsibility of the SOCM is to ensure the protection of the company or organizations network against potential security threats [25]. This individual reports to the CISO. Their role involves overseeing the work of a team of security analysts who use various tools and technologies to monitor the network and identify potential threats [25]. The SOCM is also responsible for coordinating responses to any threats or vulnerabilities that are detected, working closely with other teams and departments within the company or organization, as well as external stakeholders such as law enforcement agencies [26]. Additionally, SOC-Managers may also be responsible for the development and implementation of new security policies and procedures, conducting regular risk assessments, and finally, providing training and education to employees on information security best practices [25-26]. Effectively managing the SOC can help prevent costly incidents and protect the company or organizations data systems [26].

C. Security Analyst

    The individuals that fill this role are responsible for monitoring the company or organizations network for potential security threats and vulnerabilities before taking action to prevent or mitigate them [27]. The responsibilities of this role may include analysing security logs, monitoring for suspicious activity, and conducting investigations to identify root cause of security incidents [27]. 

D. The Risk Management Specialist

    This individual is responsible for assessing and identifying the risks associated with the company or organizations data assets before development and implementation of strategies they believe can mitigate the risks [28]. This role can include the responsibility of risk assessments, implementing security controls, and the development of contingency plans to ensure that the company or organization is prepared to handle any potential security incidents that may occur [28]. In addition to these responsibilities, the Risk Management Specialist may be responsible for monitoring the company or organizations compliance with relevant laws and regulations, such as the GDPR and any adaptations made to the Data Protection Act [28]. Finally, this individual is responsible for staying up to date with the latest developments and changes in the field of information security and risk management, incorporating these new-found developments and changes into the company or organizations strategies and policies [28].



E. Compliance Specialist

    The Compliance specialist is a crucial member of an organization or company’s security team. In addition to ensuring compliance with all relevant laws, regulations, and standards, this individual may also be involved in the implementation and maintenance of data security systems and technologies. This role may carry the responsibility of tasks including but not limited to, the configuration of firewalls, implementation of access controls, and the monitoring of network activity for security threats and vulnerabilities. The compliance specialist will also work closely with other members of the data security team, as well as with other departments within the organization or company. A few of the lesser-known activities carried out by this specialist include conducting regular security awareness training for employees, the implementation of robust incident response plans, and providing ongoing support and guidance to ensure that all employees understand their role in protecting an organization or companies private and sensitive data. Overall, by fulfilling this role, the compliance specialist helps the company to maintain a high level of compliance and avoid potential legal and regulatory issues.

RECOMMENDED POLICIES FOR COMPLIANCE WITH LEGAL AND REGULATORY STANDARDS WHEN IMPLEMENTING INFORMATION SECURITY.

    Policies are the most important element of a cyber security strategy. By implementation of effective policies, SwanTech can ensure that they are compliant with legal and regulatory standards and are better equipped to protect against security breaches and incidents. The following section of this paper will explore the key policies that the company should consider implementing to enhance their cyber security posture, including access control policies, incident response policies, and data protection policies. These policies are essential components of a comprehensive information security strategy and can help the company to protect against unauthorized access, manage security incidents, and safeguard sensitive data. Additional policy recommendations with relevant links can be found in Appendix C.

A. Access Control Policy.

    Access control policies are an essential component of a company or organizations information security strategy. This policy specifies the guidelines for those that are allowed to access specific resources within the company or organization's information systems [29]. By implementing an access control policy, organizations can ensure that only authorized individuals are able to access the information and systems that they need to perform their roles duties, while preventing unauthorized access that could potentially lead to security breaches or other incidents [29]. By carefully managing access to sensitive data and systems, organizations can effectively protect against unauthorized access and maintain the confidentiality, integrity, and availability of their information assets [2-4], [29].

B. Incident Response Policy.

    The incident response policy outlines a set of rules and procedures that a company or organization should follow when responding to a security breach or incident [30]. These policies typically outline the steps that should be taken to contain and mitigate the effects of an incident, as well as the roles and responsibilities of different individuals and teams within the company or organization [30]. By having a well-defined incident response policy in place, SwanTech can ensure that they are prepared to handle security incidents in a timely and effective manner [30]. This can help to minimize the impact of an incident on the company or organization, its customers, and its reputation [30]. Incident response policies are often closely related to access control policies, as they both play important roles in a company or organization's overall information security strategy. Access control policies help to prevent unauthorized access to sensitive data and systems [29], while incident response policies outline the steps required to be taken if such access does occur [30].

C. Data Protection Policy.

    This outlines a set of guidelines and procedures that the organization will put in place to ensure the secure handling of sensitive and personal data [31]. In this context, the data protection policy can be considered an essential and critical component to the success of the company’s overall security strategy. It provides the company with a framework for safeguarding personal data and reducing the risk of data breaches, which can result in financial losses, reputational damage, and legal liabilities [31]. There are several reasons to implement a data protection policy. First and foremost, data protection policies aid in protecting the privacy of individuals by ensuring that personal data is collected, used, and shared in accordance with relevant laws and regulations. For example, in many countries, organizations are required to comply with data protection laws such as the General Data Protection Regulation (GDPR) [9], which sets strict rules for the handling of personal data. Another important reason to implement a data protection policy is to prevent data breaches and unauthorized access to sensitive data. By establishing clear rules and procedures for the handling of personal data, SwanTech can reduce the risk of data breaches and protect against the financial and reputational damage that can result from such incidents [21]. This is particularly important in the current landscape, where data breaches are becoming increasingly common and sophisticated [20]. Additionally, implementing a data protection policy can help organizations to avoid legal liabilities and penalties. In many countries, organizations that fail to comply with data protection laws can be subject to fines and other penalties, which can cause long-term irreparable damage [8], [21], [31]. By implementing a data protection policy, SwanTech further exemplifies their commitment to compliance whilst avoiding the potential legal and financial consequences of non-compliance [31].

D. Password Policy.
    This should outline a strict set of rules and guidelines that the company intends to enforce to ensure the secure use of passwords by its employees, contractors, and other users [32]. It outlines the requirements for the creation of strong and secure passwords, as well as the rules and procedures for managing and storing said passwords effectively [32]. Implementation of a password policy will allow the company to be confident that their employees and other users are using strong, secure passwords to protect their accounts and the company’s information assets. Prevention of unauthorized access to sensitive data and systems reduces the risk of security breaches and other incidents [32]. The password policy should include the elements outlined in Appendix D. Through implementation of a password policy, SwanTech can ensure that their employees and other users are using strong, secure passwords to protect their accounts and the company’s data assets. This can help to prevent unauthorized access to sensitive data, systems, and reduce the risk of security breaches and other incidents [32]. 

E. Acceptable Use Policy.

The acceptable use policy outlines the rules and guidelines for the appropriate use of SwanTech’s information systems and networks [33]. This policy is designed to ensure that employees and other users understand their responsibilities and obligations when it comes to using the company's information technology (IT) resources [33]. By implementing an acceptable use policy, the company can further protect against the misuse of their IT resources, which can potentially lead to security breaches, legal liabilities, and other incidents [33]. The acceptable use policy should include the elements outlined in Appendix E. Through implementation of an acceptable use policy, the company can ensure that their employees and other users understand their responsibilities and obligations when it comes to using the company's information technology (IT) resources. This assists in protecting against the misuse of IT resources, which can potentially lead to security breaches, legal liabilities, and other incidents [33].

F. Physical Security Policy.

    The physical security policy outlines the rules and guidelines for the protection of the company’s physical assets, such as buildings, equipment, and data centres [34]. This policy is designed to ensure that the company's physical assets are protected against unauthorized access, theft, damage, and other incidents that could potentially lead to security breaches or other losses [34]. By implementing a physical security policy, organizations can ensure that their physical assets are properly protected, and that employees and other users are aware of their responsibilities when it comes to physical security [34]. The physical security policy should include the elements outlined in Appendix F. Through implementation of a physical security policy, SwanTech can ensure that their physical assets are properly protected, and that employees and other users are aware of their responsibilities when it comes to physical security. This can help to prevent unauthorized access, theft, damage, and other incidents that could potentially lead to security breaches or other losses.

HOW CERTAIN SOLUTIONS CAN BE IMPLEMENTED INLINE WITH RECOMMENDED POLICIES.

A. Virtual Private Network (VPN)
    To effectively implement the use of VPNs in line with the policies recommended, SwanTech should consider the following steps in line with the guidelines given by NCSC [35]: 
1. Develop an access control policy that outlines the guidelines for who is allowed to access specific resources within the company's information systems and specify that the use of VPNs is required for remote access to these resources. 
2. Include the use of VPNs as part of the company's incident response policy.
3.  Develop a data protection policy that outlines the guidelines and procedures for securing sensitive and personal data and specify that the use of VPNs is required for the transmission of this data. 
Implementing effective policies that include the use of VPNs can help SwanTech to comply with legal and regulatory standards and enhance its cyber security posture. By carefully managing access to sensitive data and systems, responding to security incidents in a timely and effective manner, and protecting personal data, SwanTech can help to protect against unauthorized access and safeguard its customers' personal data [35].

B. Firewall

    To effectively implement the use of firewalls in line with the policies recommended, SwanTech could consider the following steps:
1. Develop an access control policy that outlines the guidelines for who is allowed to access specific resources within the company's information systems and specify that the use of firewalls is required to secure and protect these resources.
2.  Include the use of firewalls as part of the company's incident response policy. 
3. Develop a data protection policy that outlines the guidelines and procedures for securing sensitive and personal data and specify that the use of firewalls is required for the protection of this data. 

Successful implementation of effective policies that include the use of firewalls can help SwanTech to comply with legal and regulatory standards and enhance its cyber security posture [36]. By carefully managing access to sensitive data and systems, responding to security incidents in a timely and effective manner, and protecting personal data, SwanTech can help to protect against unauthorized access and safeguard its customers' personal data [36].

C. Encryption
    To effectively implement the use of encryption in line with the policies recommended, SwanTech should consider the following steps: 
1. Develop an access control policy that outlines the guidelines for who is allowed to access specific resources within the company's information systems and specify that the use of encryption is required for the protection of these resources. This can help to ensure that only authorized individuals are able to access the information and systems they need, while preventing unauthorized access that could potentially lead to security breaches. 

2. Include the use of encryption as part of the company's incident response policy. This policy should outline the steps that should be taken to contain and mitigate the effects of a security breach or incident, including the use of encryption to secure and protect data in transit. By having a well-defined incident response policy in place, SwanTech can ensure that it is prepared to handle security incidents in a timely and effective manner, which can help to minimize the impact of an incident on the company and its reputation. 

3. Develop a data protection policy that outlines the guidelines and procedures for securing sensitive and personal data and specify that the use of encryption is required for the transmission and storage of this data. This policy should provide a framework for safeguarding personal data and reducing the risk of data breaches, which can result in financial losses, reputational damage, and legal liabilities. By implementing a robust data protection policy that includes the use of encryption, SwanTech can help to ensure that its customers' personal data is protected and secure. 

Implementation of effective policies that include the use of encryption can help SwanTech to comply with legal and regulatory standards and enhance its cyber security posture. By carefully managing access to sensitive data and systems, responding to security incidents in a timely and effective manner, and protecting personal data, SwanTech can help to protect against unauthorized access, maintain the confidentiality, integrity, and availability of its information assets, and safeguard its customers' personal data.

OTHER PROPOSED SOLUTIONS FOR SWANTECH’S INFORMATION SECURITY UNIT 

A. Organization Structure
    A proposed hierarchical structure for SwanTech can be seen below in fig. 2, a more detailed explanation of this hierarchy including roles and responsibilities can be seen within section 3, and Appendix B.

















fig. 2 Proposed Hierarchy Solution for SwanTech

B. Risk Management

    Risk management is the process of identifying, assessing, and controlling potential threats to an organization's assets, objectives, and stakeholders. For SwanTech, a threat intelligence and consultancy company, risk management is particularly relevant given the company's focus on cyber security and its use of online presence to sell its services. By implementing effective risk management strategies, SwanTech can protect itself and its customers from potential threats, ensuring the continued success and stability of the business. A brief overview of the processes involved with Risk Management can be seen depicted in fig. 3. Further information detailing the processes involved can be found in Appendix G.

fig 3. Overview of Risk Management Processes

    SwanTech could additionally utilize a risk matrix to identify and prioritize potential risks, such as cyberattacks and data breaches. This would help the company focus its resources on addressing risks effectively and improve its overall resilience and security. Using a risk matrix could also enhance SwanTech's reputation and credibility with its customers. A proposed risk matrix that will contribute to the success and continuity of SwanTech can be found in Appendix H.
C. Contingency Planning

    Having contingency plans in place is essential for any organization, including SwanTech. This allows the organization to be prepared for potential disruptions or disasters and to respond to these situations quickly and effectively. Having well-defined contingency plans can help SwanTech minimize the impact of disruptions or disasters on the company and its stakeholders, aids in protecting the company's reputation, and can help prevent financial losses. In addition, having contingency plans in place can help SwanTech demonstrate to its customers that the company is prepared for any potential disruptions or disasters and is committed to maintaining the availability and integrity of its services. This can help build trust and confidence in the company, which is important for maintaining and growing its customer base. Overall, having contingency plans in place is an important aspect of effective risk management and business continuity planning for SwanTech, and can help the company proactively address potential disruptions or disasters and protect its customers from their impact. A detailed method demonstrating an effective means of documenting an incident response plan for contingencies including relevant case scenarios can be found in Appendix I.

D. Method of Strategic Planning for Security

    Developing and implementing security policies and standards is important to SwanTech for several reasons. Firstly, it ensures the company's systems and services are adequately protected against potential security threats and vulnerabilities. By defining clear policies and standards for security, SwanTech will establish a consistent and effective approach to managing and mitigating risk. Implementing security policies and standards can also help to improve the company's compliance with relevant laws and regulations. SwanTech may be subject to various legal and regulatory requirements related to security, such as the protection of personal data or the safeguarding of sensitive information. By implementing appropriate policies and standards, SwanTech can demonstrate its commitment to compliance and reduce the risk of fines or other penalties that could be imposed. Additionally, implementing security policies and standards can help to improve the company's reputation and trust among its customers and other stakeholders. SwanTech relies on its online presence and reputation to attract and retain customers, and a breach of security could damage the company's reputation and trust. By implementing robust security policies and standards, SwanTech can reassure its customers that their data and information are safe and secure. Conclusively, developing and implementing security policies and standards is an essential part of SwanTech's business, it will help protect the company's systems and services, improve compliance, and maintain trust and reputation. An effective process for the development and implementation of security policies and standards can be found in Appendix J. 

CONCLUSION
Conclusively, information security is a complex and evolving field that involves balancing the need to protect sensitive data and information systems from unauthorized access and use with the need to ensure that authorized users have access to the information they need when they need it. This requires careful planning and the use of appropriate technologies and policies to ensure that only authorized users have access to sensitive information, while also making sure that this information is available when it is needed. Furthermore, the constantly changing nature of security threats requires organizations to constantly update and adapt their security policies and practices to stay ahead of potential threats. Information security involves managing and protecting sensitive information from various sources, including internal employees, external vendors, partners, and the public. This requires organizations to have clear policies and procedures in place for managing access to sensitive information, as well as for handling incidents where this information may be compromised. There are often legal and ethical considerations involved in information security, such as the need to comply with various laws and regulations related to data protection and privacy, as well as ethical standards for handling sensitive information. Penultimately, managing information security requires a developed understanding of these complexities and the ability to effectively implement policies and practices to address them. By adopting a comprehensive and proactive approach to information security, organizations can protect against unauthorized access, maintain the confidentiality, integrity, and availability of their information assets, and safeguard the privacy of their customers and other stakeholders.






















APPENDIX A
Security Technologies

i. Virtual Private Networks (VPNs)
    A virtual private network (VPN) is a network technology that creates a secure and encrypted connection over a public or shared network, such as the internet. VPNs are often used by organizations to provide remote access to their internal networks and resources, and by individuals to protect their privacy and security when using the internet [35]. VPNs are a useful and versatile technology that can provide security, privacy, access, and performance benefits to organizations and individuals [35]. They are widely used in a range of contexts, including remote access, online privacy, internet censorship, and network performance optimization. There are several key benefits of VPNs, including [35]:
1. Security: VPNs encrypt data transmissions, which makes it difficult for third parties to intercept and read the data. This can protect against cyber-attacks, such as man-in-the-middle attacks and ensure the confidentiality of sensitive information [35]. 
2. Privacy: VPNs can hide a user's internet activity and IP address, which can prevent third parties from tracking and monitoring the user's online activity. This can protect against online surveillance and help ensure the user's privacy [35]. 
3. Access: VPNs can allow users to access restricted or blocked websites and content, by routing their traffic through a VPN server in a different location. This can help users bypass internet censorship and access the internet freely and securely [35]. 
4. Performance: VPNs can improve the performance of certain types of internet applications, by reducing latency and improving network throughput. This can be particularly useful for applications that require high-speed and low-latency connections, such as online gaming and video conferencing [35].





ii. Firewalls

    A firewall is a network security system that controls the incoming and outgoing network traffic based on predetermined security rules [36]. Firewalls are an essential component of network security and are widely used by organizations to protect their networks and resources from unauthorized access and cyber-attacks. They provide a range of security, control, visibility, and scalability benefits, and are an important tool for ensuring the confidentiality, integrity, and availability of an organization's network and data. There are several key benefits of firewalls, including: 

1. Security: Firewalls can block unauthorized access to an organization's network and resources and prevents unauthorized traffic from entering or leaving the network. This can help protect against cyber-attacks, such as malware and ransomware, and prevent sensitive data from being accessed or stolen [36]. 

2. Control: Firewalls can allow the company to control which types of traffic are allowed to enter or leave their network, and which types of traffic are blocked. This assists the company in enforcing their security policies and prevents unauthorized or malicious traffic from entering or leaving their network [36]. 

3. Visibility: Firewalls provide visibility into the network traffic that is entering and leaving the company's network. This can assist the company in monitoring their network for suspicious activity and identify potential security threats or vulnerabilities [36]. 

4. Scalability: Firewalls can be easily scaled to support the changing needs of the company's network. As the company's network grows, additional firewall rules and policies can be added to ensure that the network remains secure and well-controlled [36].

iii. Access Controls

    Access controls are an essential component of security and are widely used by organizations to regulate and manage access to their resources [37]. They provide a range of security, control, and scalability benefits, and are an important tool for ensuring the confidentiality, integrity, and availability of an organization's resources [37]. Access controls can be implemented in various ways, depending on the specific requirements and characteristics of the resource and the organization [37]. By carefully designing and implementing access controls, organizations can ensure that their resources are adequately protected, and that access to those resources is appropriately regulated and managed [37]. Methods of implementation of Access Controls could include the following:
1. User authentication: This involves verifying the identity of a user before allowing them to access a resource. This can be done using various methods, such as password-based authentication, two-factor authentication, or biometric authentication [37]. 

2. Role-based access control: This involves granting access to a resource based on a user's role or position within an organization. Different roles may have different levels of access to the resource and may be allowed to perform different actions on the resource [37]. 

3. Location-based access control: This involves granting access to a resource based on the location of the user or the resource. For example, a user may only be allowed to access a resource from a specific network or location [37]. 

4. Time-based access control: This involves granting access to a resource based on the time of day or the day of the week. For example, a user may only be allowed to access a resource during specific hours or on specific days [37].















































APPENDIX B

Proposition for the organizational hierarchy within SwanTech can be seen in fig. 4. This appendix includes further explanations of the relevant roles, responsibilities, and chain of command.
fig. 4. Proposed Hierarchy Solution for SwanTech

This is one of many possible examples of how the roles within SwanTech might be organized in a hierarchical structure. The specific reporting relationships and levels of authority within the unit may vary depending on the objectives and priorities of the company. In general, it is important to have a well-balanced and comprehensive team that includes a range of specialists with different expertise and skills. This allows the company to ensure they are adequately protected against a wide range of potential threats and vulnerabilities.

i. Chief Information Security Officer

    The CISO is typically the highest-level position within an information security unit, they report directly to the CEO or other senior executives. They are responsible for setting the overall strategy and policies for the unit, and for ensuring that they are implemented and enforced across the company [24].
ii. Security Architects

    These individuals report to the CISO or possibly another senior member of the information security unit. They are responsible for designing and implementing the technical infrastructure and systems that support the company’s information security policies [38].







iii. Security Analysts

    Security Analysts are required to report to the Security Architects. Their duties imply they are responsible for monitoring the company’s systems and networks for potential security threats and vulnerabilities, and for implementing measures to mitigate them [27].

iv. Security Operations Centre Manager

    The SOC team should directly report to the Security Analysts, they are responsible for 24/7 monitoring of the company’s systems and networks to identify and respond to security threats in real-time [25].

v. Security Trainers

    Being responsible for educating employees and other stakeholders on the importance of information security, security trainers are required to liaise with the legal and compliance team whilst directly reporting to the CISO. The duties of this role also include ensuring employees are trained and educated on the relevant policies and practices that are in place to protect the company’s information assets [39].



vi. Legal and Compliance Team

    The legal and compliance team should report to the CISO and liaise with all other relevant senior members of the information security unit to ensure that the company’s data security practices are in compliance with relevant laws and regulations [40]. 

vii. Security Engineers

    They are responsible for the implementation and maintenance of technical controls and systems that support the company’s data security policies [41]. Duties may involve tasks such as the installation and configuration of security software, management of access controls, and ensuring that systems are updated regularly and patched. In this context they are required to report to the security architects, however, dependent on the needs of company may additionally report to other senior members of the information security unit [41].

viii. Incident Responders

    These individuals are responsible for coordinating the company’s response to security incidents, such as data breaches or network attacks in compliance with the guidelines outlined in company policies and by the ICO [42]. Their duties may involve conducting investigations, communicating with stakeholders, and coordinating with other teams to resolve the incident [42]. However, should be required to convey this information with and report directly to the SOC team or relevant legal entities when necessary [42]. 

ix. Vulnerability Management Team

    These individuals are required to report directly to the Security Analysts whilst coordinating with other teams to implement remediation plans [43]. This role is also responsible for identifying and addressing vulnerabilities in the company’s systems and networks [43]. The duties involved with this role may include but not limited to, conducting regular security assessments and patching vulnerabilities [43].

x. Cloud Security Architect

    Like the duties implied by the role of the Security Architect, cloud security architects are responsible for the design and implementation of the technical infrastructure and systems that support the company’s data security policies in a cloud computing environment [44]. Duties involved may include things such as configuring access controls, implementation of encryption, and securing data in transit and at rest [44]. These individuals will be required to report directly to the company security architects.

xi. Cloud Security Operators Centre Team

    Much like the duties of the Security operations centre team, this team is responsible for 24/7 monitoring of the company’s cloud systems and networks to identify and respond to security threats in real-time. Responsibilities include analysing security logs and alerts, conducting investigations, and collaborates with other relevant teams to resolve and combat security incidents. This team both reports to and operates closely with the SOCM team.

xii. Cloud Compliance Team

    The cloud compliance team is responsible for ensuring that the company's cloud computing services are following in compliance with relevant laws, regulations, and industry standards [45]. Duties involve monitoring changes in regulations, conducting audits, and providing guidance and support to other teams in the organization [45]. The cloud compliance team will report directly to the legal and compliance team.

xiii. Security Governance Team

    Security governance officers are responsible for ensuring that the company's information security policies and practices are aligned with its overall business objectives and strategies [46]. This includes conducting frequent risk assessments, developing security frameworks, and coordinating with other teams to ensure that the company's information assets are sufficiently protected [46]. The security governance team should report to the CISO or another senior member of the information security unit when necessary.

xiv. Security Awareness Team

    The security awareness team is responsible for educating employees and other stakeholders on the importance of information security, and on the policies and practices that are in place to protect the company's information assets [39]. This includes duties such as the creation of training materials, conducting training sessions, and conducting assessments to evaluate the effectiveness of training programs [39]. The security awareness team should report directly to the security trainers and other senior members in the unit when deemed necessary [39].

xv. Identity and Access Management

    This individual or team is responsible for managing the organization's user accounts and access controls [37]. This can include tasks such as the creation and maintenance of user accounts, enforcement of password policies, and management of access to systems and data based on user roles and permissions [37]. The identity and access management team should report to the security analysts.

xvi. Security Auditor

    The auditor is responsible for evaluating the company's information security practices and systems to ensure that they follow relevant laws, regulations, and industry standards [47]. This includes duties like conducting audits, assessing the company's risk profile, and providing recommendations for improvement [47]. SwanTech should consider that the responsibilities of a security auditor may and can be subsumed within the broader roles of the legal and compliance team or the security governance team, dependent on their needs and business objectives.


xvii. Security Consultant

    Consultants are external experts that can be hired by the company to provide advice and guidance on information security matters [48]. This can include things like conducting security assessments, providing recommendations for improvement, and helping the company with implementation of new security technologies and practices [48]. The need for external security consultants may be minimal if the information security team is already sufficiently staffed and experienced.


APPENDIX C
    Further Policy Recommendations for SwanTech Including Relevant Links to Develop Further Understanding.
i. Security Awareness and Training Policy
[49] https://hightable.io/iso-27001-security-awareness-training-policy-essential-guide/
ii. Network Security Policy
[50] https://www.varonis.com/blog/what-is-a-security-policy 
iii. Disaster Recovery and Business Continuity Policy
[51]https://casracybersecurity.com/solutions/business-continuity-plan-bcp-disaster-recovery-dr/ 
iv. Data Classification and Handling Policy
[52] https://security-guidance.service.justice.gov.uk/information-classification-and-handling-policy/#information-classification-and-handling-policy 
v. Mobile Device Management Policy
[53] https://www.helixstorm.com/blog/how-to-create-a-mobile-device-management-policy/  
vi. Cloud Computing Security Policy
[54] https://phoenixnap.com/blog/cloud-security-policy 
vii. Encryption Policy
[55]https://nationalcybersecuritysociety.org/wp-content/uploads/2019/10/Encryption-Policy-Template-FINAL.pdf 
viii. Vulnerability Management Policy
[56] https://securitystudio.com/policy-templates/vulnerability-management-policy/ 
ix. Third-Party Access and Management Policy
[57] https://securitystudio.com/policy-templates/third-party-information-security-risk-management-policy/ 
x. Employee Monitoring Policy
[58] https://ico.org.uk/for-organisations/sme-web-hub/whats-new/blogs/employee-monitoring-is-it-right-for-your-business/ 

xi. Bring Your Own Device (BYOD) Policy
[59]https://www.researchgate.net/publication/327046160_CRITICAL_FACTORS_AFFECTING_THE_ADOPTION_OF_BRING_YOUR_OWN_DEVICE_COMPUTING_ENVIRONMENTS_A_BYOD_ADOPTION_AND_IMPLEMENTATION_FRAMEWORK 
[60]https://www.ncsc.gov.uk/collection/device-security-guidance/bring-your-own-device 
xii. Data Protection Policy
[61] https://www.nicva.org/data-protection-toolkit/templates/data-protection-policy 
xiii. Email and Internet Use Policy
[62] https://blog.usecure.io/what-is-an-email-policy-and-should-my-company-have-it 
xiv. Social Media Policy
[63]https://informationsecurityprogram.com/online-social-media-policy-best-practices-and-template/ 
xv. Backup and Recovery Policy
[64] https://www.itil-docs.com/en-gb/blogs/security-management/backup-and-recovery-policy 
xvi. Auditing and Monitoring Policy
[65]https://www.itgovernance.co.uk/blog/what-is-a-cyber-security-audit-and-why-is-it-important 
xvii. Risk Management Policy
[66] https://hightable.io/iso-27001-risk-management-policy/ 
xviii. Removable Media Policy
[67]https://www.currentware.com/blog/removable-media-policy-template/ 
xix. Personal Identifiable Information (PII) Policy
[68] https://www.proofpoint.com/uk/threat-reference/personal-identifiable-information 
xx. Electronic Communications Policy
[69] https://app.croneri.co.uk/topics/email-internet-and-social-media/electronic-communications-policy 
xxi. Insider Threat Policy
[70] https://www.sifma.org/wp-content/uploads/2018/02/insider-threat-best-practices-guide.pdf 
xxii. Cybersecurity Policy
[71]https://www.itgovernance.co.uk/blog/how-to-develop-a-robust-cyber-security-policy 
xxiii. Privacy Policy
[72]https://www.privacypolicies.com/blog/it-security-policy/ 
xxiv. Remote Access Policy
[73]https://nationalcybersecuritysociety.org/wp-content/uploads/2019/10/Remote-Access-Policy-Template-FINAL.pdf 




























APPENDIX D

Recommended Elements for Inclusion in the Password Policy: 

1. Requirements for Password Strength: The password policy should specify the requirements for password strength, such as minimum length, use of a mix of uppercase and lowercase letters, numbers, and special characters [32]. This will help to ensure that passwords are difficult to guess or crack and provide a higher level of security for the company's information assets [32].

2. Password Expiration: 
The password policy should specify the frequency with which passwords need to be changed, such as every 90 days [32]. This helps to prevent the reuse of old passwords, which can be more easily compromised [32].

3.  Password storage: 
The password policy should outline the rules and procedures for storing passwords, such as using a secure password manager [32]. This will help to prevent the unauthorized access or disclosure of passwords [32].

4.  Password sharing:
 The password policy should prohibit the sharing of passwords with other individuals, unless specifically authorized [32]. This will help to prevent unauthorized access to sensitive data and systems [32]. 

5. Password recovery: 
The password policy should outline the steps that should be taken if a user forgets their password, such as using a password reset tool [32]. This will help to prevent the unauthorized access to sensitive data and systems [32]. 





APPENDIX E

Recommended Elements for Inclusion in the Acceptable Use Policy: 

1. Scope: The policy should define the scope of the acceptable use policy, including which systems and networks are covered and who is subject to the policy [33].

2. Purpose: The policy should clearly state the purpose of the acceptable use policy, such as to protect the company's information assets and ensure compliance with relevant laws and regulations [33].

3. Prohibited activities: The policy should outline the activities that are prohibited under the policy, such as unauthorized access to sensitive data or systems, unauthorized sharing of passwords, and use of the company's IT resources for personal gain [33].

4. Consequences: The policy should specify the consequences for individuals who violate the acceptable use policy, such as disciplinary action or termination of employment [33].

5. Compliance: The policy should require individuals to comply with the acceptable use policy and report any violations or concerns to the appropriate authorities [33].











APPENDIX F

Recommended Elements for Inclusion in the Physical Security Policy: 

1. Scope: The policy should define the scope of the physical security policy, including which assets are covered and who is subject to the policy [34].

2. Purpose: The policy should clearly state the purpose of the physical security policy, such as to protect the company's physical assets and ensure the security of sensitive data and systems [34].

3. Access control: The policy should outline the rules and procedures for controlling access to the company's physical assets, such as the use of security badges, locks, and surveillance cameras [34].

4. Security measures: The policy should specify the security measures that are in place to protect the company's physical assets, such as alarms, guards, and surveillance systems [34].

5. Incident response: The policy should outline the steps that should be taken in the event of a security incident or breach, such as contacting the appropriate authorities and investigating [34].

6. Compliance: The policy should require employees and other users to comply with the physical security policy and report any concerns or incidents to the appropriate authorities [34].
















APPENDIX G

An Overview of Risk Management and the Processes involved.

i. Descriptor of Risk Management

    Risk management is a fundamental component of information security. It involves identifying, assessing, and prioritizing risks to the security of an organization's information and systems [16, 17]. This process is essential for several reasons. First, risk management enables organizations to identify potential threats and vulnerabilities that they face, and to implement measures to mitigate or prevent these risks [16, 17]. By understanding the risk that they may face, organizations can make informed decisions on the allocation of resources and budget to ensure the security of their information and systems [16]. Risk management is crucial for protecting against the potential consequences of security incidents, such as financial losses, reputational damage, and legal liabilities. By identifying and addressing potential risks, organizations can minimize the impact of security incidents and prevent them from happening in the first place. Penultimately, effective risk management is essential for ensuring the confidentiality, integrity, and availability of an organization's information and systems [17]. By implementing appropriate security measures and controls, organizations can protect their information and systems from unauthorized access, tampering, and other forms of interference [16, 17]. This helps ensure that their information and systems remain secure and accessible to authorized users [16]. To summarize, risk management is a vital and critical aspect to any information security unit. It allows organizations to identify and prioritize risks to their information and systems, protect against the consequences of security incidents, and ensure the confidentiality, integrity, and availability of their information and systems [16, 17].

ii. Processes Involved

    Risk management is a process that involves identifying, assessing, and prioritizing risks to the security of an organization's information and systems [16, 17]. This process typically involves several steps, including: 
1. The Identification of potential risks to the organization's information and systems, such as data breaches, cyber-attacks, and other security incidents. This can be done through various methods, such as conducting security assessments and vulnerability assessments, analysing security logs, and reviewing security policies and procedures [16]. 
2. Assessing the likelihood and potential impact of these risks. This allows organizations to understand the potential consequences of security incidents and determine the level of urgency and priority for addressing those risks [16]. 
3. Prioritizing risks based on their potential impact. This allows organizations to focus their resources and efforts on the most critical risks, and to implement appropriate measures to mitigate or prevent those risks [16]. 
4. Implementing measures to mitigate or prevent identified risks. This can include a range of activities, such as implementing security controls and policies, conducting security training and awareness programs, and conducting regular security audits and assessments [16]. 
5. Monitoring and reviewing the effectiveness of risk mitigation measures. This helps organizations ensure that their risk management efforts are effective, and to make any necessary adjustments to their approach [16].

iii. Risk Mitigation Planning

    Risk mitigation planning outlines the specific measures that SwanTech will take to address the risks of a data breach, a cyber-attack, the loss of customer data, and reputational damage. This can help SwanTech implement effective measures to mitigate or prevent these risks and ensure that the necessary resources are available to support those efforts. A proposed method of developing risk mitigation documentation with developed examples can be seen in fig. 5.
[image: ]
fig. 5. Proposed Risk Mitigation Documentation

iv. Calculating Risk Likelihood

    Risk likelihood is a measure of the probability that a particular risk will occur [16]. There are several methods that can be used to calculate the likelihood of a risk [74] which include the following: 
1. Subjective likelihood: This method involves estimating the likelihood of a risk based on expert judgment or experience. This can be useful when there is limited data or information available about the risk.
 
2. Probabilistic likelihood: This method involves estimating the likelihood of a risk based on statistical analysis of data or historical information [74]. This can be useful when there is enough data or information available about the risk. 

3. Quantitative likelihood: This method involves calculating the likelihood of a risk based on a mathematical formula or model. This can be useful when there is a high level of certainty or precision required in the likelihood estimate. 

Overall, the method used to calculate the likelihood of a risk will depend on the specific circumstances and requirements of the situation. It is important to choose an appropriate method that provides a reliable and accurate estimate of the likelihood of a risk. A proposed method of identifying risk likelihoods and impact on the company or organization can be seen detailed in Appendix H.

APPENDIX H

    In the risk matrix depicted in fig. 6., the risks are plotted on the grid according to their likelihood and impact [75]. For example, a cyberattack or data breach is considered to have a high likelihood and a high impact, so it is plotted in the top-right quadrant of the matrix. This indicates that it is a high priority risk that SwanTech should focus its efforts on mitigating or managing. On the other hand, non-compliance with regulations is considered to have a low likelihood and a medium impact, so it is plotted in the bottom-left quadrant of the matrix. This indicates that it is a low priority risk that SwanTech could address in due course. By using a risk matrix, SwanTech can gain a better understanding of the potential risks associated with its business and take appropriate steps to manage these risks effectively [75].
[image: ]

fig. 6. Proposed Design of Risk Matrix



















































APPENDIX I

INCIDENCE RESPONSE PLANNING

fig 7. below has been proposed for use by SwanTech to aid in their incidence response planning, the table additionally covers several applicable case scenarios with relevant steps to be taken in the event those incidents occur. Careful planning should be taken by SwanTech to further develop these plans and implement solutions based on the company’s needs and objectives.

fig. 7. Proposal for Method of Documenting Incident Response Plans

















APPENDIX J

Method Proposed to aid SwanTech with Strategic Planning for Security.

fig 8. has been proposed below for use by SwanTech to aid in their strategic planning for security, the example outlines all the relevant steps and procedures involved with the development and implementation of new policies and procedures within the company’s new information security unit.

fig. 8. Proposed Method of Strategic Planning for Security
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Risk Management


Risk Identification


Identify, Inventory, and Categorize Assets


Classify, Value, and Prioritize Assets


Risk Assessment


Determine Loss Frequency


Calculate Risk


Identify and Prioritize Threats


Specify Asset Vulnerabilities


Evaluate Loss Magnitude


Assess Risk Acceptability


Risk Control


Select Control Strategies


Justify Controls


Implement, Monitor, and Assess Controls



Senior Executives


Chief Information Security Officer


Legal and Compliance Team


Cloud Compliance Team


Security Architects


Security Analysts


Security Operations Centre Team


Security Trainers


Security Engineers


Incident Responders


Vulnerability Management Team


Cloud Security Operations Centre Team


Cloud Security Architects


Security Awareness Team


Identity and Access Management


Security Governance Team


Security Consultant(s)


Security Auditor



Unauthorized Access to Sensitive Data


Isolate affected system and disconnect from network.


Change affected passwords.


Malware Infection


Isolate affected system and disconnect from network.


Run thorough scan to identify and remove malware.


Phishing attack targeting employees


Identify employees that fell for the attack and take steps to secure accounts


Breach of Customer Cloud Storage


Assist customer in securing account and changing affected password(s).


Conduct investigation to determine cause of incident and identify impacted systems.


Notify relevant parties affected, law enforcement should be involved if necessary.


Implement measures to prevent repeat incidents.


Conduct investigation to determine cause of incident and identify impacted systems.


Notify relevant parties affected, law enforcement should be involved if necessary.


Implement measures to prevent similar incidents from occurring.


Conduct investigation to determine cause of incident and identify impacted systems.


Notify relevant parties including law enforcement if necessary.


Implement measures such as regular employee training to reduce risk of repeat incidents.


Conduct investigation to determine cause of incident and identify impacted systems.


Notify relevant parties, including law enforcement if necessary.


Assist the customer in implementing measures to prevent repeat incidents from occurring, i.e., regularly monitoring their cloud storage for signs of unauthorized access.


Ransomware attack on customer’s system


Assist customer in isolating affected system and disconnecting from network.


Provide guidance and support to conducting a thorough investigation to determine cause of incident and identify additionally impacted systems.


Assist customer in implementation of measures to prevent similar incidents from occurring.


Offer assistance with data recovery, if necessary, and develop a plan for business continuity in event of a future attack.



1. Define Scope of Policies and Standards


- Identify systems and services that policies and standards will apply.


2. Consult with Relevant Stakeholders


 - Identify key stakeholders that will be impacted


3. Develop the Policies and Standards


- Use industry best practices and standards as a guide.


- Determine level of security required for each system and service.


- Define goals and Objectives


5. Monitor Compliance


4. Implement the Policies and Standards


- Engage with stakeholders to solicit feedback and input


- Consider stakeholder feedback and input when finalizing policies and standards


- Ensure policies and standards are clear, concise, and easy to understand.


- Include specific requirements and procedures for implementing and complying with the policies and standards.


- Communicate to all relevant parties.


- Regularly assess effectiveness of policies and standards.


- Provide training and support to ensure relevant parties understand and comply.


- Monitor and enforce compliance


- Identify gaps or deficiencies in compliance with the policies and standards.


- Implement corrective measures to address non-compliance and deficiencies.


- Review and update policies and standards on an ongoing basis.
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Vulnerability Management Team


Cloud Security Operations Centre Team


Cloud Security Architects


Security Awareness Team


Identity and Access Management


Security Governance Team


Security Consultant(s)


Security Auditor
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