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This report will discuss various aspects of the Cark-E product. Discussing various legal areas of the project ranging from risk assessment to quality assurance issues.

[bookmark: _Toc31218801]Risk Management
As with all projects, there are many risks associated with the Cark-E project that need to be considered and managed to keep an instance of these risks materialising to a minimum. There have been many different discussions amongst the project members to identify the risks and document them on paper to approach them in a professional manner to prevent them from happening.
The list below states some of the risks involved in this project.
1. Finance
2. Lack of sales
3. Overspending
4. Time
5. Illness
6. Loss of staff
7. Resource Availability
8. Natural Disaster
9. Lack of skills
10. Health and safety
11. Quality of product
12. Security
13. Data protection
14. Planning [1]

The risks are not limited to only the above list. However, these are some very serious risks that need to be taken seriously and planned for were any of them to materialise and pose a risk to the completion of the project.
There are a small number of these risks that are totally uncontrollable and unpredictable, therefore, planning for them can be very difficult. For example, if a natural disaster were to occur it is not possible to know what type of disaster is about to strike, or the level of damage or disruption that would be caused to the project. Best efforts have been taken to make sure all data is safe, backed up and protected from such events if they were to occur. Although, risks of this nature are unlikely in the area that this project is taking place, it has still been accounted for.
There are many risks that could have a good chance of taking place such as:
· Finance
· Time
· Illness
· Loss of staff
· Lack of skills
· Planning
These are just some of the risks that have a high chance of causing issues to the workflow and there are strategies in place to help prevent the impact of these risks on the project.
For example, all parts have been searched for and checked for price and availability to ensure there are no issued with the finances needed and the supply of parts. Also, more than one source for the required parts have been identified should there be an issue with certain suppliers there will usually be a backup supplier with the same/similar parts that can be used.
For issues such as illness within the team, the other members of the team have enough knowledge of the different departments to be able to pick up the slack of an absent team member if needed to prevent the project from going behind schedule and keep the team on track. This does not have to be limited to a single team member, as all team members could contribute to the missing members work.
A Risk Evaluation Matrix has been created to show the probability of risks and the impact of said risks on the project.
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There are many issues that could arise that would affect the sustainability of the Cark-E ranging from market competitors to faulty products and security issues. One large factor that can affect sustainability is rival products creating competition among consumers. This is a serious issue with many products in all areas of the market as there are many different products that are aimed to solve the same issue that are very similar in price and functionality.
The Cark-E is believed to stand out in the marked and be unique in its main aim to consumers. Most vehicle keys are either basic just to enable the use of the vehicle, or very expensive and are aimed at the upper-class consumers who can pay big money for features that are both appealing and convenient. The Cark-E does not fit into either of these categories as its main aim from the very beginning has been to improve the safety of all road users from drivers to pedestrians. This will be attempted by reducing the number of illegal and/or unsafe drivers through the use of personal/medical details and biometrics to enable access to the vehicle with potential future improvements as technology moves forward to read alcohol/drug content in the users body to prevent drivers under the influence.
There is no other product in the current market that has been identified to have the same goal, however the market will be closely monitored for potential competitors that could be an issue in the future.
The product will be thoroughly tested and monitored at all stages of the development process to ensure the minimum number of faulty units are produced and distributed. Although it can not be confirmed all keys will be functional as some parts could be damaged in transport or other unexpected ways that is out of control of the project team members. This will be combatted with a guarantee service that will ensure consumers are going to get a new product to replace the faulty one that they would have received.
There will also be a very high and serious attention detail when it comes to the security we chose to use within the project in all areas of the project. As we are dealing with people personal data security is of the upmost importance and will be taken very seriously. Also, GDPR legislation will be adhered to for consumer safety.
The Cark-E will be constantly improved and updated after the initial release to ensure the device is bug free and user friendly to all users whilst also adding additional features and creating future, better models. It is the team’s vision that this key is to be sold as standard with all vehicles by all manufacturers, starting in the UK, but expanding on a global scale to ensure safety for all and not just the ones who can afford it. Cark-E the key to the future.

[bookmark: _Toc31218803]Ethical and Legal
As with all projects there are ethical and legal issued that could be associated and need to be addressed and managed to ensure fair and lawful practice for all involved.
What is ethics? The Cambridge dictionary tells us that ethics is ‘a system of accepted beliefs that control behaviour, especially such a system based on morals’ [2]. Therefore, some of the ethical issues that must be controlled are things like:
· Discrimination
· Safety
· Security
· Equal opportunities for all
A great way of controlling ethical and legal issues would be to take an approach very similar to the British Computer Society Code of Conduct [3]. This ensures that all members of the team are obliged to follow set guidelines that are to be upheld to a high standard to ensure the happiness, safety and wellbeing off all people involved and other parties such as testers, stakeholders and the general public. 
Finally, another area that needs to be closely monitored and adhered to is General Data Protection or GDPR. GDPR is a legal requirement for using data of any business or non-household [4]. This is very important as the security of all Cark-E users’ personal data must be as secure as possible and not misused or accessed when unnecessary. All users should be confident that their data is safe when using the Cark-E product and this will be achieved with a strict attention to detail whilst following GDPR practices.

[bookmark: _Toc31218804]Quality Assurance
Quality is a massively important part of the Cark-E Project and is expected to be to a high standard to ensure the safety of all road users. This ranges from all parts of the project, from the user web app, to the physical product and everything in between. The quality of the product is a very important aspect as users need to see the quality of the product they receive and believe that they have received the best vehicle key available on the market that is not only going to increase many different areas of convenience but most importantly increase the safety of the vehicle and all users and road users in its vicinity. This product will not make the roads an entirely safe place as there is still a large margin for human error to cause an incident that is not safe for anyone involved.
Throughout the entire project the whole team will be involved in testing and improving all areas of the Cark-E where possible to ensure the highest possible quality product is being created and implemented for public use. There will also be external testing to get an unbiased and honest opinion on all areas of the key, especially the negatives. External test groups are a great way to identify flaws and issues that would be otherwise undetected as they are being tested by an end user in a real-world example by an open-minded person who can be totally honest about their feeling on this product.
Testing will also continue after product launch to ensure appropriate updates and improvements are made in a timely manner. All essential updates/bug fixes should always be completed as top priority to ensure full usability and functionality of the product. However, these will still need to be thoroughly tested in many of the same ways as previously before a full public full release. See below for a quality metrics table.

	Reliability
	Number of failures/faults

	Security
	Time to fix errors,
Number of error messages,

	Maintainability
	How many lines of code?
Comments correct?
Easily readable code

	Testability
	Documentation,
Number of things needing to be tested

	Usability
	Satisfaction level
Completion rate

	Size and design
	Correct design followed

	Performance
	Speed to boot/function
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