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This assignment requires critical evaluation and application, along with a demonstration of knowledge taught in the Data Security and Compliance Module. 
The first of the tasks is to research  tools used in organisations to protect, detect and safeguard IT Systems and infrastructure.
The second objective is to design and build a new information security unit based on a scenario of a growing hypothetical organisations IT department. 


1. [bookmark: _Toc102475226]Task 1 Research
The core purpose of an information security programme, unlike that of any other business or information technology programme, is to ensure that information assets—information and the systems that contain it—remain safe and usable. Organizations spend a lot of money and time to achieve their goals. Tens of thousands of hours to keep their data assets up to date. Those funds might be spent solely to improve the systems that store, use, and transfer information. The possibility of cyber-attacks on information assets, on the other hand, is a persistent concern as the necessity for data security grows in tandem with the sophistication of the technology attacks. While some organisations combine the terms "information" and "systems" in their definition, others do not. 
This area's breadth is so vast that it was decided to cover some current technologies deployed in organisations, namely firewalls, access controls, VPNs, and Intrusion detection/prevention systems.
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In IT, a firewall stops particular data from passing from an external network to the internal network, using either or both hardware and software, preventing an untrusted external network from gaining access to data on the trusted network. To improve the security of high-priority applications and data, firewalls often allow varying access levels between elements of the internal network[1]. 
Firewalls work by following a set of rules based on stipulations regarding the contents of packets going through the firewall [2]. There are different types of firewalls; however, only a few will be covered for the purpose of this report.
1. Packet filters, also known as Network layer firewalls or stateless firewalls, are the most prevalent type of firewall. Each network frame or packet is treated individually by a stateless firewall. This sort of firewall employs a mechanism that evaluates each packet entering or leaving a network and admits or rejects it according to predetermined rules. A packet may be routed to its destination or dropped if it matches the packet filter's set of rules.[3] 
2. Gateways at the circuit level monitor the TCP handshaking between the local and distant hosts to see if the started session is authentic and if the remote system is considered "trusted." They do not, however, inspect the packets themselves. When a TCP or UDP connection is formed, security procedures are applied, and packets can flow freely between the hosts once the connection has been established. 
3.  Multilayer firewalls keep track of the state assigned to a packet by each firewall component it goes through up the protocol stack. This offers the user complete control over which packets are allowed to reach their final destination, but it has a similar impact on network performance as proxies do.[4]
A firewall is an essential component of network security since it is designed to protect the integrity and confidentiality of data on an internal network. The importance of a firewall in a security plan is obvious; nonetheless, firewalls have the following drawbacks:
· A firewall won't stop users or attackers with modems from calling in or out of the internal network.
· Password restrictions cannot be enforced or password misuse prevented by firewalls.
· Internal users cannot access websites with destructive program code or applications that may install viruses due to firewalls.
· Firewalls do not protect against poor decisions.[5]
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Access controls are the tools a company uses to govern who has access to certain areas. All-access control approaches, in general, rely on the four mechanisms listed below, which reflect the four primary purposes of access control systems:
• Identification: Unverified or unauthenticated entities seeking access to a resource use identification to provide a label that the system recognises. These can often be comprised of special characters and relevant department IDs or randomly generated IDs.
• Authentication: is based on what the unconfirmed user or system knows and can recall, such as a password, passphrase, or other authentication codes. While organisations are now stipulating far more than previously that password complexity is more challenging to guess than previous passphrases have taken over as they tend to be longer and have greater complexity. This, along with MFA (Multi Factor Authentication), has increased this type of authentication security.
• Authorization: This is what the system permits me to do. There are three options for obtaining authorization: Authorization for each authorised user, in which the system verifies each entity through an authentication process before granting access to resources to that entity alone. In a computer system, this process gets increasingly sophisticated and resource-intensive. Group member authorization: The system compares authenticated entities to a list of group memberships and subsequently allows access to resources based on the group's access permissions. This is the most widely used way of permissions. Multi-system authorisation: A central authentication and authorization system verifies an entity's identification and assigns it a set of credentials.
• Accountability: assures that all actions on a system can be traced back to a verified identity, whether permitted or not. System logs, database journals, and audit logs are commonly used to ensure accountability.[6]



[bookmark: _Toc102475230]VPNs 


A virtual private network, or VPN, is an encrypted Internet connection between a device and a network. The encrypted connection aids the secure transfer of sensitive data. It protects against illicit traffic eavesdropping and allows users to operate from anywhere.[7]
Regardless of the technology and protocols employed, a VPN that intends to provide a secure and dependable service while depending on public networks must do the following:
1. Data encapsulation, the client's native protocol is encapsulated within frames of a protocol that may be routed over a public network and used by the server network environment.
2. Incoming and outgoing data encryption keeps data contents private while in transit over a public network but accessible by client and server computers and/or local networks on both ends of the VPN connection.
3. The remote computer, and maybe the remote user, must be authenticated. The distant system and user must be accurately and reliably identified before authentication and subsequent user authorisation to undertake particular tasks can take place.
Since the pandemic's start, the need for home workers to use a VPN for sensitive data has been vital, so more companies than previously assumed are now investing in this technology.
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In terms of computers, an intrusion is described as an act of compromising a computer system by breaching its security. Millions of computers are hacked every day, causing businesses to lose money by exposing their private and secret information to their competitors. As a result, network security has become critical for both individuals and companies. Various intrusion detection and prevention technologies have been developed to prevent unauthorised access to computers. These programs track, monitor, comprehend and detect unwanted traffic on a network or a networking device. IPS (Intrusion Prevention Systems) and IDS (Intrusion Detection System) were introduced in the early 2000s and are the most extensively used intrusion detection and prevention systems. Different types of security solutions, including firewalls, antivirus software, antispyware, antimalware, and so on, are readily available to safeguard the system. Still, due to their limited functionality and capabilities, they fail to defend the system from threats. The Intrusion Detection and Prevention System (IDPS) is used to overcome these constraints. [8]
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Honeypots are suitable for examining the behaviour and nature of rogue packets and brute force attacks directed at a computer network.[9]. The purpose of a honeypot is to portray itself on the internet as a prospective target for attackers (typically a server or other high-value asset), collect data, and alert defenders of any unwanted attempts to access the honeypot. Honeypot systems frequently use hardened operating systems (OSes) with additional security features to reduce their vulnerability to attackers. They're often set up to appear to have exploitable flaws for attackers.[10]
The honeynet is a vulnerable and simulated computer network that is commonly used to improve network security [11].
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It can now be demonstrated why modern businesses must have a diverse range of security and data protection solutions and what they can do to upgrade and improve their security. It is a requirement for an organization's growth and prosperity to have an effective and preventative information security system; without one, there will be no method to secure corporate data and no network structure safely. Security Frameworks, for example, can assist in establishing a well-defined and structured information security strategy that will assure a successful firm in the current era.
Every firm would face significant obstacles and losses in data security if none of these protection and security techniques were used. The importance of embracing these concepts has become critical for a business to be successful in the modern-day, thanks to the creation of Data Security and Compliance legislation and technology.
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For the case scenario of FlowTech, the information provided are that it is an IT company specializing in aiding businesses in combating the threat of cyber-attacks. FlowTech sell services online and  are growing quickly however we are not told of the size of the company or where they are based before we are asked to aid them, so assumptions are made that it's a small business based in the UK using muti-language software and conversations with clients. The scenario asks the writer to help FlowTech set up a new information security unit.
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In addition to other criteria, a secure environment necessitates technical and human controls. The majority of existing frameworks have concentrated on a single topic, such as the relationship between the organisation's information security culture and the environment policy, as well as strategy.[12] For Flowtech, it was decided to follow the STOPE structure. STOPE (Strategy Technology Organisation People Environment) is a framework that can determine the level of readiness of an integrated information system. Framework STOPE is a TR (Technology Readiness) component that can rate a system using measurement systematics, emphasizing the primary domains of strategy, technology, organisation, people, and the environment, as well as sub-dom subdomains. IT Leadership and Future Developments Plans are included in Domain Strategy. IT Provisioning, IT Basic Infrastructure, IT eServices infrastructure, and IT Support are all part of Domain Technology. IT Regulation, IT Cooperation, and IT Management are all topics that fall under the domain of domain organisation. IT Jobs, IT Awareness, IT Performance, and IT Education are all concerns that domain people deal with. The domain environment is management, knowledge, general infrastructure, and economic challenges.[13]
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Figure taken from [12]
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The two most essential security technologies in a company, such as FlowTech, which have an online presence and need for probable remote access, would be VPNs (Virtual Private Networks) and Firewalls. While these have been described in part one of the report, their relevance to FlowTech must be discussed again.
With VPNs, encryption secures any information sent and received by the user over any network the user is on. It's standard practice to include a password and user ID to access the VPN and to encrypt the host servers IP address so even if the user's machine is stolen, as long as the user is logged out of the VPN, the thief will not be able to trace the host of the VPN.
With Firewalls, as previously stated in part one of this report, the purpose is to stop access to the network from unauthorised users. However, as stated previously, they are not foolproof; that is, the firewall only performs security based on IP and port packets, allowing malicious packets to pass via the ports that the firewall allows. Many exploits use the firewall flaw, which is frequently exploited to conduct an extra assault on other internal servers[14].
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Laws in IT vary from country to country, while ethics should be seen as a global concept in IT. For this exercise, we'll mainly assume the UK Misuse Act 1990. Any digital enterprise with a significant nexus to the United Kingdom is subject to the Computer Misuse Act. This includes scenarios in which the computer being targeted is located in the United Kingdom if the perpetrator carried out the operation from the United Kingdom if they used a server based in the United Kingdom; or if the subsequent cyberattack caused damage in the United Kingdom. Hacking and what it calls "unauthorised access to computer material" are illegal under Section 1 of the Act. When someone tries to access information that they are not authorised to see, they commit an unauthorised act. Unauthorized access with the intent to commit, or enable the commission of, subsequent offences' is addressed in Section 2. This occurs when a hacker has already been found guilty under Section 1 and has carried out the hacking in order to commit other offences, such as extortion or fraud, with the data they have gained access to. Unauthorized acts with the purpose of impeding the operation of a computer, whether recklessly or intentionally, are defined under Section 3 of the Act. Again, if the hacking was intended to damage (such as through a virus) or alter the computer or computer system and its contents (such as through modifying, deleting data, or introducing malware and spyware), or had this effect as a result of the unauthorised access, this section adds additional penalties.[15] Under the Computer Misuse Act, a fine and maybe imprisonment punish all offenses.

[bookmark: _Toc102475239]Data Backup 

After making sure the data of FlowTech is safe from a breach from unauthorised access, a key concept is having a data backup plan in place. It is stated that they use cloud services, where all services appear to be heading in IT. The price of these services has dropped massively in recent years, with some suppliers offering encrypted storage of 10TB for under £100 a year.[16] However, the better known companies such as Dropbox and Microsoft Onedrive are significantly more expensive though they possibly have a more secure storage means on the cloud. Suppose FlowTech has an office and do not work just remotely. In that case, it may be prudent to have onsite backup contingencies, including RAID (Redundant Array of Independent Discs) to back up data, alongside server mirroring and database mirroring to avoid any loss of connection should any machine have an error. Backing up data in various locations negates issues should there be issues with the building where one set of data and infrastructure is located. 
Any automated or planned backup plan should be set within FlowTech to protect data in the event of machine failure or building damage, along with a software updating schedule to keep all systems up to date with the latest patched software, often covering security flaws within.
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In conclusion, the complexity of setting up an information security unit is vast, from setting up a structure and recognizing all risks to defending from threats with software and hardware while also negating any loss of data, all within the legal and ethical confines of the country where FlowTech is registered.
The depth of security used is based mainly on the cost of the services FlowTech can accommodate, which was assumed to be a small to medium company that is expanding. The cloud model allows for ease of scalability with vast amounts of storage encrypted and reasonable costs without the need for onsite servers.
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