Section 0: Introduction
In this essay I will give an overview of the intricate landscape of security infrastructures, covering some of the most widely known frameworks in detail. Through an exploration of the key features of these frameworks I hope to make clear the critical factors that allow for successful implementation of such frameworks and highlight the challenges that organisations face in this process. I will then move on to apply my findings to the example of NatureGarden, mirroring the real-world process that all organisations concerned with data security must go through in building security infrastructure.
Section 1: Frameworks
Within the process of planning the security strategy of an organisation, security frameworks and have quickly become a fundamental tool. A Framework offers a philosophical and sometimes structural foundation for the development of a comprehensive blueprint for an organisations security strategy. The scope and depth of information of the various frameworks available differs greatly and careful consideration of which framework, or combination of frameworks, fit a particular organisations needs best is paramount. 
The ISO 27000 Series 
The ISO/IEC 27000 series is one of the most comprehensive sets of standards for the development of Information Security Management Systems (ISMS) available[1]. Designed by the International Organisation for Standardisation (ISO), and the International Electrotechnical Commission (IEC), the series is centred around the ISO/IEC 27001 standard, a list of certifiable requirements for a robust ISMS[2]. Organisations that can meet the listed requirements can be assessed and given ISO27000 certification, a merit that is widely seen as a gold standard for Information Security[3]. Other documents provide depth and breadth to the series [FIGURE 1]
Fundamental to the ISO27000 series is a holistic view of InfoSec. It encourages organisations to encompass people, processes, and technology into security planning, rather than focusing solely on the digital side of security[4]. This approach ensures that security is woven into every facet of organisational operations. Linked to this approach is an emphasis that the series puts on aligning infosec with the wider objectives of the organisation[5]. According to the series, infosec practices should not only protect assets but also aid the organisation in achieving wider non-security focused goals[6].
At the heart of the series is its process of risk management. Once the context and scope of the ISMS have been established, risk assessment is carried out. Risks are clearly defined and evaluated for likelihood and potential impact; this risk assessment is then used to select appropriate controls from ISO 270001 Annex A[7]. An overview of the series’ risk assessment and treatment process can be seen in figure 3.  It puts great emphasis on adaptability and constant development [8]. Continuous monitoring, reviews, and audits are key aspects of the series; these processes ensure that an organisation's ISMS is always effective.
NIST
The National Institute of Standards and Technology (NIST) is an organisation based in the USA that has published a myriad of documents that can aid in many areas of cyber security. All of its documents are free to access and available on their website. There are a number of NIST publications that can be invaluable to organisations seeking to manage and mitigate information security risks, and develop a cyber security framework. A list of the most relevant NIST documents for information security can be seen in Figure 3. 
In 2014, in response to a mandate from the US president Barack Obama, NIST published the NIST Cybersecurity Framework [9]. The framework integrates the previous NIST Documents into a structured framework that can, despite the framework being mandated for federal organisations,  be applied to any organisation regardless of sector or size[10].
The NIST Cybersecurity Framework consists of three main elements; The Framework Core, Framework Tiers, and Framework Profiles [11].
The Core, across a set of five different functions; Identify, protect, detect, respond, and recover, outlines a number of activities and their desired outcomes along with comprehensive references in regards to how to carry out these actions[12]. The functions offer a high-level view of the general lifecycle of cybersecurity risk management and draws heavily from the pre-existing NIST Risk Management Framework (RMF).[13]
Framework Tiers offer a way for the organisation to identify the maturity of their security programs. Each of the four tiers describes an organisation in a particular stage of security maturity. This classification is then used to carry out the appropriate measures based on maturity level to develop their security status in a way that aligns their practices with their risk tolerance and pre-existing management processes[14].
Framework profiles consist of a more detailed contextual profile of the organisation. They can be used as the organisation sees fit, but often a Current Profile and a Target profile are drawn up. These can then be used to perform a gap analysis and determine a prioritized roadmap for reaching the status outlined in the target profile. The process allows for the alignment of organisational objectives, culture, and resources with the goals outlined in the Core [15]. 

COBIT
COBIT (Control Objectives for Information and Related Technologies) is an internationally recognised framework that focuses primarily on providing high-level guidelines and best practices for IT governance and management [15]. Unlike the NIST CSF or ISO 27000 series, COBIT is not primarily focused on information security but can be highly useful as a tool in developing information security[16].
At the core of COBIT are 6 principles that provide a basis for the development of IT governance and management practices [Figure 5] Collectively they aim to build an approach to IT governance and management that provides value, clearly defines roles within the organisation, ensures that the organisation is adaptive and resilient, and ensures that business goals are integrated into all aspects of the organisation[17].
The emphasis on the integration of business goals with all aspects of governance and management has similarities to the ISO27000 series’ holistic approach. Specifically, in regards to information security, COBIT ensures that Information security is integrated as a core strategic component of the organisation, and that the business goals are supported fully by the organisation's information security[18].
Not only does COBIT assist in compliance through its integrated, holistic approach to management and governance, but it also can act as a comprehensive auditing tool for realising the scope of an organisation's development in information security [19]. COBIT outlines forty objectives for IT governance and management split into five distinct categories[20]. These objectives create a metric by which an organisation can be audited.
ITIL 
Originally developed by the Central Computer and Telecommunications Agency (CCTA) in the late 1980s, ITIL (IT Infrastructure Library) is a globally utilised framework that provides a set of best practices for organisations in IT service management (ITSM)[21]. Across various publications, ITIL provides a comprehensive guide on the effective delivery of IT services and the alignment of said services with business goals and needs[22]. ITIL provides a holistic view of ITSM and is not primarily focused on information security. Rather, ITIL integrates information security practices into all areas of ITSM, recognising information security as a fundamental part of service delivery[23].
The core step in integrating security into the ITIL service design process is Information Security Management (ISM)[24]. ITIL defines ISM as a process within the corporate governance framework that provides strategic direction for all security activities within an organisation[25]. The primary purpose of ISM is to align Information security with wider business security and ensure that how the information security of an organisation meets the goals of the CIA triad (Confidentiality, Integrity, and Availability) match the needs of the organisation at large. The ITIL Service Design Book (SDB) contains extensive, structured guidelines for reaching information security goals[26].
Overall, the ITIL provides a valuable tool in implementing information security on a service level. The ITIL SDB covers many other highly important service level information security features such as Service Level Agreements (SLA). 

Section 2: An Information Security Approach for Nature Garden
As outlined in the introduction to this essay, the need for a comprehensive and robust approach to information security within all organisations is ever greater. Nature Garden (NG) is a global health retailer with a high reliance on digital systems, with over 95% of their network based on wireless networks. With developing technological needs, and high-value intellectual property at stake, a thorough and comprehensive approach to information security is vital. 
Key factors to consider when looking at Nature Garden are:
Global Operations: The Global nature of NG presents several security considerations. Compliance with Regulations and Law in all regions of operation must be met. And a consideration of the increased diversity of; threats, service security standards, supplier security, and other regional differences is essential [27].
Reliance on Cloud Services: While the scalability and adaptability of cloud services may be of great advantage, they also introduce multiple security risks [28]. NG must conduct a thorough risk assessment of their CSP’s (Cloud Service Providers). As NG is highly reliant on cloud services for its day-to-day operations, any related risks should be treated as high priority.
Social Media Presence: A large social media presence can leave an organisation open to several threats. The possibility of social engineering, brand impersonation, and data breaches is greatly increased.

Bring Your Own Device Policy: NG is under pressure to allow employees to use their own devices on the company network. The introduction of employee personal devices into the organisation's networks necessitates a vigilant approach [29]. NG does not have the level of control over the security of employee devices that it has over business devices. Increased possibility of malware and accidental data leaks are key considerations.

Intellectual Property: NG has ‘billions’ worth of intellectual property (IP). With no current security policy in place, this IP is at risk of being stolen and potentially devalued.

NG’s current state in regard to information security is disorganised and vulnerable. To develop a well-rounded approach to information security for NG, we can draw from the four frameworks discussed in Section 1 of this essay. Each offers a different set of tools that can help us reach the diverse needs of an organisation such as NG.

A Strategy for NG
To ensure that NG can gain a comprehensive approach to information security, we must first develop our strategy in its design and implementation. The frameworks that I covered in the first section of this essay are invaluable in doing so. Strategic planning, part of proper governance, is essential in laying a foundation for information security [30]. A strategic plan must be developed by executives that can provide focus and direction for all organisational activities and ensure that those activities work together to move the organisation towards reaching its wider goals.

ISO/IEC 27000
The approach to designing an ISMS outlined in ISO 27001 will allow NG to carry out systematic management of the company's information that is tailored entirely to their needs. The risk management processes explained in ISO 27001 should be utilised in the identification of risks and subsequently the proper controls to deal with them. Another useful component of ISO 27001 in developing strategy is asset management. NG should utilise this component in classifying its assets and creating an accurate picture of the company.

NIST
The NIST CSF offers an easy-to-use framework for a cybersecurity-focused security strategy. Particularly NG should try to integrate the five principles of NIST CSF into its strategy [Figure 6]. NIST also provides a set of guidelines on risk assessment and identification which would likely be useful to NG [31].

COBIT
COBIT's application in the design of NG’s information security strategy should come from the utilisation of its governance-focused framework outlined in APO01[32]. Proper governance is essential in providing a basis for any operation within an organisation. An invaluable tool in this process is COBIT APO (Align, Plan, Organise) which provides specific guidelines on IT governance, and if followed will ensure that the information security strategy of NG is aligned with organisational goals and Stakeholder needs/expectations. Another useful component of COBIT in regard to planning in this way is APO07, a document that provides guidelines on managing human resources, a vital part of the implementation and planning of security strategy.
ITIL
Implementing ITIL service management practices will ensure that NG’s strategy covers a vital part of its daily operations. ITIL service portfolio management guidelines should be used by NG to create a comprehensive assessment of all IT-related services within the organization.  A critical part of this process for NG would be to define service level agreements for each service for each catalogued service, this allows for the establishment of a clear prioritisation level for each service.  
Policy
Once organisational direction is established, and before security-specific planning can take place policy must be devised that aligns with and actively supports the given direction. These policies should function as a set of requirements that define what management deems as the right and wrong way to act. They give employees a set of rules to follow that ensure their actions fit with the wishes of management. In order to support policy, more detailed standards should also be created. 
In the development of policy and standards, all the frameworks discussed in section one can be useful. The ISO27000 series, particularly ISO27001/2, offers a comprehensive set of standards concerning Information security that can aid the organisation's development of an ISMS that integrates the principles in the CIA triad. Similarly, the guidelines within the NIST CSF can be utilised to advise policy more specifically about cyber security risk management. COBIT is useful in advising policy on performance management of governance processes, and ITIL contains a wealth of information on service-level operations that must be considered when developing policy.  
The creation of information security policy lays the foundation upon which an information security blueprint can be built for the organisation [33]. For NG, this blueprint should be largely based on the ISO27000 series. There are a number of reasons that the ISO27000 series would greatly benefit NG as a model; As outlined previously, the series is comprehensive in its implementation of information security.  It is widely recognised as a gold standard in information security by governments and businesses across the world. [34] Bolstering client confidence in NG’s security, and providing a competitive edge over rivals who do not have ISO27000 certification. Adherence to ISO27000 standards also aids greatly in complying to numerous national and international data protection laws[35] and regulatory requirements. An essential consideration for an international company such as NG.
Three areas that NG will  have to develop extensive policy around are; its reliance on cloud services, the potential introduction of a bring your own device program, and its heavy social media presence. Each of these presents a complex set of risks and considerations for NG that must be addressed in policy in order to advise the numerous employees that are involved in all three. 

Implementation of security controls
NG must implement security controls to manage the risks that it faces. Again of particular focus in this area are the potential introduction of a bring your own device (BYOD) policy and NG’s extensive usage of cloud services.
In regards to its usage of cloud services. NG should utilise ISO 27000 series document ISO/IEC 27017 and 27018 as outlined in Figure 1. These standards offer a comprehensive view of ways in which to protect organisational and personal data in public cloud systems.  NG should carry out a full assessment of its service provider in order to confirm that they hold an adequate level of security. NIST CSF offers a useful set of guidelines in assessing service providers.  Service level agreements should also be established with them to ensure that they maintain the level of security that NG requires. NG should also be practive in considering more direct measures such as the further encryption of data that is transferred to and from the cloud service. 
If Ng is to implement a BYOD policy it must introduce a number of security controls to prevent accidental or intentional security breaches. Ideally the introduction of a mobile device management (MDM) program would allow NG to ensure that employees personal devices were compliant with NG’s standards. There are various case studies to follow in creating  a model for MDM use in with BYOD[36].  However this has likely to be controversial with employees as it may be seen to infringe on their privacy and own use of their device. Therefore training programs will be fundamental in teaching all emplyees how to secure their devices and how to behave  with their devices in order to ensure safety. Aside from that, we must ensure that the systems being accessed by employees are as secure as possible. NG may look at only offering access to certain information, restricting access to high priority information to company devices only. 

Contingencies 
NG must plan how they will react in the case that a breach of information security does occur. 
Business continuity planning (BCP) is essential. BSP involves identifying the scenarios that could potentially disrupt business operations and the scale of the impact that each scenario could have. By carrying out a full assessment in this regard, NG could then identify key strategies to ensure the ability of the business to continue operating if one of the scenarios does occur.  NG Should introduce failover processes that ensure that if a high priority service fails, there is an immediate backup available.
Another important aspect in regards to recovery is a regular system for creating backups of critical data that are separated from the original source and can be accessed quickly in case of an incident. The back up should be stored in different locations in order to protect from critical events such as natural disaster. 
NG should also introduce training programs that utilise simulations of critical situations so that employees involved in recovery are as familiar as possible with their roles . 

Compliance
As NG operates I numerous countries it must be familiar with the rules and regulations of each. Critically important regulations such as GDPR are mandatory for operation in certain areas. NG must fully assess its context in regards to regulation and implement steps to ensure its continuous compliance. 
ISO27001 puts great emphasis on compliance. It requires full identification and documentation of all legal and regulatory requirements and outlines controls for ensuring that an organisation follows all applicable laws and regulations [37]. Also, implementing ISO27001 will aid greatly as many of the steps involved fulfil numerous international legislative requirements.

Why is it good practice to constantly have new or updated regulations and standards?
Maintaining an up to date security strategy in vital in protecting an organisation. The digital world is always evolving and new risks and challenges arise almost every day. 
The ways in which malicious hackers are able to infiltrate information systems is always evolving. As long as the motivation is there, they will find new ways of accessing sensitive information. Technology is also always developing, and each time we introduce a new technology to an organisation, there is a whole new set of risks to consider.
Another important factor that influences the continuous development of security is law and regulations. Legalities around data protection and information security can change rapidly. Whether it be small amendments, or the introduction of whole new regulations.
The frameworks that I highlighted in my essay are in states of constant development in order to keep up with these changes. In order to keep up with changes, organisations should ensure that they maintain compliance with frameworks such as NIST CSF and ISO27001. ISO270001 puts a particular focus on keeping its standards up to date. ISO 270001 covers continuous improvement extensively. ISO also puches the principal by publishing an ever growing list of standards that are in development.
It is important that all organisations carry out continuous monitoring and regular full audits to check compliance with their choice of framework. Doing so is the only way to be sure that an organisation is as protected and prepared as it can be in regards to information security. 























Figures
1. Table showing significant ISO27001 documents.
	Number
	Title
	Description

	ISO/IEC 27000
	Information Security Management Systems — Overview and Vocabulary
	Provides an overview of the series and contains terms and definitions.

	ISO/IEC 27001
	Information Security Management Systems — Requirements
	Specifies the requirements for establishing, implementing, maintaining, and continually improving an ISMS.

	ISO/IEC 27002
	Code of Practice for Information Security Controls
	Provides best practice guidelines on information security controls.

	ISO/IEC 27003
	Information Security Management System Implementation Guidance
	Offers guidance on implementing an ISMS.

	ISO/IEC 27004
	Information Security Management — Measurement
	Gives guidance on the development and use of measures and measurement for the assessment of the effectiveness of an ISMS.

	ISO/IEC 27005
	Information Security Risk Management
	Provides guidelines for information security risk management.

	ISO/IEC 27006
	Requirements for Bodies Providing Audit and Certification of Information Security Management Systems
	Specifies the requirements for bodies certifying ISMS.

	ISO/IEC 27017
	Code of Practice for Information Security Controls Based on ISO/IEC 27002 for Cloud Services
	Gives guidelines for information security controls applicable to the provision and use of cloud services.

	ISO/IEC 27018
	Code of Practice for Protection of Personally Identifiable Information (PII) in Public Clouds Acting as PII Processors
	Provides best practice for protecting personal data in the cloud.

	ISO/IEC 27031
	Guidelines for Information and Communication Technology Readiness for Business Continuity
	Offers guidance on the concepts and principles of information and communication technology readiness for business continuity.

	ISO/IEC 27032
	Guidelines for Cybersecurity
	Focuses on cybersecurity and provides guidance for improving the state of cybersecurity.

	ISO/IEC 27701
	Extension to ISO/IEC 27001 and ISO/IEC 27002 for Privacy Information Management — Requirements and Guidelines
	Specifies requirements and provides guidance for establishing, implementing, maintaining, and continually improving a Privacy Information Management System (PIMS).



2. Figure showing outline of iso/iec 27001 risk management steps. (SOURCE: ISO 27001 Risk Assessment, Treatment, & Management: The Complete Guide. Dejan Kosutic. https://advisera.com/27001academy/iso-27001-risk-assessment-treatment-management/
[image: ]
3. Table showing Information security related NIST documents
	NIST Publication Number
	Title
	Description

	NIST SP 800-30
	Guide for Conducting Risk Assessments
	Offers guidance on conducting and reporting on information security risk assessments.

	NIST SP 800-34
	Contingency Planning Guide for Federal Information Systems
	Details procedures and guidelines for preparing and executing contingency plans for information systems.

	NIST SP 800-37
	Guide for Applying the Risk Management Framework to Federal Information Systems
	Outlines the Risk Management Framework (RMF) and provides guidelines for its application.

	NIST SP 800-60
	Guide for Mapping Types of Information and Information Systems to Security Categories
	Assists in the categorization of information and information systems for federal agencies.

	NIST SP 800-61
	Computer Security Incident Handling Guide
	Provides guidelines on establishing an effective incident response program and managing computer security incidents.

	NIST SP 800-171
	Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations
	Guides on protecting controlled unclassified information in nonfederal systems and organizations.

	NIST Cybersecurity Framework
	Framework for Improving Critical Infrastructure Cybersecurity
	Presents a comprehensive framework for managing and reducing cybersecurity risk for organizations.

	NIST SP 800-115
	Technical Guide to Information Security Testing and Assessment
	Offers practical recommendations on conducting security testing and assessments.



	Principle Number 
	Principle Description

	1
	A governance system is required to satisfy stakeholder needs and to generate value from the use of I&T. This involves balancing benefits, risk, and resources, and developing an actionable strategy and governance system.

	2
	Several components build a governance system. These components can be of different types and must work together in a holistic way.

	3
	A governance system should be dynamic. If design factors such as strategy or technology change, the enterprise must consider how this impacts the EGIT system.

	4
	Governance and management activities and structures are different and should be treated as such within the system.

	5
	The enterprise’s needs should be used to tailor the governance system. This is done using a set of design factors for customizing and prioritizing the governance system components.

	6
	A governance system includes all enterprise functions, with a focus on the IT function and all technology and information the enterprise uses to achieve its goals.


4. Table showing 6 governance principles of COBIT 2019 [17]

5. Table outlining 5 NIST principles. 

	NIST CSF Principle
	Description

	Identify
	Develop an organizational understanding to manage cybersecurity risk to systems, assets, data, and capabilities.

	Protect
	Implement safeguards to ensure delivery of critical infrastructure services.

	Detect
	Implement appropriate activities to identify the occurrence of a cybersecurity event.

	Respond
	Take action regarding a detected cybersecurity event.

	Recover
	Develop and implement appropriate activities to maintain plans for resilience and to restore any capabilities or services that were impaired due to a cybersecurity event.
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