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Creating a safe space for internet users was the goal of our team's project, SafeHaven Pi. We wanted to tackle the risks associated with using public WiFi networks. To do this, we developed a portable security gateway based on Raspberry Pi technology. This gateway creates a secure, encrypted hotspot [1] that protects devices from various threats, including evil twin attacks, tracking, and data interception. 

As the team member responsible for frontend and UX design, my task was to create user-friendly interfaces for the project. I started by proposing a dashboard layout that would display key information, such as the number of threats blocked, DNS requests blocked, connected clients, VPN uptime, and network speed. I also included charts to show threats per hour and CPU/RAM usage. My goal was to make the dashboard feel like a real security control room. I designed and built four main pages for the project i.e. a monitoring dashboard, a login page for Business Mode, a status page for connected devices, and an admin panel for managing user accounts. 

To keep things simple and self-contained, I used plain HTML, CSS, and JavaScript, along with Chart.js for creating visualizations. I avoided using frameworks to ensure that the system could run directly on the Raspberry Pi. The design features a dark theme with green accents, which fits the security-focused aesthetic of the project. I also made sure that the interface is mobile-responsive, so users can easily check their status on their phones while on the go. By creating a secure and user-friendly system, we hope to provide a safe haven for internet users who need to access public WiFi networks.
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We had a team of three, with Orin handling the backend and systems, Mathew focusing on research and documentation, and I worked on the frontend. To stay in touch, we used Discord for communication. One of the key things Orin did was set up Tailscale, which allowed us to remotely access the Pi using SSH, 
Orin's documentation was a huge help. He put together a really useful guide that explained everything that was going on with the Pi, like how to get connected and what to do if something went wrong. When I was working on the dashboard, it was great to know where all the data was coming from, it made my job so much easier. But then, just as things were going smoothly, the Pi 4 suddenly died on us. Luckily, Orin was able to upgrade to a Pi 5 and get everything up and running again really quickly.
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Being upfront about what our security project can and can't do is really important. One big thing to know about Business Mode is that its traffic accounting is not entirely real,  it's simulated. This means that while the user management part works just fine, the project doesn't fully deliver on per-user kernel-level traffic isolation. Instead of sweeping this under the rug, we've been transparent about it and included it.
Suricata's threat signatures are not set to update automatically. This was a conscious decision, as automatic updates would require the system to send information back to a central server, which goes against the idea of keeping things private. However, this means that the detection capabilities can become outdated if the user doesn't manually update them. Another issue is that the SD card is not encrypted, which makes it a risk if the device is stolen physically We do plan to add full-disk encryption in the future to address this problem.
Dealing with the development risks was a challenge, especially when the Pi 4 hardware failed, but Orin was on top of it and handled the issue quickly. Managing time was also tough, as I had to balance this project with my coursework, which was a lot to juggle. Another issue we faced was remote collaboration, which had its own set of problems, like when I needed to use the Pi but had to wait for Orin to be available. However, we were able to overcome most of these issues thanks to good communication and the use of Tailscale, which really helped to mitigate the friction and keep things running smoothly.
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We looked into what's already out there. Tailscale, is great for one computer, but we wanted to protect every device on the network. The GL.iNet routers aren't open, so we couldn’t really customize them, and also the PiVPN is just a VPN, it doesn't have a firewall, IDS, or a user-friendly dashboard. So, we took the best ideas from all these solutions and created something that's more comprehensive [2].
Future priorities: real per-user traffic isolation, full-disk encryption [3], cellular uplink so we don't depend on upstream WiFi, and automated testing since ours was all manual.
I learned a lot from this experience, especially about collaborating with a team that has different strengths and skills. Now, I feel more comfortable working with real-time dashboards and designing responsive interfaces. Even though I didn't create the backend services, understanding how they work helped me design better interfaces for the users. If I had to do it again, I would start working on the project earlier and conduct more user testing to get feedback and make improvements. Overall, I'm really proud of what we achieved, we built a working product that solves a real problem.
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Working on SafeHaven Pi was a real game changer for me. I learned that even a small team can achieve something good when everyone knows their role. As a frontend developer, I grew so much from this experience. One of the biggest challenges was learning how to work with my team remotely, especially when we were under a lot of pressure. But it was worth it, I got to work with Orin and Mathew, and they taught me the importance of good documentation and communication. Orin's guides were super helpful, and our regular check-ins on Discord kept us all on the same page. If we hadn't had those systems in place, the project would have fallen apart. It was a great lesson in the value of teamwork and communication.
Our project has its flaws and we've been open about them. For instance, Business Mode requires better isolation, the SD card needs to be encrypted, and we should have automated our testing process. Despite these issues, our project is functional, addresses a genuine problem, and I'm proud of what we've accomplished. The experience and lessons learned from this project will definitely be carried forward to future team projects, helping us to improve and grow.
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