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[bookmark: _Toc193117230][bookmark: _Toc235976538]Introduction
This project presents the development of Python- based Smart Device Manager for the Bright Minds Academy scenario. The application was created to provide a simple way of managing smart devices used in different rooms thought the academy. It enables staff to record devices , monitor their operational status and locate equipment quickly through a menu-driven interface.
The system was developed using Python programming language and follows a modular design, with separate files responsible for different tasks such as displaying devices searching, updating device status and adding new devices. [1] Device information is stored using Python lists and dictionaries, allowing the application to organise and manage tata efficiently.
This report describes the complete software development process, beginning with the analysis of the project requirements before discussing the design decision, implementation, testing and evaluation of the final solution. It also explains how the programming concepts studied throughout the module were applied to develop a functional and maintainable application.
[bookmark: _Toc235976539]Main Body
[bookmark: _Toc235976540]1.Analysis  

[bookmark: _Toc235976541]Requirements Analysis 

 Before developing the Smart Device Manager , I analysed the Bright Minds Academy scenario to identify the requirements that software needed to fulfil. The main objective was to understand the problem, determine the information that needed to be managed and identify the operations that staff would perform regularly. This analysis provided a clear foundation for the design and implementation of the application.
The scenario describes  and environments where multiple smart devices are installed in different rooms through the academy. Staff need an efficient way to manage these devices without having to check each one individually. To achieve this , the application must store essential information about every device , including its name, room location and current operational status. This information allows staff to identify devices quicky and monitor whether they are available for use or require maintenance.
The analysis also identified the users of the system. The primary users are academy staff who require a straightforward application that does not demand advanced technical knowledge. For this reason, the software was designed as menu-driven console application with clear instructions and simple navigation. Each menu option performs a single task, making the application easy to understand and reducing the likelihood user error.

During the analysis stage, the scope of the project was carefully defined. 
The application focuses on device a management rather than controlling smart devices directly. 
Features such as user authentication , database storage, could connectivity and automatic communication with physical devices were excluded because they fall outside the objectives of this assignment. 
Restricting the scope allowed the project to concentrate on implementing the required Python programming concepts while producing a reliable and maintainable software solution.
From this analysis, a number of functional and non-functional requirements were identified. These requirements guided the design of the application and ensured that the completed solution addressed the needs described in the project scenario.
 
[bookmark: _Toc235976542]Functional Requirements
· Add new Devices: Allows staff to register newly installed smart devices. 
· View Device list: Displays all registered devices with their location and statuses.
· Search device: Enables staff to locate a specific device quickly.
· Update Device Status: Keeps device information accurate by changing operational status.
· Validate User Input: Prevents invalid menu selections and unsupported statuses.
· Exit Application: Allows users to close the program safely.


[bookmark: _Toc235976543]Non-Functional Requirements: 
In addition to functionality, the system must meet several quality criteria:
Reliability: The application should provide accurate and consistent device information. Valid updates ensure that device records remain reliable throughout normal use.

Performance: The system should respond quickly when displaying , searching or updating devices. As data is stored in memory, operations are completed with minimal delay.


Security: Input validation helps prevent invalid data from being stored by restricting device status to predefined values.

Accessibility: A simple menu-driven interface with clear prompts makes the application easy to use for staff with different level of technical experience.


Maintainability : The modular structure allows individual components to be updated or maintained without affecting the entire application.

Scalability : The design allows future features , such as database support or additional device information, to be added more easily.



[bookmark: _Toc235976544]2. Software Design and Development 
[bookmark: _Toc235976545]2.1 Design: 
The design stage transformed the requirements identified during the analysis into a structures software solution that could be implemented in Python. [2] Before writing the source code, careful consideration was given to  information that the application needed to manage, the interaction between the user and the system, and the overall organisation of the program. The objective was to develop a solution that was simple, maintainable and capable of meeting the functional requirements identified during the analysis. 
To reduce unnecessary complexity, abstraction was applied by including only the information required for the prototype. Each smart device stores three addresses, manufacturer details, communication protocols and usage history was intentionally excluded because it was outside the scope of this assignment.
Problem decomposition was then  used to divide the application into smaller, manageable components. Instead of implementation al functionality in a single file, individual tasks were separated into dedicated modules responsible for displaying devices, searching for device, updating status and adding new devices.
These modules are coordinated by the main program through a menu-driven interface. This modular design improves readability, simplifies debugging and makes future enhances easier to implement.
Before implementation, the overall program logic was represented using flowchart and pseudocode. The design techniques provided a clear representation of the algorithms before coding began and helped verify that each process followed the required sequence of operations.
[bookmark: _Toc235976546]       2.1 Flowcharts: 
Flowchart were created to visualise the logical sequence of operations performed by the application. They provide a graphical representation of the decision-making process, user interaction and program flow before implementation. Producing the flowcharts during the design stage helped verify each process follows a logical sequence and reduced the possibility of introducing design errors into the final [image: ]program.
Figure 1 Update devices flowchart in Microsoft Visio
Figure 1 shows the logic used to update the status of an existing device. The process checks whether the device exists and whether the new status is valid before changing the stored information.
[bookmark: _Toc235976547]2.2 Pseudo-code: Pseudo-code was used to describe the logic of the core functions before implementation. This helped organise the program steps and identify possible logical errors before writing the Python code. 

Update Device Status pseudocode: 
START
  Ask the user to enter the device name.
 Search the device list.
IF the device name is found THEN
    Ask the user to enter a new status.
   IF the new status is valid THEN
       Update the device status.
       Display “Device status updated successfully.”
    ELSE
         Display “Invalid status.”
   END IF
ELSE 
    Display “ Device not found.”
END IF
END
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Data Structures: 
The application stores device information using a list of dictionaries.
This structure was selected because the system manages multiple smart devices, while each device requires several related values, including its name, room location and current operational status.
The list allows all registered devices to be stored in a single collection. Each dictionary represents one individual device and keeps its associated data together through key-value pairs. This structure makes the information straightforward to avoids the additional complexity of using a database.
The main variables used in the application are:
· devices -> stores the complete collection of registered smart devices.
· device -> represents one device while the program iterates through the list.
· device_name -> stores the name entered by the user when searching for or updating a device.
· new_status -> stores the replacement, status entered by the user
· name -> stores the name of a new device.
· room -.> stores the location of the device.
· status -> stores the current or newly entered device status.
· choice -> stores the menu option selected by the user.
This data structure keeps the program simple and readable while allowing new devices to be added without changing the overall design.
· Programming Constructs: 
The Smart Device Manager uses several programming constructs to implement the required functionality while keeping the code organised and easy to understand.
Conditional statements ( if , elif and else ) are used through the application to control program flow and validate user input. They determine whether a selected menu option is valid, whether a device exists in the list and whether a new device status matches one the permitted values. This helps ensure that only valid operations are performed.
Iteration is implemented using both while and for loops . The while loop keeps the main menu running until the user chooses to exit the application, allowing multiple operations to be completed during a single session. The for loop is used to iterate through the list of devices when displaying all records or searching for a specific device.
Functions were used to divide the program into smaller, reusable components.
Each function performs a single task, such as displaying devices , searching, updating a status or adding a new device. [3] This modular approach improves readability, reduces code duplication and makes the application easier to test and maintain.
Basic error handling is achieved through input validation rather than exception handling. Invalid menu selections , unsupported device statuses and searches for devices that do not exist are handled by displaying informative messages ,allowing the program to continue running crashing.

[bookmark: _Toc235976549]2.4 Python Modules and Libraries: 
The Smart Device Manager was developed using Python’s built-in features and does not require any external libraries. Instead, the application is organised into multiple Python modules, with each module responsible for specific task. 
This modular approach improves code organization, readability and maintainability by separating the application’s functionality into independent components:
· main.py module controls the application menu system and coordinates the execution of the remaining modules. 
· devices.py module stores the initial collection of smart devices used through the program. 
·  display.py  module contains the function responsible for displaying all registered devices 
· search.py provides functionality for locating device its name
· update.py module updates the operational status of an existing device
·  add_device.py  validates and adds new devices to the collection.
Organising the project into separate modules reduces code duplication, encourages code reuse and makes future maintenance easier because individual components can be modified without affecting the rest of the application.

2.5 Source Code 

The complete source code for the Smart Device Manager is available in the GitHub repository  [4] provided on the title page. 
The application is organised into separate Python filles , with each module responsible for a specific function.
The following code listing highlights the main implementation decisions and demonstrates the use of functions, selection statements, loop, data structures, validation and modular programming.

[image: ]
                    Figure 2. Main menu and program  control

The main function uses a while True loop to keep the application running until the user selects the exit option. The variable choice stores the user’s menu selection, while conditional statements direct the program to the appropriate function. This approach allows staff to perform several operations during one session restarting the [image: ]application.
               Figure 3. Annotated code listing- Search Device function
The search_device ( ) function demonstrates the use of reusable function, a for loop and a conditional statement to locate a device within the shared devices list.
The .lower ( ) method performs a case-insensitive comparison , allowing users to enter device names without matching the original capitalisation exactly. If matching device is found , the function returns the corresponding dictionary, otherwise , it returns None , allowing the calling function to determine the appropriate response. [image: ]

Figure 4 List of dictionaries used to store device records
The update_device_status ( ) function reuses search_device ( ) to locate the required device. 
If the search returns None ,the function returns False without changing any information. A list named valid_statuses restricts the accepted values to Online, Offline and Under Maintenance.
Once the input has been validated , the status value in the selected device dictionary is updated and the function returns True
[image: ]
                                               Figure 5. Add device
· The add_device function accepts  the device name, room and status as arguments. Before  creating the record, the function checks whether the entered status appears in the list of permitted values, A new dictionary is then created and appended to the shared devices list .They rerun values inform the main programing whether the operation was successful.

[image: ]
                            Figure 6 . Devices status
· Device records are stored in a list of dictionaries. Each dictionary contains the same three keys : name, room and status . This consistent structure allows the functions to process each device in the same way and makes additional records easy to add.

[bookmark: _Toc235976550]3. Testing and Debugging Report 
a) Importance of Program Testing
Program testing is an essential part of software development because it verifies that an application behaves as expected and meets its requirements.
Testing helps identify defects before the software is used by its indented users, reducing the risk of incorrect results, unexpected behaviour or system failure.
In this project, testing was used to confirm that the Smart Device Manager could display devices, search for a device, update status, add new device and handle input correctly. Both valid and invalid inputs were tested to ensure that the program responded appropriately under different circumstances.
Testing also supports software reliability and maintainability. When problems are discovered, they can be corrected and the same tests can be repeated to confirm the changes have not affected other parts of the application.
[bookmark: _Toc235976551]b) Types of Programming Errors and How They Were Fixed. 
Different types of errors can occur during software development. 
A syntax error occurs when the code does not follow the rules of the Python language.
For example: a missing bracket, quotation mark od colon can prevent the program from running. Python normally identifies the line where the syntax problem has occurred, allowing the developer to correct the statement before running the application again.
A runtime error occurs while the program is executing. This may happen when an operation is performed on an unsuitable data type or when the program attempts to access data incorrectly. Runtime error can be investigated by reading the value or operation causing the problem.
A logical error does not necessarily cause the application to crash. Instead , the program runs but produces an incorrect result. Logical errors are identified by comparing the actual output with the expected output in a test case. The relevant conditions, loops or function logic can then be reviewed and corrected.
During development, errors were resolved by reading Python error messages, checking indentation and syntax. reviewing the values stores in variables and testing each function separately before integrating it into the main application.



c) Test Cases and Validation
Test cases were created to verify the main functions and validation rules implemented in the application. Each test included an input, an expected result and the actual result produced by the program. Both correct and incorrect inputs were tested to confirm that the application responded reliability. 
	No.
	Operation Tested
	Pass (Yes/No)
	Comments

	1
	View all devices 
	   Y
	All registered devices were displayed correctly.

	2
	Search for an existing device
	   Y
	The correct device information was returned.

	3
	Search for non-existing device
	  Y
	“Device not found” message was displayed.

	4
	Update device status with valid value
	  Y
	The device status was updated successfully.

	5
	Update device status with invalid value
	  Y
	Invalid status was rejected and no changes were made.

	6
	Add a new device suing valid data
	   Y
	A new device was added successfully.

	7
	Add a device with an invalid status
	   Y
	The application rejected the invalid status.

	8
	Enter an invalid menu option
	  Y
	An error message was displayed and the menu continued running

	9
	Exit the application
	   Y
	 The application closed correctly



[image: ]               Figure 7. Invalid status rejected when adding a new device
The application prevented the new device from begin added because the entered status ( “ Broken “) was not included in the list of permitted values.

[image: ]
      Figure 8 . Invalid menu option validation
  The program rejected an invalid menu selection and prompted the user to enter a value between 1 and 5 , allowing the application to continue running.
                      [image: ]
                           Figure 9 Exit command 
Selecting option 5 closed the Smart Device Manager correctly and terminated the application.
[image: ]





Figure 10. View all registered devices
The application successfully displayed all registered smart devices together with their room locations and operational status, confirming that the display function worked correctly.
[image: ]




[image: ]Figure 11. View all devices 
The application successfully located the Thermostat and displayed its name, room and current operational status.
[image: ]
          Figure 12. Search for another device
I selected 2 for searching a TV. If the device is not in the list, it will display “Device not found”.

[bookmark: _Toc235976552]4. Evaluation 
[bookmark: _Toc235976553]4.1 Challenges Faced
During the development of Smart Device Manager, several challenges were encountered that contributed to my understanding of software development process. One of the main challenges was translating the project requirements into a structured solution before any code. Initially I focused on implementing features as quickly as possible, but I soon realised that spending more time analysing the problem and planning the solution resulted in a much more organised program.
Another challenge was dividing the application into separate Python modules while ensuring that information could be shared correctly between them.
Understanding how functions communicate through parameters and return values required careful planning. Once the application was organised into smaller modules, the code became easier to read, test and maintain.
         Testing also presented challenges. Some problems were not caused by syntax errors but logical errors, where the application executed successfully but function individually and comparing the actual output with the expected behaviour integrating the functions into the main application.

[bookmark: _Toc235976554]4.2 Future Improvements: 
Although the Smart Device Manager successfully meets the requirements of the assignment, several improvements could be implemented in the future versions to increase its functionality and practical use.
One proposed enhancement is this addition of a Smart Thermostat Notification system. Rather than requiring users to manually monitor device status, the application could automatically monitor room temperature and notify the user when action is required. This would extend the current device management system into more intelligent home automation solution.
[image: ]
                              Figure 13. thermostat.py 
Figure 13 presents a prototype Python implementation of the proposed Smart Thermostat Notification feature. The prototype follows the logical workflow illustrated in Figure 14 and demonstrates how the future enhancement could be implemented using Python. This was developed for evaluation purposes only and is not integrated info the final Smart Device Manager application.


[image: ]
                Figure 14. A Smart Thermostat workflow created in Microsoft Visio [5]
Illustrates the proposed Smart Thermostat Notification workflow.
When the room temperature falls below 16*C, the system sends a notification to the user’s smartwatch asking whether the healing should be switched on. If the user accepts the request, the system requires a PIN before activating the thermostat, if is incorrect it will deny access! This additional verification step improves security by preventing unauthorized access to the heating controls. If the user does not respond within three minutes, the system activates a one-hour snooze timer before sending another notification, reducing unnecessary alerts while continuing to monitor the environment.        [image: ]
                    Figure 15. Cisco Packet tracer conceptual IoT network.
Figure 12.presents a conceptual IoT environment designed in Cisco Packet Tracer. [6] The diagram demonstrated how smart devices, a thermostat , a user’s smartwatch and a network infrastructure could interact in a future implementation of the Smart Thermostat Notification feature. The network was created as a proof of concept to support the proposed enhancement and does not form part of the implemented Smart Device Manager application.



[bookmark: _Toc235976555]4.3 Self-Reflections: 
Developing this project has significantly improved my understanding of Python programming and the software development process. Before starting this module, I viewed programming as simply writing code.
 During the development of the Smart Device Manager, I learned that Python is a high-level programming language that allows developers to communicate instructions to a computer using readable and structured syntax. I also learned how variables, strings, functions, modules and program logic work together to create a complete application.
One of the most valuable lessons was understanding that computers only execute instructions exactly as they are written. If the syntax is incorrect or a command is incomplete, Python reports the location of the error, making it possible to identify and correct mistakes. 
This helped me improve my debugging skills and understand the importance of testing throughout the software development life cycle ( SDLC )
Before writing any code, I found it useful to think logically about how the program should operate. Creating flowcharts and pseudocode allowed me to visualise the workflow before implementing it in Python. This approach made it easier to divide the program into modules and functions helped me to organise the project more effectively.
Throughout the project, I experimented with different ideas and gradually developed a better understanding of how programming can be applied real-world problems. While designing the Smart Thermostat Notification prototype, I began  asking myself questions such as “How would the system detect a temperature change?” and “ How would the different components communicate?”
This curiosity encouraged me to explore algorithms, IoT concepts and system design beyond the requirements of the assignment.
If I were to continue developing this project, I would expand main.py by adding more simple features and improving the user experience. I would also continue developing the Smart Thermostat Notification prototype and integrate it with a simulated IoT environment, while considering security, data protection and legal requirements such as GDPR [7] and information security principles studied in my Data Security and Compliance module. [8]
Overall, this project has increased both my programming knowledge and my confidence in solving problems logically. It has shown me that successful software development begins with understanding the problem, designing a logical solution and then translating that solution into structured Python code.

[bookmark: _Toc235976556]Conclusion:
       The aim of this project was to design and develop a Python-based Smart Device Manager capable of managing smart home devices through a simple command-line interface. The application successfully meets objectives by allowing users to view devices , search for device, update device status and add new devices using modular Python structure.
Throughout the project, I applied the stages of the Software Development Life Cycle ( SDLC), form planning and design to implementation, testing and evaluation.
Using flowcharts, pseudocode and programming helped me organise the application logically and improve readability of the code.
  Testing confirmed that the core functionality worked as expected and demonstrated the importance of validating user input and correcting programming errors during development. In addition, the proposed Smart Thermostat Notification prototype showed how the application could be extended in the future using IoT concepts and Conceptual Cisco Packet Tracer network. 
Overall, this project strengthened my understanding of Python programming, logical thinking and software development principles. It has provided a solid foundation for developing more advanced applications and has increased my confidence in designing practical software solutions.
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# thermostat.py

Future Improvement Prototype

This prototype demonstrates the logical workflow
presented in Figure 11 (Smart Thermostat Notification).

It was created to explore a possible future enhancement
and is not integrated into the final Smart Device Manager
application.

TEMPERATURE_THRESHOLD = 16

def smart_thermostat():

Simulates the proposed Smart Thermostat Notification workflow.

temperature = floatminput("Enter room temperature: ")El

if temperature >= TEMPERATURE_THRESHOLD:
print("Temperature is normal.")
return

print("Smartwatch notification sent.")

response = input(
| "Did the user respond within 3 minutes? (yes/no): "
).strip().lower()

if response == "no":
print("Wait 60 minutes.")
print("Resend smartwatch notification.")
return

heating = input("Switch heating ON? (yes/no): ").strip().lower()

if heating == "no":
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