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RESEARCH PROPOSAL SUMMARY



Research Background

= Al is becoming a powerful technology that will
greatly impaCt the future (Kelly, Kaye and Oviedo-Trespalacios, 2023).

= Tools such as ChatGPT, Copilot, and DeepSeek are
examples of this innovative progress.

= However, Al is like a two-sided sword.
 One side: It increased the organization’s proactivity.
« On the other side: Hacker uses it to launch cyberattacks.



Research Background

External Environment:

Refer to the Statista report
(Statista, 2024), the financial loss
due to cyberattacks will increase
significantly in the next four
years.

Losses forecasted to grow from
around USD 9 to 14 trillion.

Cyberattack frequency and
severity are increasing each year
(Charlton, 2024).

It is a significant global challenge.

It is a wake-up bell for
cybersecurity professionals and
organizations.
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Research Background

Problems in the Organization:

= Many organizations rely on legacy security systems and
methods to analyze the threats (shwedeh, Malaka and Rwashdeh, 2023).

» These legacy methods are inadequate against modern
cyberattacks.

= At the same time, there is a lack of skilled cybersecurity
professionals in the job market meineke, 2024).

This problem needs to be solved quickly, and immediate action
IS necessary.



Research Objectives

Research Aim:

To assess the impact of machine learning (ML) on
cybersecurity operational efficiency, focusing on the
banking sector in Hong Kong.

Significance:

As technological innovation accelerates, ML offers
opportunities for enhanced cybersecurity, which is
critical for protecting banking assets.



Research Objectives

Research Objectives:

= Understanding of ML applications that can be
applied in banking information systems.

= Utilizing machine learning improves the oEerational
effectiveness of cybersecurity for the bank.

= |dentifying the role of ML in cybersecurity's
operations, and demonstrate how ML reduces
human involvement while speeding up the detection
and shortening response times.



Research Questions

Research Questions:

=RQ1: What ML features can be used in cybersecurity
work?

=RQZ2: How does ML improve the efficiency of
cybersecurity in the banking sector?

=RQ3: What is the position of ML in cybersecurity
operations?



Literature Review Summary

Key Themes:

= Machine Learning Model
1. Supervised (sarker, 2021)
2. Unsupervised (taha, 2023)
3. Semi-supervised (Sarker, 2021)

= Machine Learning Techniques in Cybersecurity
1. Threat prevention (ietal, 2019)

2. Threat detection (Apruzzese et al., 2023)



Literature Review Summary

Key Themes:

» Theoretical Framework

Based on Diffusion of Innovations (DOI) theory, which explains the
adoption of new technologies (Shaikh et al.,, 2023).
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Literature Review Summary

Research Gap:

= Previous studies are focus on static threat analysis.

= Limited studies analyzing the intersection of ML and
cybersecurity in the Hong Kong banking sector.



Research Design and Methodology

Approach:

Combining existing theoretical and practical experiments.

Methods:
Mixed-methods approach

1. Qualitative: Interviews and focus groups for insights and recommendations (Abraham
et al.,, 2022).

2. Quantitative: Surveys and statistical analysis for measurable outcomes (Apuke, 2017).

Data Sources:

Combination of primary data (interviews, focus group and survey) and secondary data
(literature review from textbook, journal, article, etc.)



CRITICAL EVALUATION OF THE
RESEARCH PROPOSAL



Critical Evaluation of the Research Proposal

Strengths:
= Use of mixed-methods enhances result validity (ljadi Maghsoodi et al., 2024).
= Focus on the high-priority area of cybersecurity in banking.

= Established effectiveness of ML in cybersecurity applications.

Weaknesses:
= Reliance on existing DOI theory to form a framework.

= General feedback from the respondents in survey.

Limitations:

= Compatibility challenges between new and legacy banking systems.



ALTERNATIVE RESEARCH METHODS



Alternative Research Methods

Proposed Alternative: Case Study Approach
= In-depth analysis of specific banks in Hong Kong.

= Detailed examination of practical challenges and successes in implementing
machine learning.

Addressing Shortcomings:

= Overcomes theoretical limitations by focusing on practical implementation.

= Reduces data collection barriers by involving participants in the process.



EXPECTED FINDINGS AND
CONTRIBUTIONS



Expected Findings and Contributions

Expected Findings:
= Determining the position of ML in cyber-defense operations.

= ML significantly enhances cybersecurity operational efficiency by detecting and
preventing threats more effectively.

Contributions:

= Provide invaluable insight for banking institutions’ executives, Chief Information
Officer (ClO), the Chief Information Security Officer (CISO), and other security
stakeholders. Guidance they decide on introducing ML in their organization
cybersecurity strategies.

= Provides actionable insights for cybersecurity professionals to integrate ML.



THANK YOU!!
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