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[bookmark: _Toc8769970]Introduction

[bookmark: _GoBack]The aim of this report is to investigate application development concepts and design patterns in web development security, the vulnerabilities, their risk and impact and the ideal countermeasures that can be taken to prevent them. The report will also analyse and discuss the implementation of AbsoluteHolidays, a ASP.NET MVC Web Application built by the author to demonstrate the use of the .NET framework.
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On the 6th August 1991, the World Wide Web was released to the world. Within a few years, companies and organisations across the globe were becoming aware that a web presence was no longer optional with the popularity of the internet’s exponential growth. Web applications and web servers in particular make an attractive target for hackers for a few reasons;

· Commerce
Many web applications today use commerce and money, and web servers often store and hold sensitive financial data such as credit cards. If an attack is successful, this can have a devastating impact on both the company/organisation and consumer. 

· User & Proprietary Data
Most web applications and websites today store a tremendous amount of data on their web servers. From sensitive data on members, to proprietary information; both make an appealing target for both hackers, and in some cases competitors. Data and proprietary information is often sold or used in a malicious way, causing huge implications for everyone involved.
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There are a vast sum of vulnerabilities and attacks, many of which are still not publicly known and under the radar. Data breaches can have devastating consequences for both company and consumer, especially when credit card credentials are involved. If a company is breached, they could be held responsible for the monetary damages suffered by the consumer. When a breach occurs, it’s vital that the banks that deal with the payments are informed so they can prevent any unauthorised transactions. Data is obtained and sold every day, which has only become easier with the introduction of cryptocurrencies as these kind of transactions are untraceable and leave no paper trail. Below the author has investigated and analysed some of the most commonly used attacks on the web today.
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Injections are the most commonly used attacks on the web today, according to the Open Web Application Security Project’s top ten list of vulnerabilities. There are several types of injections, for demonstrating purposes the author will be investigating the use of SQL Injections.

SQL Injections consist of the input of malicious code in SQL statements, usually in input fields set for the user to input data.

User Input 70 OR 1=1

“SELECT” * FROM UserTbl WHERE UserId = 70 OR 1=1

As the above SQL code is valid, every row from the UserTbl table will be returned unless the correct countermeasures are implemented. Preventing these attacks can be accomplished by using SQL Parameters. On execution time, parameters are added to queries and are represented as a value. [1]

Razor Example:

textUser = getRequestString(“User”);
textSQL = “SELECT * FROM UserTbl WHERE User = @0”;
db.Execute(textSQL, txtUser);
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Authentication in web applications is the action of determining whether something or someone is authentic. Authentication provides the access control where data can be cross checked to see if they match the ones stored in the database or authentication server.

A web application with broken or inadequate authentication can lead to a hacker capturing or bypassing the authentication methods resulting in the unauthorised access to the backend. 


· Authentication credentials not being stored correctly using hashing or encryption
Sensitive data such as passwords should be hashed. Hashing is the process of using an algorithm to alter the representation of the password. If passwords are not hashed, then hackers could easily view them as simple text, commonly referred to as “plain text”


· Predictable and easy to guess login credentials
Having constraints on passwords on sign up helps ensure that the user has a complex password. As an example, common constraints include:

· Minimum set length (8-12 characters)
· Lowercase letter
· Uppercase letter
· Number


· Session ID
Session IDs are unique numbers that are assigned to specific users by the web server for the duration of their active session. They are used to identify and track users and visitors to a website. When a user logs in, a session should start and will only end when the user either logs out or closes the browser. Sessions should be recreated after a successful login and should never be displayed in the URL with rewriting. [2]




· Brute forcing
Brute forcing is an attack performed by obtaining millions of username and password combinations and testing them the use of automated software. Enabling and forcing a captcha after so many unsuccessful login attempts can prevent the effectiveness of brute forcing. Captchas can distinguish between robots and humans by insisting the user input a certain string or solve a certain puzzle. [3]
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The web application, AbsoluteHolidays, was created using the ASP.NET MVC Framework. The website manages and stores data using SQL Server Express LocalDB and the database contains the following tables.

· Airport
Contains the holidays departure airport

· Booking
Contains the booking details of the holiday when booked

· BookingTicket
Contains the data on the confirmed booking including total price, discount and status

· Holiday
Contains the information on holidays, their price, location, rating and description

· HolidayShowing
Contains the holiday, date of departure and the maximum number of guests

[image: ][image: ]

[image: ][image: ][image: ]



Bibliography

[1] 	W3Schools, “SQL Injection,” W3Schools, [Online]. Available: https://www.w3schools.com/sql/sql_injection.asp. [Accessed 11 May 2019].
[2] 	D. Blazquez, “What is and how to prevent Broken Authentication and Session Managment | OWASP Top 10,” Hdiv, 15 April 2019. [Online]. Available: https://hdivsecurity.com/owasp-broken-authentication-and-session-management. [Accessed 2019 May 12].
[3] 	T. O. W. A. S. Project, “Testing for Brute Force (OWASP-AT-004) - OWASP,” The Open Web Application Security Project, [Online]. Available: https://www.owasp.org/index.php/Testing_for_Brute_Force_(OWASP-AT-004). [Accessed 12 May 2019].




image3.PNG
AbsoluteHolidays.We

Index

Create New

Barcarola Club Apartmen... Emerald Studios; Baltic Discovery; Hotel Arabella;

]
-
*

Beach City Cruise Outdoors

£299.00 * £249.00 * £1,099.00 * £499.00




image4.PNG
AbsoluteHolidays.Web

Welcome to AbsoluteHolidays!

Click to check out our holidays on offer.




image5.PNG
AbsoluteHolidays.Web

Log in

Use a local account to log in. Use another service to log in.

admin@absoluteholidays.com

Password

Remember me?

Forgot your password?

Register as a new user




image6.PNG
AbsoluteHolidays.Web

Create
Holiday

Title

Summary

AdvertisedPrice

HolidayType

Duration

HolidayPostimg

HolidayRating

Back to List




image1.jpeg
A Prifysgol Cymru
% Y Drindod Dewi Sant
N University of Wales
Trinity Saint David





image2.PNG
AbsoluteHolidays.We

Details
Holiday

Title

Summary

AdvertisedPrice
HolidayType
Duration
HolidayPostimg
HolidayRating

Edit | Back to List

Emerald Studios

Emerald Studios is a six-minute walk from the sandy beach at Lalyssos Bay and less than half-an-hour's walk from Kremasti. The
sandy beach at popular Lalyssos Bay sits about a six-minute walk away from Emerald Studios. And, the bars, restaurants and shops
of Kremasti are less than a half-an-hour's walk away. Each of the apartments in this place features a fully equipped kitchenette, as
well as a balcony or terrace. There are two swimming pools, a poolside restaurant and nightly entertainment.

£249.00
City

7
Hol3,jpg
3.00




