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1. Review complex types of internet-dependent crimes. (2000 words)
In modern day society, the internet is used in every aspect of life, this includes criminal activity. Europol explains “Internet dependent crime can be defined as any crime that can only be committed using computers, computer networks or other forms of information communication technology (ICT)” (Europol, 2021)  Estimates from a 2021 Crime Survey for England and Wales showed that there were 1.8 million computer misuse offences in the year ending June 2021. This was an 85% increase compared with the year ending June 2019, largely driven by a 161% increase in “Unauthorised access to personal information offences. (ONS, 2021)
The average cost of cyber security breaches in the last 12 months in the United Kingdom was 2,670 British pounds across all businesses, however, this figure becomes greater as the size of a business increases. (O'Dea, 2021) So it is an ever expending problem. 
Cyber-dependent crimes fall broadly into two main categories: 
• illicit intrusions into computer networks (for example, hacking); and 
• the disruption or downgrading of computer functionality and network space 
(for example, viruses and DDoS attacks). (Home Office, 2013)
Hacking refers to activities that seek to compromise digital devices, such as computers, smartphones, tablets, and even entire net (Malware Bytes, 2021) Hacking is usually done for malicious purposes, primarily financial gain. However, criminals also have hacked for activism and in order to protest.  This can be for social, political or religious purposes. The term “hacktivism” has been coined. 
An example of Hacktivism might be defacing a website or leaking private information from an organisation or individual in order to cause embarrassment, change or even incrimination. An example of a world-renowned Hacktivist group would be Wikileaks. 
Wikileaks claim to have released “the largest set of confidential documents ever into the public domain." (Chacksfield, 2010)
Founded in Australia, WikiLeaks is a whistle-blowing organization. Its preferred hacktivism attack type is leaks, and it has been a hosting a domain of leaked documents since 2006.  They are responsible for massive controversial information leaks including lists of British National party members and videos from the Iraq war. 
Hacktivism differs from other cyber-dependant crimes which are classed as cyberterrorism.  Denning explains Cyberterrorism "covers politically motivated hacking operations intended to cause grave harm such as loss of life or severe economic damage." Put simply, the objective of cyberterrorism is permeant, severe damage. (Denning, n.d.)

Once a virus has successfully attached to a program, file, or document, the virus will lie dormant until circumstances cause the computer or device to execute its code. (Johansen, 2020) An everyday way criminals use viruses to target persons in by impersonating a trustworthy source. This could be, for example, Paypal or Royal Mail. They will then send a deceptive email impersonating the source to get persons to click on a link or download a file. This will then release and enable malware. Simplified, Tolentino explains - the link is just a mechanism for the virus to be delivered to your device. Code can be built into a website which redirects you to another site and downloads malware to your device on route to your actual destination. (Tolentino, 2019) 
To go a step further, criminals use phishing. Phishing is a cybercrime in which a target or targets are contacted by email or text message by someone posing as a legitimate institution (Phishing, n.d.)  The goal for the scammer is to lure individuals into providing their sensitive data such as personally identifiable information, banking and credit card details, and passwords. These emails or texts are often too good to be true; stating things such as “you have won a million pounds” or “you are entitled to a HMRC refund”. 
Cyber-crime cannot be approached like traditional crime and only officers with specialist training are effective in dealing with it. With cybercrime, time is of the essence and speed is essential. Officers must act fast to determine the correct response to a crime, which may include scanning networks for hidden devices or gathering digital evidence to support warrants and prosecution. (Anon., n.d.)
Social media websites like Facebook are also hotspots for Phishing criminals to find unsuspecting victims. A popular example is fake giveaways. Persons are encouraged to type in their sensitive information in order to be entered into a competition or raffle. Giveaways are always effective for scammers on social media due to the appeal of free items to the public. 
*There has been an increase in hacking attacks on infrastructure as a result of increased tension between Russia and the west over the dispute of Ukraine. There has been an increase in cyber activity, with the Russian hackers targeting big companies such as water companies and trying to access their systems. This is being done because it’s believed that the Russian government - as opposed to sending a missile to New York – would like to shut down power and water supplies in the United States. This is because The US would not be able to say who did it, but it would cause detrimental carnage in USA. 
This shows the complexity of cyber dependant crime and how it can vary. There is hacking is the form of – persons phishing from their bedroom, trying to get money out of unsuspecting punter and then on the opposite end of the spectrum there is state vs state hacking as cyber activity. This type of hacking is low-key warfare. To summarise,
Not all hacking is the same.  However this is not just happening in Russia, my research shows “There has been a sharp increase in Chinese state-sponsored hacking is at record levels, western experts say, accusing Beijing of engaging in a form of low-level warfare that is escalating despite US, British and other political efforts to bring it to a halt.” (Sabbagh, 2021)
Just this last month, The US Cybersecurity and Infrastructure Security Agency (CISA) notice that critical infrastructure operators should take urgent, near-erm steps against cyber threats. It's not so much a fear that Russia will target US or UK technology resources as it is that in the past, when Russia has gone after Ukraine's IT infrastructure, the attacks hit the West, as well. (Vaughan-Nichols, 2022)
Vaughan-Nichols further explains; Malware doesn't care about borders. The Russian cyberattack on Ukraine has already begun. On Jan. 14, a massive website attack smeared Ukrainian government with a warning to “be afraid and expect the worst”. This caught headlines, but it was purely a psychological attack.   (Vaughan-Nichols, 2022)
However, the darkest side of the internet, is that any person can be involved in is the possession, production and sharing of Indecent images of children (IIOC) and Prohibited Images. Child sexual offenders can use online platforms to store and share IIOC and prohibited images. CEOP explain “Online platforms can also be used to facilitate the production of IIOC, for example screen-recording of Child sexual abuse or exploitation perpetrated over live streaming”  (CEOP, 2022)
Shockingly, data from the Internet Watch foundation in 2020 shows that of all reports made to them, 153,383 Reports assessed by the confirmed to show child sexual abuse. They explain, websites that are accessible to internet users in the UK are not necessarily hosted – that means created and stored – in the UK. They could be hosted on servers located anywhere in the world. (Internet Watch Foundation, 2022) Evidence suggests that perpetrators of online-facilitated CSA have broadly been using ICT to commit child abuse since the late 1980s in the UK (Centre of Expertise on Child Abuse, 2018)
One estimation states that over 50,000 children and young people globally have been or are being abused through technology, whether it be via solicitation for a sexual encounter or coercion into producing CSA material (Quayle & Jones, 2011)
On the occasion that an image or video is found to be hosted or uploaded in the UK, the IWF work to find the source of the upload using the uploaders IP address. An Internet Protocol (IP) address is a unique address that identifies a device on the internet or a local network. (KasparSky, n.d.) They are used for determining location. The information will then be passed to the local police force for a specialist trained officer to conduct local enquiries.  Literature suggests that there is no strong evidence to support a ‘sure’ strategy or programme preventing online CSA. It also ascertains that to combat online CSA, a unified and multi-disciplinary approach must be taken. In the UK, governmental bodies such as the CEOP bring together good practice and research; within Europe, Europol acts as a European hub to combat cybercrime, including online CSA.  (Basw, n.d.)
Recent research has found many police officers do not feel prepared nor equipped to deal with online CSA cases. Neil Ralph, A Superintendent for Devon & Cornwall Police’s Online Investigation Team elaborates of my point and discusses his officers viewing indecent images as part of investigations. Ralph says "Sadly, this was a growth area because of the explosion in internet technology and internet-enabled applications. This inevitably meant that someone from a law enforcement perspective would have to view images that could be extremely distressing. (Ralph, 2020)
Ralph explains “I was acutely aware that, because of the sheer volume of what was being discovered, these investigations were no longer being held by specialists. Increasingly, officers were investigating these crimes with little or no specialist training or insights into the levels of safeguarding required.” (Ralph, 2020)
Police officers are up against a broad variety of challenges when it comes to Online child abuse. This includes the advancement of technologies. Smith argues that perpetrators of online-facilitated CSA are increasingly disguising digital pathways leading to indecent and illegal content online through legitimate and legal internet sites. This has been seen on not only legal adult content websites but also seemingly harmless apps such a Tiktok and Facebook. Illegal content is being hidden more professionally, shifting deep in to cyberspace and the dark web, which is the part of the internet that can only be accessed using non-standard software, configurations or authorisation (Eurpol, 2018)
At the same time Police forces and other partner organisations argue that CSA material has become more difficult to identify because of anonymous browsing, end-to-end encryption and crypto currencies.  
In 2018 the Home Secretary Sajid Javid said “I’ve been impressed by the progress the likes of Google, Facebook, Microsoft, Twitter and Apple have made on counter-terrorism, now I want to see the same level of commitment for child sexual exploitation.” (Javid, 2018)
He said that he expects technology companies to: block child sexual abuse material as soon as companies detect it being uploaded, to stop child grooming taking place on their platforms to work with government and law enforcement to shut down live-streamed child abuse, and for companies to be much more forward leaning in helping law enforcement agencies to deal with these types of crimes.
Unfortunately, due to sheer size of the Internet and the numerous apps and sharing platforms available it has become easy for perpetrators to hide in plain sight. The sheer number of online websites make traditional investigative techniques of child sexual abuse unable to suffice. 
Thankfully, new technological solutions can reduce the amount of time it takes to identify perpetrators and victims, and they can proactively remove child sexual exploitation and abuse material. For example, Terre des Hommes, an international children's rights organization formed in Holland, created "Sweetie," a virtual ten-year-old girl designed to find and communicate with online sexual predators, for the purpose of publicly exposing them and informing appropriate law enforcement agencies (Terre Des Hommes, n.d.) 
Crawford for the BBC news reported “More than 100 Britons were among 1,000 men caught trying to pay a computer-generated child to perform sex acts online, after a Dutch children's charity set up a fake profile.” (Crawford, 2013)
The Guardian reported in 2021 that the Rise in child abuse online threatens to overwhelm UK police, with the sheer quantity of abusive material hindering detection while Facebook move to greater encryption is a further blow. (The Guardian, 2021) Rob Jones, Head of the Internet Watch Foundation says Child abuse is three or four clicks away,” “There is no block, no barrier to entry at all “ (Jones, 2021)
To summarise, the complexity of investigation internet facilitated crime will always be an uphill battle for the police. As technology involves, and criminals get smarter, the ability to obtain information from a service provider in order to recover digital data is only going to get more difficult. 
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2. Assess the role of community policing in fostering and maintaining community cohesion. (2000 words)
Policing the local community is a police officers “bread and butter”. It involves officers routinely operating in the same area to create a strong bond with the persons living and working within. The College of Policing describes a neighbourhood police constables role as “Working collaboratively to address community issues through the use of problem solving by integrated working with a range of public and private partners, building trust and confidence and developing a detailed understanding of the community” (Constable, n.d.)
Sir Robert Peel said “The police are the public and the public are the police” 
To elaborate, Peel explained that the police are members of society, and they are paid to enforce the rules of society, and that member of society has a duty to follow and to enforce societal rules.
Community welfare and existence refers to those rules which are needed for the good of society and for the fact that society (or a group of people living together) can live together at all (the existence of a society). The writer is saying that even though the police are paid to monitor the society, they are also members of that society and that everyone else has a similar duty.
There are certain events that have had a damaging effect on the publics willingness to work in partnership with the police. In 1981 the Brixton Riots caused massive tensions between the public and the police. Lord Scarman’s report, issued on November 25, 1981, placed the Brixton riots into the context of racial disadvantage faced by young blacks. It also blamed the police for escalating the tensions and called on law enforcement agencies to in the future consult and cooperate with the Brixton community. (Brenton, 2010)
What is community cohesion? A vision of an integrated and cohesive community is based on three foundations: 
• People with different personal characteristics having similar life opportunities 
• People knowing their rights and responsibilities 
• People trusting one another and trusting local institutions to act fairly  (NIPA, n.d.) 

The importance of community cohesion came to light following the Cantle report, which was a report commissioned by the home secretary, David Blunkett in 2001 after race riots in Bradford, Burnley and Oldham. The report created the concept of ‘parallel lives’ to describe communities suffering segregation due to having little in common and had no contact with each other. 
It found people do not see themselves all as one community, and local authorities failed to address the causes of racial division. 
The report advised for there to be improvements the government must work with local police to tackle poor housing, unemployment, drug abuse and petty crime. (BBC, 2001)
So, what causes a community to become less cohesive? Research has shown that places with low levels of community cohesion have certain things in common – deprivation, isolation, decline in manufacturing, and noticeably, population churn. “Population churn is a normal urban phenomenon influenced by both positive factors such as economic opportunities and negative factors such as lack of access to affordable housing.” (The Mayor Of London, 2021)
Other factors that prevent cohesion is any divides or tensions between different marginal groups. This can include for example different races, religions, or sexual orientations.
There may also be physical divides such a major road or no “third space”. Third space theory suggests; first and second spaces are two different, and possibly conflicting, spatial groupings where people interact physically and socially: such as home (everyday knowledge) and school (academic knowledge). Third spaces are the in-between, or hybrid, spaces, where the first and second spaces work together to generate a new third space.  (Mayhew, 2009)
Oldenberg says “It’s a space where people meet to unwind, discuss and talk about things that matter to them, their neighbourhood and their community, where they can let down their guard, relax, be themselves, develop new friendships and deepen existing ones”. (Oldenberg, 1999) 
Local myths and rumours can also play a part, along with specific groups being blamed for issues in the area; e.g. “that estate”  

So, in what ways can the police foster and maintain community cohesion? The most important thing is engagement. There are different ways the police can effectively engage and various methods that can be used.  
Officers need to be conducting routine high visibility patrols. Both mobile and foot patrol need to be happening and they need to be targeted, in relation to any ongoing issues or tensions within the community. In recent years, Police services have been using social media such a Twitter and Facebook, to give neighbourhood policing teams and other department virtually visibility. This means a wider group of people “see” officers out in the community on a day basis.  It also enables people to feel like they really know their local officers. 
Knowing your local officers’ means there is a sense of partnership within the community. It assists the police in identifying who is vulnerable and can highlight to officers what the underlying causes of crime are in the neighbour. It means that crime can be prevented by early intervention. Greene explains that community policing is about the law enforcement being more attentive, proactive, and community sensitive. (Greene, 2000)
Public participation is also important in fostering cohesion. If the police involve the community in decision making, they are more likely to accept and support the police through any procedures. This can be achieved by holding PACT (Police and Community Together) meetings.  These meetings also allow members of the community to express any concerns to police and discuss any problems. Lancashire police explain; The PACT process gives you the chance to speak to your neighbourhood policing team every month, have a say on how your neighbourhood is policed and monitor our performance. During the PACT meeting you can tell your neighbourhood policing team what issues concern you, ask them questions about how we are policing your area and each month we will decide which policing priorities we will be concentrating on in your area for the next month, based upon your concerns and questions. (Lancashire Police, n.d.)
This helps create collaborative problem solving. The SARA model is used by the police for problem solving through problem-oriented policing. Created by Herman Goldstein in 1979, Problem-Oriented Policing, or POP, was a response to reactive, incident-driven policing in which successes in addressing community problems were short-lived. (Glen, 2020) A POP plan is explained by the College of policing as; An approach to tackling crime and disorder than involves the identification of a specific problem through analysis to understand the problem and develop a tailored response. (The College of Policing, 2020) It can be described in the context of the SARA model. 







The SARA model can be seen in Figure 1
[image: ] Figure (1)  (CriminalJusticeKnowHow, n.d.)

West Berkshire Government explain, Problem Solving For Communities Using the OSARA Model The OSARA model is the most familiar process for doing problem solving within the police which we have adopted for use in identifying issues within our communities and developing solutions to recurring problems (WestBerksGov, n.d.)
Explained in Blackstone’s, there is a growing list of measures available to police to help them preserve safety and quality of life within the community (Blackstones, 2010) these includes Anti-social behaviour orders, the ability to apply for warrants, and POP (problem-orientated policing) plans. 
Ultimately, a key principle of effective community engagement in transparency and trust. There is evidence to show that trust and confidence is key with regards to neighbourhood policing. The college of policing demonstrate this through the confidence cycle. Please see figure 2
[image: ] Figure 2 (The College of Policing, n.d.)






Unfortunately, Surveys regarding the public’s trust in their local police service continuing to drop year on year, with 74% of people had confidence in their local police in the year ending March 2020.
The results showed people from the Asian (77%), White (74%) and Other ethnic groups (75%) were more likely to have confidence in their local police than Black people (64%) (GovUk, 2021)
The confidence cycle can facilitate and greater willingness for the public to cooperate with the police, thereby enriching intelligence collection. (The College of Policing, n.d.)
Strong intelligence provided from members of the community increases the polices’ knowledge about a community and the issues, which enables the police to address said issues.
Police community cohesion means the police can use that knowledge to improve the community and address the identified problem and work to resolve it. 

Sadly, when community issues and anti-social behaviour are not resolved, and the community does not feel listened to by the police, it can have detrimental effects on a community. There are many forms of behaviour which, although not falling within “serious offences” are nevertheless a source of annoyance or disquiet to the community. These can be classed as nuisances or others may fall under environmental legislation. These cases may appear low level to the average observer, however can end in tragedy for persons directly involved when not dealt with appropriately. 
A case that received wide-spread attention was the killing of Mark Duggan, who was shot and killed by police in 2011.  After misinformation was spread that Duggan had fired first, it was found that there was a collective sense of antagonism towards police. Duggan’s family urged restraint in the community while seeking answer from the Metropolitan police, who failed to respond. (Reicher, 2019) This led to outrage and the riots began. The aftermath of the incident led to disorder in various parts of London, on a scale that hadn’t been seen for decades. A report into the riots blamed poor policing. 
A more recent case in March 2021 received media coverage as John Grocott discovered his twin sister Amanda Dunn's body slumped on her kitchen floor at her home in Staffordshire. She had taken her own life due to decline in mental health that was caused by a neighbour dispute that originally began over bird feed. Amanda had called Staffordshire Police twice about the dispute and had contact with a neighbourhood police officer before her death.? She had told police she was "at the end of her tether".  (BBC Panorama, 2022)
Research carried out by Gill found that overall and across a range of different places, neighbourhood policing has been effective at reducing public perceptions of disorder increasing trust and confidence in the police increasing the perceived legitimacy of the police. (Gill, 2014)
Neighbourhood policing means responding to on-going problems rather than just re-active policing, when live incidents are called in on 999. It provides capacity to understand the specific risks and dynamics of places and communities, to involve others in delivering creative, preventative solutions, and to develop personal relationships with local people and businesses, as the basis for influencing decisions. (Police Foundation, 2017)

To summarise, the police need to create communities that are safer and that feel safe. The role of police in maintaining the normal state of society is both extremely important but also increasingly challenging. It’s one thing to provide police officers with statutory and common law powers to tackle disorder in all its many forms and, perhaps more importantly, to prevent anticipated disorder in advance, it’s quite another to use those powers in a way that is sensitive to the competing needs and expectations of people and the communities in which they live. There is no one size fits all approach and police need to tailor their decision making and officers be flexible in their approaches in order to achieve strong community cohesion. 
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