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ABSTRACT/SYNOPSIS
Author: Yohannes Zerzghi                                           Security Analysis Techniques & Procedures
Web applications have become crucial for the success of businesses with the rise of the internet and technology. However, cyber-attacks on web applications is increasing significantly due to its nature and practising weak security. Therefore, organisations need to regularly evaluate and examine their security systems to protect its clients and systems from hackers using penetration testing methodologies and techniques. This paper presents a detailed report of black box testing on the HPC’s website live web penetration test. The results of the testing show that the website can be vulnerable to an XSS injection attack. It also presents forensic methodologies and techniques to recover deleted files, with a company scenario.      
[bookmark: _Toc62132908]INTRODUCTION 
As technologies evolve, cybercriminals are becoming increasingly stealthy, sophisticated, and evasive. As a result, many organisations are affected adversely in many ways, such as their service production, financial income, reputational statue, and data privacy. Therefore, it is useful for organisations and individuals to prepare for new threats and identify the vulnerable areas in their system or network services before the attackers sneak into their system. This can be achieved by testing their systems through security experts, such as a penetration tester.
This paper presents a study of penetration testing, including its procedures and techniques of penetration testing. It also presents a detailed report of black box testing on a live web penetration test on the HPC website. Besides, it provides forensic methodologies and techniques to recover deleted files, with a HPC company scenario. Finally, it presents the conclusion of the work.
[bookmark: _Toc62132909]PENETRATION TEST 
In modern times, information and data confidentiality is a big concern for business companies and individuals due to the fast growth of new technologies, the internet, and software’s. Data privacy are protected, utilising security principles and policies. Security standards include various requirements, for instance, penetration test and implementing a security insurance process. A penetration test is a systematic method used to check for security vulnerabilities (weaknesses) of an organisation’s information systems, including network, hardware, application software, and people. It is also referred as ethical hacking. Its objective is to identify the various methods and techniques of accessing a system using security tools and practices intended by intruders. Thus, it can be used to discover and identify vulnerabilities or loopholes in an organisation’s system and provide techniques on minimising and defending the risks created by such security flaws. Thereby, it prevents or anticipates any security threats that may occur on an organisation’s infrastructure [1, 2, 3].
[bookmark: _Toc62132910]PENETRATION TESTING METHODOLOGIES 
There are several satisfactory methodologies of performing penetration testing. According to NIST in [4], there are four main steps of pen testing: planning, discovery, attack, and reporting. Figure 5 below shows the five phases of penetration testing.
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[bookmark: _Toc62127240]Figure 1: Penetration testing methodologies [4].

[bookmark: _Toc62132911] Planning Phase
Planning is the first phase of the penetration testing process involves specifying the test’s scope and objectives. In this phase, the tester outlines prospects, aims, goals, and systems to be considered. The planning stage also determines the type of penetration testing method to be utilised whether; it is black, white, or grey box [5]. 
[bookmark: _Toc62132912]Web Application Test
Nowadays, a web application is a powerful platform which is essential in business success. It is build based upon various web technologies and programming languages and is designed to provide user-friendly interfaces and easy accessibility and availability through the internet. However, it is also an attractive place for cyber-related crimes due to its nature of platform and structure. A user can access a web site for many reasons, such as input data, retrieving data, or uploading data from a company’s back-end database server. Thus, an attacker can hijack or intercept the connection between the web application and the server to steal valuable information or interrupt the company’s services.  This creates a significant security challenge to corporations and users of the web application across the internet. Therefore, it is significantly vital for companies to monitor, improve, and assess their security posture continually. Corporates can use penetration testing to discover vulnerabilities in their web application and ultimately boost their web security system [20, 21, 22]. 
Web application penetration testing is a method used to examine web apps and software programs’ security weaknesses. The pen tester can apply various tools and techniques to perform an attack on the website representing an attacker’s role to identify vulnerabilities present in the application. There is no standard procedure to conduct web application penetration test due to the wide variety of technologies used, and each application is designed and programmed differently. As a result, web penetration testing is a complicated and challenging process. Web penetration can be conducted using two methods: manual and automated tools. Majority of a web pen test is performed using manual method. In this method, the pen tester inspects the web app’s structure and code manually to find the vulnerabilities. This method is the most effective and accurate, but it is a time-consuming and challenging process. In an automated method, web pen test is carried out using automated tools, such as Burp Suite and OWASP ZAP. Automated tools can be a free source or commercials and are designed with different capabilities and pertinence. Thus, the pen tester can select a tool that best applies to the web site structure [23, 24].
The most popular web application framework is the Open Web Application Security Project (OWASP) and is specifically designed for web application security. It provides various tools, guidelines, and testing procedures. According to OWASP, the most critical security threats are down to the top ten, although there are many security risks to web applications [25, 26]. The top ten security threats for web application based upon OWASP framework are listed below.
· Injection: is a type of attack in which an attacker injects a hostile code into an interpreter through the web application to steal useful information from the back-end server or other systems. The malicious code is inserted via the input field of the application. An injection attack can be successful if the application program does not validate or sanitise the user’s input data. Thus, injection related vulnerabilities can be identified by testing the text input field with varying data type content and can be mitigated by developing a secure code that filters input data from a user. There are several injection attacks based upon the interpreter used, mainly SQL, NoSQL, and LDAP [27, 28].
· Broken Authentication & Session Management: is a technique that enables hackers to steal user’s credentials, session ID or tokens to gain access to a website or server illegitimately. Hijackers can intercept the communication between a website and a server to obtain a user’s session ID. This type of vulnerability can be exploited if the communication channel is not encrypted. Attackers can also use brute force attack to obtain user credentials, such as username and password. Usually, broken authentication vulnerabilities can be protected or reduced using encrypted communication channels, namely SSL and TLS. Besides, practising firm password policy, multi-factor authentication and avoiding default passwords and users can alleviate a website’s vulnerabilities [29, 30].
· Sensitive Data Exposure: is a vulnerability that occurs when a strong security is not applied in a website that contains classified information, for instance, health data, bank details, passwords, and personal details. The impact of this threat can adversely affect businesses and individuals in many ways, such as financial loss and reputational damages. This vulnerability can be mitigated using various techniques, including strong encryption protocols, disabling cache, and implementing access controls [31].
· XML External Entities (XXE): is used when a vulnerable XML code is exploited by hijackers. An XML input that transfers data to external entity can be exploited if a weak XML parser is used. This vulnerability allows attackers to insert malicious code on the XML parser to steal sensitive information, disturb service operation, and port scanning. XXE attack can be minimised using several methods, including utilising simple data structures, and upgrading XML packages [32].
· Broken Access Control: is a vulnerability in web applications that occurs due to the improper implementation of access control policies. In this instance, a user can avoid security controls to access resources outside of its privilege. Such vulnerability enables an intruder to have a privilege to edit, delete or modify the resources’ contents with or an administrative advantage. Enforcing strong access control policies, disabling directory list on the web server, and utilising access control lists are some of the prevention mechanism due to broken access control [33, 34].
· Security Misconfiguration: refers to a vulnerability due to weak security configurations of software programs, such as utilising default configuration, unprotected files, and directories [35].
· Cross-Site Scripting (XSS): is another version of injection attack, in which a hijacker runs a hostile script inside a victim’s web browser. This attack enables the hijacker to jeopardise the communication between the client and the web server. These vulnerabilities can originate due to insufficient validation and sanitisation of the input data. Such vulnerabilities allow an attacker to steal valuable information, capture user sessions, and deface a website’s appearance [36, 23, 37].
· Insecure Deserialization: is a vulnerability which arises when insecure data is used to infiltrate and manipulate an application’s code or execute an arbitrary code. This vulnerability allows an attacker to avoid authentication, run remote code, and conduct denial-of-service (DoS) attacks. However, such vulnerability is difficult to identify using automated tools; hence, manual inspection is necessary to validate it [38].
· Using Components with Known Vulnerabilities: is a vulnerability in which attackers hunt for a specific component that has been exploited previously. Attackers can use automated tools or manual method to find the weak spot component in the application. Thus, this enables the attackers to exploit the vulnerability in advance [39].
· Insufficient Logging & Monitoring: occurs due to lack of monitoring and inadequate log management. This allows attackers to alter, extract, or damage data. It can be prevented using various techniques, such as logging activities properly, securing the logs, and reporting anomalous activities [40].
[bookmark: _Toc62132913]Discovery Phase
The discovery stage is also known as reconnaissance. This stage explores and collects more detailed information about the target system. It uses two methods to gather information: passive and active reconnaissance. Passive reconnaissance is a method use to gather information using publicly available sources without physically scanning the target security audit. An attacker can use passive method to collect useful information, for instance, identifying IP address, domain name, email addresses, types and versions of technologies utilised, and usernames using social media accounts. Passive reconnaissance includes other public sources such as job advertisement, LinkedIn, and social media to gather information about the target company. Therefore, it is an essential phase of penetration testing, particularly for black box testers. Using passive reconnaissance method, an ethical hacker or intruder can learn the details of the targets’ IT infrastructure and identify the potential attack mechanisms using various passive tools such as Google-Fu, Shodan, Wireshark, crt.sh, Whois, harvester and many others [6, 7].
On the contrary, active reconnaissance is a more direct approach. Usually, this stage comes after the passive reconnaissance. In the active reconnaissance, hijackers or pen testers can use various tools and techniques to examine and identify the target systems’ weak spots. During this step, the pen tester will start to learn and collect vital information about the features of the technologies in use by the company. It also involves deep scanning and enumerating to dig more details of the host systems. The pen tester uses various technical tools such as Nmap, WhatWeb, Wappalyzer, Builtwith, and Netcat, to discover more information of the host. This step is crucial in the penetration testing procedures as it reveals more information. Also, it can produce more accurate information than passive reconnaissance [8, 9, 10].
[bookmark: _Toc62132914]Attack Phase
This step is where an intruder starts to attack to gain access into the systems. The attacker can use various tools to exploit the vulnerabilities found in the reconnaissance stage to access the target system. In some cases, the attacker can be able to gain full control of the target machine. In this instance, the attacker can acquire an administrative privilege on the target machine or systems. The vulnerabilities found in the reconnaissance stage can be validated and protected if the attack is successful and are assessed to alleviate from being exploited [4].
[bookmark: _Toc62132915]Report
The report is the final phase in a penetration testing process. It focuses on the key findings from the testing process. It examines the discovered vulnerabilities, classifies the risks according to their severity level, and provides advice to remediate the vulnerabilities [4].
[bookmark: _Toc62132916]Classification of Penetration Testing
In general, penetration testing is classified into three main groups, depending upon the test’s scope and how much information is available to the tester: black box, grey box, and white box [11]. Figure 1 below shows the types of penetration testing methods.
[image: ]
[bookmark: _Toc62127241]Figure 2:Classification of penetration testing [12].
[bookmark: _Toc62132917]Black box
A black box penetration testing is related with a brute-force attack. In such a situation, the pen tester has no information about the company’s IT systems’ structure and complexity. In this scenario, the tester utilises a trial and error method to discover the vulnerabilities in the IT systems of the company. Black box can be more realistic as it mimics the real-world scenario, but it can be difficult and time-consuming process [1, 12, 13].
[bookmark: _Toc62132918]White box
White box penetration method is the opposite of a black box. The tester is provided with full knowledge of a company’s IT infrastructure, including operating system, various version details, applications source code, and many others. Hence, it is a faster method than a black box procedure [11, 12, 13].
[bookmark: _Toc62132919]Grey box
A grey box can be defined as a semi-transparent approach concerning the amount of information available to the tester. In a grey box, the tester is shared with little information about the target such as login credentials, software code, and IP addresses range. It is a combination of black and white box techniques. Therefore, grey box penetration can be an efficient, authentic, and less time-consuming method [1, 12, 13].
At present, the advancement of technology is mutating rapidly in many aspects. Therefore, organisations must specify to pen testers in which technological area is the testing process to be conducted. For example, an organisation may need to test its specific wireless area network or its network services. Therefore, penetration testing can also be subdivided into specific groups based upon the techniques and technological areas. Some of the various penetration tests are listed below.
· Network services test: is a common penetration test conducted remotely or locally to identify a network environment’s possible vulnerabilities and threats. It includes internal and external penetration tests. The internal test is performed locally inside the network, and the external test is conducted on the public IP addresses that are accessible from the internet. Network services test involves identifying vulnerabilities on machines, servers, routers, switches, and many other network devices. The pen tester can use various tools, including Nmap, Nessus, Metasploit, and many others to find the  weak spots in the network system of an organisation [14, 15].
· Wireless security test is a type of penetration test that enables to find vulnerabilities in a wireless network technology.  It can be used to discover low-security practices in Wi-Fi, including open mode, weak passwords, and utilising weak encryption protocols. It also tests on a signal leakage, users’ credentials and authorization level, and bypassing Wi-Fi security measures. A pen tester can use various tools to discover security weaknesses on wireless networks, such as Aircrack, Kismet, Wireshark, AirSnort and many others. Wireless penetration test comprises a smartphone, tablets, wireless Access Point (AP), laptops, and wireless routers [16, 17, 18, 19].
[bookmark: _Toc62132920]Penetration Testing on a live website 
This section presents the procedures and techniques used to perform a live penetration test on Healios Pharmaceutical Company (HPC) website. The aim of the test is to identify and find vulnerabilities on the company’s website. The penetration test is performed based on the above research.
[bookmark: _Toc62132921]Pre-engagement Process 
This section details the pre-engagement process of the penetration test.
[bookmark: _Toc62132922]Contingency Plan 
A contingency plan is used to maintain the services and operations of the company’s encase risks or disruptions occur during the penetration test. Thus, specifying all the potential risk factors before the penetration test starts will help to outline their mitigation strategy. Table 1 below shows the potential risks that could occur during the penetration testing process.
[bookmark: _Toc61939693]Table 1: contingency plan for the possible risks.
	Risk 
	Risk tolerance 
	Prevention techniques
	Mitigation strategy 

	Testing activities may accidentally close or interrupt the network services affecting the daily business of HPC.
	Medium 
	Attacks that could cause the network to shut down are out of scope of this test.
	Report the incident to HPC IT staff and our lecturer Dr. Carlene Campbell.

	Tools are designed with different functionalities and applicability. 
	Low
	Research and identify the tools that are specifically designed for web pen test.
	Prepare to use other tools, for instance, prepare Parrot security tool.

	Vulnerabilities found during the penetration could be leaked to unauthorised person, damaged or corrupted. 
	Low
	Save the documentation in a secure place with highly encrypted password and sign NDA agreement. Also, testing or exploiting sensitive information is out of scope of this test.
	Report the incident to HPC.

	Unnecessary traffic may distract normal operation of HPC.
	Medium
	Monitor testing traffic
	Report the incident and change different techniques



[bookmark: _Toc62132923]Scope of work
The aim of the test is to find vulnerabilities on the HPC website only. Therefore, the scope of the test included the following in-scope information assets:
· www.healios-pharma.com. 
[bookmark: _Toc62132924]Out-scope
The lists below are out-scope of the test:
· Executing denial-of-service (DoS)
· Testing on any third-party applications
· Social engineering attacks
[bookmark: _Toc62132925]Frameworks
Based on the above research, the OWASP is the most prominent framework to conduct a web penetration test; therefore, the test will be measured based on this framework. But it will also be measured against the PTES framework [41].
Therefore, the in-scope information assets will be measured against the following standards:
· Open Web Application Security Project (OWASP).
· Penetration Testing Execution Standard (PTES).
[bookmark: _Toc62132926]Type of test 
The author has no information about the company’s IT systems’ structure and complexity. Based on the above research, black box can be used when the pen tester has no previous experience of a company’s IT infrastructure and systems. Thus, the author will conduct a black box penetration testing to find vulnerabilities on the company’s official website.
[bookmark: _Toc62132927]Timetable
The following timetable is shown below:
· Start date: 25/12/2020
· End date: 7/12/2021
[bookmark: _Toc62132928]Tools
As it has been discussed in the above sections, majority of web pen test is conducted using manual method. Thus, most of the test will be performed using this method and will be used to exploit the vulnerabilities found. However, some other automated tools will be used to discover vulnerabilities in the website. Table 2 below shows the tools used for this test:
[bookmark: _Toc61939694]Table 2: tools description used in the test.
	Tool
	Type 
	Method
	Used for

	Kali Linux
	Open source
	
	Install and upgrade penetration testing tools

	Nmap [42]
	Open source 
	 Active reconnaissance
	Used to scan ports, gather information, and find vulnerabilities.

	Crt.sh [43]
	Open source
	Passive reconnaissance
	Gather information passively 

	Google-Fu [44]
	Open source
	Passive reconnaissance
	Gather information passively

	ZAP [45]
	Open source
	Attack
	Find vulnerabilities and exploit

	Burp Suite [46]
	Community version
	Attack
	Find weak spots and exploit 

	Wafw00f [47]
	Open source
	Active reconnaissance
	Fingerprinting and identifying web application firewall (WAF)

	Nikto [48]
	Open source
	Active reconnaissance
	Identifies web vulnerabilities 

	Whatweb [49]
	Open source
	Both active & passive
	Enumeration and fingerprinting 

	Dirb [50]
	Open source
	Active reconnaissance
	Fingerprinting and identify hidden directories in a website.

	Whois
	Open source
	Passive reconnaissance
	Gather general information of the company



[bookmark: _Toc62132929]Attack diagram 
Figure 3 is the diagram designed on the draw.io, representing the methodologies and attack strategies of this penetration test. As shown in figure 3, the pen tester is testing the website of HPC by following four phases. The pen tester (author) performs information gathering using various tools, namely Nmap, Whois, crt.sh, and Google-fu. After completing the first phase, the author discovers vulnerabilities on the company’s website using several tools, such as ZAP, Burp Suite, and Nikto. Next, the attack phase contains various techniques, including XSS, injection, Broken authentication, and security misconfigurations. In this phase, the pen tester uses Burp Suite and manual method to carry out the attack. Finally, the report phase delivers a summary of the whole penetration process, including documentation, solutions, and test analysis.
[image: ]
[bookmark: _Toc62127242]Figure 3: Attack and methodology diagram of the pen test.
[bookmark: _Toc62132930]Information Gathering phase
As it has been explained in the above sections, reconnaissance is the first step in a penetration testing process. As a black box pen tester, the author has no information about the company. Thus, the author has used several free tools, such as crt.sh, Google-Fu, and Whois to collect information passively through the internet about the company. Figure 3 is the Whois tool’s sample output containing various HPC information, including location, phone number, IP address and sub domains. The results found during the passive scanning are significantly important to conduct an active scan. Figure 4 shows results of scanning HPC website using crt.sh tool. Also, Google-Fu is used to find any email accounts associated with HPC. Figure 6 reflects the result of the google dork command.
[image: ]
[bookmark: _Toc62127243]Figure 4: collected information of HPC using the Whois tool.
[image: ]
[bookmark: _Toc62127244]Figure 5: crt.sh scan results on the HPC website
[image: ]
[bookmark: _Toc62127245]Figure 6: company’s email gathering using google dork
Next, active reconnaissance is used to gather and learn more information about the technologies’ features in use by HPC. In this phase, various tools are utilised to obtain more information about the IT infrastructure, including operating system version, protocols version, IP addresses, firewall technologies, and many others. Tools Nmap, Nikto, Whtweb, wafw00f, Burp Suite community version, and ZAP, are used to scan and collect useful information of HPC aggressively. Also, these tools are exploited based on their capabilities and applicability. Therefore, Nmap, Whtweb, and wafw00f are used to scan and gather more information on the company’s IT environment. Such tools are utilised to find open ports, fingerprinting services, and identify the vulnerabilities found during the vulnerability scan phase of the penetration test while Burp Suite, Zap, and Nikto are exploited to scan and discover the vulnerabilities of the HPC website.
Nmap is the most prevalent tool used for scanning and discovering network services. In this test, Nmap is used to find open ports and the services running on the webserver. Figure 5 show the services exposed by the company’s web server after running Nmap commands, including open ports, operating system version, and services running. Using these results, the Pen tester can dig for more information to exploit and detect vulnerabilities on the HPC’s web server.
[image: ]
[bookmark: _Toc62127246]Figure 7: Nmap output results.
Following the above result, the company uses Secure Socket Layer (SSL), and therefore it is essential to check the strength of the cipher used. Thus, Nmap script is executed to dig more information about the encryption protocols used by the company. The results in figure 6 show that the company are doing exceptionally well at the cipher front.
[image: ]
[bookmark: _Toc62127247]Figure 8: results of the cipher strength.

Also, Whtweb tool is used to identify web technologies, such as libraries, web servers, emails, and programming languages. Figure 8 shows web technologies used on the company web server.
[image: ]
[bookmark: _Toc62127248]Figure 9: web technologies of the company.
Besides, recognising and identifying any security measures implemented on the company’s IT environment is crucial for the pen tester as this can affect the testing. Hence, the wafw00f tool is employed to check if any firewall system is implemented in its IT environment. The output in figure 9 indicates that no web application firewall (WAF) is detected.
[image: ]
[bookmark: _Toc62127249]Figure 10: no WAF detected on the system.
[bookmark: _Toc62132931]Vulnerability Scanning phase
In this phase, tools designed for vulnerability scanner are utilised, namely Nikto, Burp Suite, and ZAP. These tools are utilised to discover the vulnerabilities of the website using automated method. Burp Suite is a commercial tool, but it also has a community version with limited functionalities, mainly conducting deep scanning and finding vulnerabilities. Nevertheless, its community version has the functionality to exploit the vulnerabilities found by other tools. Therefore, most part of this phase is conducted using Nikto and ZAP to discover the vulnerabilities. Nikto is a tool designed explicitly for vulnerability scan, and in this test, it is used to discover vulnerabilities. As shown in figure 11, Nikto has listed some potential vulnerabilities and other useful information, such as IP address and HTTP headers.

[image: ]
[bookmark: _Toc62127250]Figure 11: vulnerabilities found using Nikto tool.
Further, ZAP tool is employed to find more vulnerabilities and to double-check these vulnerabilities found by Nikto. Also, this tool is used to discover hidden directories inside the company’s web structure. Figure 12 shows the vulnerabilities found after executing an automated ZAP. A deep scan is conducted to find any hidden directories, and its output is shown in figure 13 and 14.
[image: ]
[bookmark: _Toc62127251]Figure 12: vulnerabilities found by running an automated ZAP tool.

[image: ]
[bookmark: _Toc62127252]Figure 13: found hidden directories.
[image: ]
[bookmark: _Toc62127253]Figure 14: hidden directories found.
[bookmark: _Toc62132932]Exploiting phase
In this phase, most of the attack is performed using manual method. Thus, the pen tester inputs invalid data on the input fields to check if input sanitiser is implemented on the website’s code. In this instance, the site has a prevention technique that filters, validate and sanitises the input data. Hence, exploiting the website using invalid data or inserting malicious scripts has failed. Figure 15 shows an error message when the tester inputs invalid data.
[image: ]
[bookmark: _Toc62127254]Figure 15: input validation technique.
Next, the attacker uses XSS technique to insert malicious code to the web server of HPC. Malicious script is inserted on the URL to perform XSS attack. In this case, the attack defaces the appearance of the website (see figure 16).
[image: ]
[bookmark: _Toc62127255]Figure 16: XSS attack success.
Furthermore, XSS injection attack is conducted using Burp Suite tool. A malicious script is inserted in the message field and intercepted by Burp Suite. Figure 17 shows the script used to perform the injection attack, and figure 18 reflects that the message is stored on the back-end server of the HPC.
[image: ]
[bookmark: _Toc62127256]Figure 17: XSS injection script.
[image: ]
[bookmark: _Toc62127257] Figure 18: XSS script stored on the server.
Finally, SQL injection attack is conducted to exploit vulnerabilities on the database systems of HPC. Figure 19 shows no success on the attack using SQL injection technique.
[image: ]
[bookmark: _Toc62127258]Figure 19: SQL injection attack
[bookmark: _Toc62132933]Report phase
This test report is based upon the results of the attacks conducted, namely XSS, SQL injection, injection using XSS technique, and sanitising and validating input data. Based on the previous section, the pen tester managed to deface the website’s appearance using a simple script by entering on the index URL. However, the script only affects the client side but not the server-side. Nevertheless, it shows that there is a flaw in some part of the website code. The pen tester has also managed to store a malicious script on the server-side by intercepting using the Burp Suite tool. In this case, there is no strong preventive mechanism on the server-side, especially from XSS attacks. However, input validation attack performed using various manual method techniques and resulted in no success. In this instance, the website has a robust security mechanism on its underlying input validation cipher. Finally, the SQL injection attack conducted using kali Linux machine, which resulted in no success. In a nutshell, the company’s website has robust security controls, particularly with SQL injection attacks. Table 3 below shows the results of the test.


[bookmark: _Toc61939695]Table 3: test results.
	Exploit techniques
	Method
	Status
	Risk level

	Input validation
	Manual
	Fail
	Low

	XSS attack
	Manual
	Success
	Medium

	XSS injection
	Manual & Burp Suite
	Success
	Medium

	SQL injection 
	Manual & kali Linux
	Fail
	High



[bookmark: _Toc62132934]Recommended solutions
The company is designed and secured with strong preventive measures and techniques. However, it has some security flaws in its system; for example, it has not implemented a Web Application Firewall (WAF). An expert hacker or attacker can compromise the valuable information of the company. Hence, it is recommended that the company should remediate or fix the flaws timely to avoid any financial loss or its services. Some of the solutions based on the attacks performed are listed below.
· XSS attack: the company should use the latest frameworks, such as Ruby on Rails and React JS to avoid XSS attacks. It should also reconfigure its code to filter untrusted HTTP requests, especially on the website’s message body field. Besides, the company should use WAF to protect its web applications by filtering and monitoring HTTP traffics [36].
· XSS injection: strong input validation and sanitisation should be implemented on the input fields. This will prevent malicious scripts from executing on the server-side. Implementing a WAF on the server-side can also prevent or reduce XSS injection attacks on its IT premises. 
· SQL injection: it is strongly recommended that the company use a WAF to protect from SQL injection attack. Also, they should regularly update and patch their database system. Although, SQL injection has failed in this test, an expert hacker can compromise the database system easily.
[bookmark: _Toc62132935]Cost solution
The solutions’ costs are based upon several factors, namely the complexity of the test, scope, and experience of the pen tester. The costs of the solution’s are shown in table 4.

[bookmark: _Toc61939696]Table 4: cost solutions
	Type
	Skill
	Price
	Implementation Cost

	Software
	Ruby on Rail developer
	£3000
	£22/hour

	Software
	React on JS
	£4000
	£57/hour

	Software
	WAF
	£2000
	£18/hour

	Hardware
	Configure firewall
	£7000
	£20/hour



[bookmark: _Toc62132936]Timetable for execution of solutions
Table 5 below shows the timetable to fix, develop and configure the potential solutions of the vulnerabilities exploited.
[bookmark: _Toc61939697]Table 5: schedule to execute the potential solutions.
	Task
	Start date 
	End date

	Developing Ruby on Rail software
	15/03/2021
	15/04/2021

	Developing React on JS
	10/05/2021
	24/07/2021

	Configuring WAF 
	25/01/2021
	2/02/2021

	Configure hardware firewall
	28/07/2021
	21/08/2021



[bookmark: _Toc62132937]Forensic Data Recovery Methodology 
Computer forensics is a process that deals with the proceeding of digital or computer related crimes. It examines and investigates the digital data stored for evidence using forensic tools and procedures by maintaining, identifying, retrieving, recording, analysing, and presenting the evidence data to be acceptable in court. For a computer forensics process to be successful, several crucial steps are to be followed and examined, and these are: collecting, preserving, analysing, and reporting. Therefore, these steps will be adapted to investigate and recover deleted files of HPC in the given scenario [51].
In the given scenario, firstly, the investigator needs to prepare extensive documentation to preserve the custody chain. The evidence form should include date and time obtained, location, case number, reason, and agent signature. The suspected device specification, including serial number and type of the device, should also be acquired during the HPC site visit. Data acquisition should also be conducted during evidence collection using a suitable forensic tool without tampering or damaging the original data to preserve the evidence data’s integrity. The investigator needs to select a forensic tool based on the reason or what is needed by HPC. The company is looking to retrieve or recover deleted sensitive data from the former employee’s suspected or seized computer. Therefore, it is vital to select a forensic tool with the functionality and capability to recover hidden and deleted data. In this instance, FTK imager can be used to acquire an image or copy of the suspected device’s hard disk. Also, files relevant to the evidence could be found in volatile places of the device such as RAM. Hence, another tool designed to capture RAM’s image should be used to retrieve useful data from the device’s memory before it is shut down or lost power. Also, the imaged data needs to be copied more than once for a backup. Besides, a well-equipped forensic lab needs to be prepared along with a high-speed computer workstation.
Following the data acquisition process, the cloned or imaged data needs to be verified using MD5 and SH1 values to maintain the data’s integrity and custody process chain. The imaged data also needs to be quarantined safely and securely to protect it from being modified or damaged and maintain its integrity and custody process, and it should also be on read-only access level to protect it from being tampered or altered. Besides, all the processes and activities carried out during this stage needs to be documented to maintain custody chain. 
Completing the preservation process, the investigator can start to examine and investigate on the cloned data. Prior to this stage, the investigator should be prepared with tools specifically designed to recover deleted files. Therefore, FTK can be the best tool to discover deleted, hidden, encrypted, and masked files. At this stage, the investigator can analyse the evidence file found by the tool using several techniques, such as indexing and file extension search. Firstly, the expert needs search to find files relevant to the case using file extension method aiming PDF, MS Word, and Rich Text Format (RTF), and the search should also include the unallocated spaces of the device, and files found with password-protected should be investigated using password cracker tools to be accessed and examined. 
There are also other methods to hide files intentionally; for example, a .pdf can be saved by changing the file extension to .jpeg. Therefore, files discovered with bad file extension needs to be investigated and analysed by changing their extension to the correct format. Also, the suspect can hide the valuable data within another file using steganography method. On such occasions, the files need forwarding to a forensic tool of steganography capability for further analysis. Besides, messages or files pertinent to the evidence can be ciphered or masked using cryptography method. In this case, the expert needs to analyse and investigate the message manually. 
Further, the suspect can or may have transferred the data to different locations using email and other methods. Hence, examining and analysing the company’s email, such as chat history and the suspect’s contact details, is also crucial to find files correlated with the incident. Finally, all files found associated to the case should be saved and documented to maintain the circle of accountability.
[bookmark: _Toc62132938]Report
The expert should present the evidence files related to the incident in an admissible format. The report format should include key findings and recommendations and written in words applicable to the court. Figure 20 and 21 below show the report and invoice forms, respectively.
[image: ]
[bookmark: _Toc62127259]Figure 20: Report format of the incident.
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[bookmark: _Toc62127260]Figure 21: Invoice form.
[bookmark: _Toc62132939]Conclusion
With the rise of the internet and technology, web applications have become essential for businesses success due to its scalability, efficiency, accessibility, and simplicity. Conversely, cyber-attacks or crimes associated with web applications is rising exponentially. Therefore, the need for solidifying web application security is significant to businesses and end users from being targeted by cybercriminals. However, industries can improve and assess their web environment’s security posture by conducting penetration testing to find the security flaws or vulnerabilities on their systems and provide solutions. In this paper, black box testing conducted on a live website of HPC to examine and test its web security performing several types of attack. The results of the testing show that the website can be vulnerable to an XSS injection attack. The company’s website also tested against SQL injection and input validation. In this case, the website security system is doing exceptionally well and resulted in the attacks unsuccessfully. However, the server-side is without WAF, which means the web application is more vulnerable to attackers. Hence, it is a recommendation to implement WAF on the server-side to protect the website from attackers. In a nutshell, the security system on the website application and webserver implemented is vigorous.
References

[1] 	H. Shebli and B. D. Beheshti, “A study on penetration testing process and tools,” in IEEE, Farmingdale, 2018. 
[2] 	A. G. Bacudio, X. Yuan, M. Jones and et.al, “AN OVERVIEW OF PENETRATION TESTING,” International Journal of Network Security & Its Applications (IJNSA),, vol. 3, no. 6, pp. 19-38, 2011. 
[3] 	S. Yadav and C. Navdeti, “Survey: Secured Techniques for Vulnerability Assessment and Penetration Testing,” International Journal of Computer Science and Information Technologies (IJCSIT), vol. 5, no. 4, pp. 5132-5135, 2014. 
[4] 	K. Scarfone, M. Souppaya, A. Cody and et.al, “Technical guide to information security testing and assessment,” NIST Special Publication, New York, 2008.
[5] 	S. Shah and B. M. Mehtre, “An overview of vulnerability assessment and penetration testing techniques,” J Comput Virol Hack Tech, vol. 11, no. 2, pp. 27-49, 2015. 
[6] 	K. Nirmal, B. Janet and R. Kumar, “Web Application Vulnerabilities - The Hacker's Treasure,” in IEEE, Coimbatore, 2018. 
[7] 	H. Huang, Z. Zhang, H. Cheng and et.al, “Web Application Security: Threats, Countermeasures, and Pitfalls,” Computer, vol. 50, no. 6, pp. 81-85, 2017. 
[8] 	A. Mendoza and G. Gu, “Mobile Application Web API Reconnaissance: Web-to-Mobile Inconsistencies & Vulnerabilities,” in IEEE, San Francisco, 2018. 
[9] 	S. Nagpure and S. Kurkure, “Vulnerability Assessment and Penetration Testing of Web Application,” in IEEE, Mumbai, 2017. 
[10] 	D. Arnaldy and A. Perdana, “Implementation and Analysis of Penetration Techniques Using the Man-In-The-Middle Attack,” in 2019 2nd International Conference of Computer and Informatics Engineering (IC2IE, Depok, IEEE, 2019, pp. 188-192.
[11] 	I. Pratama and A. Wiradarma, “Open Source Intelligence Testing Using the OWASP Version 4 Framework at the Information Gathering Stage (Case Study: X Company),” I.J. Computer Network and Information Security, vol. 7, pp. 8-12, 2019. 
[12] 	OWASP, “OWASP Top 10,” OWASP, [Online]. Available: https://owasp.org/www-project-top-ten/. [Accessed 28 December 2020].
[13] 	H. Poston, “Mapping the OWASP Top Ten to Blockchain,” Procedia Computer Science, vol. 177, no. 1, pp. 613-617, 2020. 
[14] 	D. Wichers, J. Williams and et.al, “Owasp top-10 2017,” OWASP Foundation, 2017. 
[15] 	OWASP , “A2:2017-Broken Authentication,” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication. [Accessed 27 December 2020].
[16] 	V. M. Deshpande, D. M. K. Nair and D. Shah, “Major Web Application Threats for Data Privacy & Security Detection, Analysis and Mitigation Strategies,” IJSRST, vol. 3, no. 7, pp. 182-198, 2017. 
[17] 	OWASP, “A3:2017-Sensitive Data Exposure,” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A3_2017-Sensitive_Data_Exposure. [Accessed 28 December 2020].
[18] 	S. Jan, C. Nguyen and L. Briand, “Known XML Vulnerabilities Are Still a Threat to Popular Parsers and Open Source Systems,” in IEEE, Vancouver, 2015. 
[19] 	OWASP, “A5:2017-Broken Access Control,” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A5_2017-Broken_Access_Control. [Accessed 28 December 2020].
[20] 	Sunardi, I. Riadi and P. A. Raharja, “Vulnerability Analysis of E-voting Application using Open Web Application Security Project (OWASP) Framework,” (IJACSA) International Journal of Advanced Computer Science and Applications, vol. 10, no. 11, p. 2019, 135-143. 
[21] 	OWASP, “A6:2017-Security Misconfiguration,” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A6_2017-Security_Misconfiguration. [Accessed 29 December 2020].
[22] 	OWASP, “A7:2017-Cross-Site Scripting (XSS),” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS). [Accessed 29 December 2020].
[23] 	PortSwigger, “Cross-site scripting,” PortSwigger, [Online]. Available: https://portswigger.net/web-security/cross-site-scripting. [Accessed 29 December 2020].
[24] 	OWASP, “A8:2017-Insecure Deserialization,” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A8_2017-Insecure_Deserialization. [Accessed 30 December 2020].
[25] 	OWASP, “A9:2017-Using Components with Known Vulnerabilities,” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A9_2017-Using_Components_with_Known_Vulnerabilities. [Accessed 31 December 2020].
[26] 	OWASP, “A10:2017-Insufficient Logging & Monitoring,” OWASP, 2017. [Online]. Available: https://owasp.org/www-project-top-ten/2017/A10_2017-Insufficient_Logging%2526Monitoring. [Accessed 31 December 2020].
[27] 	P. Engebreston, “Reconaissance,” in The Basics of Hacking and Penetration Testing, London, Syngress, 2011, pp. 15-41.
[28] 	J. Sammons and M. Cross, “Cybercrime,” in The Basics of Cyber Safety, London, Syngress, 2017, pp. 87-116.
[29] 	J. Andress and S. Winterfeld, “Computer Network Exploitation,” in Cyber Warfare, London, Syngress, 2014, pp. 169-179.
[30] 	M. Shah, S. Ahmed, K. Saeed and et.al, “Penetration Testing Active Reconnaissance Phase – Optimized Port Scanning With Nmap Tool,” in IEEE, Sukkur, 2019. 
[31] 	s4mj, “Stages In A Penetration Test,” s4mj, 14 January 2020. [Online]. Available: https://s4mj.com/2020-01-12-Stages-in-a-Penetration-Test/. [Accessed 24 December 2020].
[32] 	B. Rafay, Ethical hacking and penetration testing guide, New York: CRC Press, 2017. 
[33] 	tutorialspoint, “Types of Penetration Testing,” tutorialspoint, [Online]. Available: https://www.tutorialspoint.com/penetration_testing/types_of_penetration_testing.htm. [Accessed 23 December 2020].
[34] 	Y. Khera, D. Kumar, Sujay and N. Garg, “Analysis and Impact of Vulnerability Assessment and Penetration Testing,” in IEEE, Faridabad, 2019. 
[35] 	J. Wack, M. Tracy and M. Souppaya, “Guideline on Network Security Testing,” NIST Special Publication 800-42 , New York, 2003.
[36] 	M. Denis, C. Zena and T. Hayajneh, “Penetration testing: Concepts, attack methods, and defense strategies,” in IEEE, Farmingdale, 2016. 
[37] 	A. Patel and H. Patel, “Analytical Study of Penetration Testing for Wireless Infrastructure Security,” in IEEE, Chennai, 2019. 
[38] 	P. Shinde, A. Karve, P. Mandaliya and et.al, “Wireless Security Audit & Penetration Test using Raspberry Pi,” in IEEE, Mumbai, 2018. 
[39] 	T. Radivilova and H. Hassan, “Test for penetration in Wi-Fi network: Attacks on WPA2-PSK and WPA2-enterprise,” in IEEE, Odessa, 2017. 
[40] 	A. Yacchierna, D. Alulema, D. Aguilar and et.al, “Analysis of attack and protection systems in Wi-Fi wireless networks under the Linux operating system,” in IEEE, Curico, 2016. 
[41] 	PTES, “High Level Organization of the Standard,” PTES, 2 January 2021. [Online]. Available: http://www.pentest-standard.org/index.php/Main_Page. [Accessed 2 January 2021].
[42] 	nmap.org, “nmap,” nmap.org, [Online]. Available: https://nmap.org/. [Accessed 5 January 2021].
[43] 	E McIntyre, “Enumerating Subdomains with crt.sh,” Randori, 11 September 2020. [Online]. Available: https://www.randori.com/enumerating-subdomains-with-crt-sh/. [Accessed 5 January 2021].
[44] 	tryhackme, “Google Fu: A Guide to Master Google Search,” tryhackme, 19 October 2019. [Online]. Available: https://blog.tryhackme.com/google-fu/. [Accessed 4 January 2021].
[45] 	owasp.org, “OWASP Zed Attack Proxy (ZAP),” owasp.org, [Online]. Available: https://owasp.org/www-project-zap/. [Accessed 4 January 2021].
[46] 	portswigger, “The Burp Suite Family,” portswigger, [Online]. Available: https://portswigger.net/burp. [Accessed 4 January 2021].
[47] 	pypi.org, “wafw00f 0.9.4,” pypi.org, [Online]. Available: https://pypi.org/project/wafw00f/0.9.4/. [Accessed 4 January 2021].
[48] 	kali.org, “Nikto Package Description,” kali.org, 18 February 2014. [Online]. Available: https://tools.kali.org/information-gathering/nikto. [Accessed 3 January 2021].
[49] 	R. Sankar, “whatweb – Tool to Discover Security Vulnerabilities With Your Web Application,” kalilinuxturorials , 11 July 2018. [Online]. Available: https://kalilinuxtutorials.com/whatweb/#:~:text=Whatweb%20offers%20both%20passive%20scanning,just%20like%20a%20vulnerability%20scanner.. [Accessed 3 January 2021].
[50] 	openbugbounty, “Footprinting and Reconnaissance with DIRB Tool (For Security Researcher and Bug Bounty Hunters),” openbugbounty, 11 May 2019. [Online]. Available: https://www.openbugbounty.org/blog/mas00712/footprinting-and-reconnaissance-with-dirb-tool-for-security-researcher-and-bug-bounty-hunters/. [Accessed 3 January 2021].
[51] 	L. R. Johnson and M. Kessler, “Computer Incident Response and Forensics Team Management,” in Forensics Tools, London, Syngress, 2014, pp. 145-165.



2

image1.png
eriﬁonal Dimr.wery'—\

Planning

Discovery

e

Attack

Reporting





image2.png
Elack Box
Penetration
Testing

Grey Box White Box
Penetration Penetration
Testing Testing

Penetration
Testing




image3.jpeg
4 phase

CEO of HPC

Documentation
Analysis
Recommendation

XSS Attack
Broken Authentication

Security Misconfiguration
Injection Attack.

Burp Suite
Zaproxy
Nikto

2 phase




image4.png
Domain Name: HEALIOS-PHARMA.COM

Registry Domain ID: 2570€04120_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.name.com

Registrar URL: http://www.name.com

Updated Date: 2020-11-22T13:54:127

Creation Date: 2020-11-03T16:31:47Z

Registrar Registration Expiration Date: 2021-11-03T16:31:47Z
Registrar: Name.com, Inc.

Registrar IANA ID: 625

Reseller:

Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Whois Agent

Registrant Organization: Domain Protection Services, Inc.
Registrant Street: PO Box 1769

Registrant City: Denver

Registrant State/Province: CO

Registrant Postal Code: 80201

Registrant Country: US

Registrant Phone: +1.7288009072

Registrant Fax: +1.7289758725

Registrant Email: https://www.name.com/contact-domain-whois/healios-pharma.com
Registry Admin ID: Not Available From Registry

Admin Name: Whois Agent

Admin Organization: Domain Protection Services, Inc.

Admin Street: PO Box 1769

Admin City: Denver

Admin State/Province: CO

Admin Postal Code: 80201




image5.png
ertship
3691872077

3684366200
3684366615
3682414657

3682414705
3601003831

Logged At
20201124

20201123
20201123
20201122

20201122
20201104

NotBefore| NotAfter CommonName | Matching Identities
2020-11-04 2021-11-04 healios-pharma.com * healios-pharma.com
healios-pharma.com
2020-11-23 2021-02-21 healios-pharma.com healios-pharma.com
‘www healios-pharma.com
2020-11-23 2021-02-21 healios-pharma.com healios-pharma.com
‘www healios-pharma.com
2020-11-22 2021-02-20 healios-pharma.com healios-pharma.com
2020-11-22 2021-02-20 healios-pharma.com healios-pharma.com
2020-11-04 2021-11-04 healios-pharma.com * healios-pharma.com
healios-pharma.com

c=us,

Group by Issuer

Criteria | Type:Identity Match: ILIKE ~Search: healios-pharma.com

iCertinc,

Issuer Name

OU=www.digicert.com,

GN=Encryption Everywhere DV TLS CA - G1

's Encrypt. CN=Let's Encrypt Authority X3

's Encrypt. CN=Let's Encrypt Authority X3
's Encrypt. CN=Let's Encrypt Authority X3

s Encrypt, CN=Let’s Encrypt Authority X3

icertinc,

OU=www.digicert.com,

GN=Encryption Everywhere DV TLS CA - G1





image6.png
v

"@healios-pharma.com" -site:healios-pharma.com X

Q Al B News &lImages < Shopping @ Maps i More Settings

4 results (0.38 seconds)

13.233.200.119

Healios Pharmaceutical Company

Contact Us. We would love to hear from you! 010-020-0120; info@healios-pharma.com;
www.healios-pharma.com. Send Message ...

dns.coffee > nameservers > NS-1812.AWSDNS-34.CO.... ¥

NS-1812.AWSDNS-34.CO.UK - DNS Coffee

ZINIO.COM, Nov 24, 2020. TASKAPP.TECH, Nov 23, 2020. EAD.LINK, Nov 23, 2020.
RENTIEGO.COM, Nov 23, 2020. HEALIOS-PHARMA.COM, Nov 23, 2020.




image7.png
File Actions Edit View Help

[sudo] password for kal
sudo: subl: command not found
kaliakali:~/Desktop$ nano enum.log

kaliakali:~/Desktop$ nmap ~sC -sV -oN namp.rd 13.233.200.119

Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-25 10:26 EST

Nmap scan report for ec2-13-233-200-119.ap-south-1.compute.amazonaws.com (13.233.200.
119)

Host is up (0.091s latency).

Not shown: 996 filtered ports

PORT  STATE SERVICE  VERSION
21/tcp  open ftp?
80/tcp open http Apache httpd 2.4.46 (() OpensSL/1.0.2k-fips)

http-server-header: Apache/2.4.46 () OpensSL/1.0.2k-fips

http-title: Healios Pharmaceutical Company

3/tcp open ssl/http  Apache httpd 2.4.46 (() OpensSL/1.0.2k-fips)

http-title: Healios Pharmaceutical Company

ssl-cert: Subject: commonName=ip-172-31-44-145.ap-south-1.compute. internal/organiza
onName=Unspeci fied/countryName=Us.

sSubject Alternative Name: DNS:ip-172-31-44-145.ap-south-1.compute.internal

Not valid before: 2020-11-22T1 1

Not valid after: 2021-11-27T17:52:51

8080/tcp open  http-proxy?

Service detection performed. Please report any incorrect results at https://nmap.org/

submit/ .
Nmap done: 1 IP address (1 host up) scanned in 615.33 seconds

kaliakali:~/Desktop$ |
—— — 1 G SEE S ey 0 my s I





image8.png
kalidkali:~$ nmap -p 443 —script=ssl-enum-ciphers 13.233.200.119
Starting Nmap 7.91 ( https://nmap.org ) at 2020-12-04 18:47 EST

Nmap scan report for ec2-13-233-200-119.ap-south-1.compute.amazonaws.com (13.233.200.
119)

Host is up (0.19s latency).

PORT  STATE SERVICE
443/tcp open https
ssl-enun-ciphers:
TLsv1.2:
ciphers:
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256rl) - A
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (dh 2048) - A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048) - A
compressors:
NULL
cipher preference: server
least strength: A

Nmap done: 1 IP address (1 host up) scanned in 8.81 seconds
kaliakali:~$ [l





image9.png
kalidkali:~/Desktop$ whatweb -v https://healios-pharma.com | tee enum.log
WhatwWeb report for https://healios-pharma.con/

Status  : 200 0K

Title : Healios Pharmaceutical Company

» 13.233.200.119

Country @ UNITED STATES, US

Summary  : Httpomly[PHPSESSID], OpenSSL[1.0.2k-fips], Cookies[PHPSESSID], HTTPServer

[Apache/2.4.46 () OpenssSL/1.0.2k-fips], Lightbox, UncommonHeaders[upgrade], HTMLS, Ap
ache[2.4.46], Script, JQuery[2.1.0], Emaillinfoghealios-pharma.con], X-Powered-By[PHP
/7.2.341, Bootstrap, PHP[7.2.34]

Detected Plugins:

[ Apache ]
The Apache HTTP Server Project is an effort to develop and
maintain an open-source HTTP server for modern operating
systems including UNIX and Windows NT. The goal of this
project is to provide a secure, efficient and extensible
server that provides HTTP services in sync with the current
HTTP standards.




image10.png
upgraded, 0 newly installed, 0 to remove and 71 not upgraded.
sligkali:~$ wafw00f https://wm.healios-pharma.com

404 Hack Not Found
SN 77
\\./ / 405 Not Allowed
\
403 Forbidden
/N
502 Bad Gateway / / \ \ 500 Internal Error
VA2

~ WAFWOOF : v2.1.0 ~
The Web Application Firewall Fingerprinting Toolkit

«] Checking https://wm.healios-pharma.com
+] Generic Detection results:

-] No WAF detected by the generic detection
-] Number of requests: 7

aligkaliz~$ I





image11.png
"Chkaligkali:~$ nikto -h https://www.healios-pharma.com
- Nikto v2.1.6

+ Target Ip: 13.233.200.119
+ Target Hostname:  wwi.healios-pharma.com
+ Target Port: 443
: SSL Info: Subject: /CN=healios-pharma.com

Ciphers: ECDHE-RSA-AES128-GCM-SHA256

Issuer: /C-US/O-Let's Encrypt/CN-Let's Encrypt Authority X3
+ Start Time: 2020-12-04 18:26:39 (GMT-5)

+ Server: Apache/2.4.46 () OpensSL/1.0.2k-fips
+ Retrieved x-powered-by header: PHP/7.2.34

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent
to_protect against some forms of XSS

+ The site uses SSL and the Strict-Transport-Security HTTP header is not defined.

+ The site uses SSL and Expect-CT header is not present.

+ The X-Content-Type-Options header is not set. This could allow the user agent to re
der the content of the site in a different fashion to the MIME type

+ Hostname 'wi.healios-pharma.con’ does not match certificate's names: healios-pharm
2. com

+ OpenssL/1.0.2k-fips appears to be outdated (current is at least 1.1.1). OpenSSL 1.0

ne




image12.png
| & History | © Search | [Alerts # | | | output | % Spider | 3 Active Scan | 4 |

e® 7/ ¢

5 Alerts (8)
» F X-Frame-Options Header Not Set (3)
» 2 Absence of Anti-CSRF Tokens (6)
» 2 Cookie Without Samesite Attribute (2)
» # Incomplete or No Cache-control and Pragma HTTP Hea
» 2 Server Leaks Information via "X-Powered-By" HTTP Resp
» 2 Web Browser XSS Protection Not Enabled (5)

» R Information

isclosure - Suspicious Comments (3)

FiS S

X-Content-Type-Optior
URL: http://healios
Risk: ¥ Low
Confidence: Medium
Parameter: X-Content-Ty
Attack:

Evidence:
CWED: 16

WASCID: 15

Source:  Passive (100
Description:

The Anti-MIME-Sniffing
interpreted and displa

Other Info:

Alerts R0 1 1| Low Priority Alerts roxy: localhosti8081





image13.png
> IR ¥ assets
[/ ¥ GET:assets
]/~ GET:cgibin
) / GET:icons
> R wWicons
STV
v R #includes
W /* GET:contact.php.
' o POST: contact.php(emailmessage,name, phone, subject)
|1 f % /* GET:subscribe.php
| 7  POST:subscribe.php(email)
[/ ¥/ GETindex.php
[ 7 # GETirobots bt
) 7 ¥ GET:sitemap.xmi
v [ P httpi/healios-pharma.com

[ % History | © Search | M Alerts | | output | # Spider | A Active Scan | /* Forced Browse.

cludes





image14.png
Healios Pharr

c @

Kali Linux - Kali Training

ndex of /assets/images

Name Last modified Size Description
3 Parent Directory -
3) banner-bg.jpg 2019-10-08 14:00 22K
3j close.png 2017-11-26 07:18 280

info-01.png 2019-10-09 06:57 2.2K
info-02.png 2019-10-09 06:58 2.2K
f0-03.png 2019-10-09 06::
3 dotted-map-bg.png 2019-10-08 16:38 47K
3] features-icon-0.png 2019-10-08 15:43 2.0K
png 2020-11-07 02:06 2.1K
ng 2020-11-07 02:09

g 2020-11-07 03: 17 24K
2017-11-26 07:18 1.3K
2017-11-26 07:18 1.3K

em—OO.pAg 2019-10-08 15:36 2.2K

ice-item-01.png 2020-11-03 12:52 2.2K
em-02.png 2020-11-03 12:52 2.9K

item-03.png 2020-11-03 1

em-04.png 2020-11-03 1





image15.png
Your Name Your Phone

Please enter a valid name.

Your Email Subject

Message





image16.png
< C @ healios-pharma.com/index.php/name=yohannes<script>alert(‘Attacked") </script>
HEALIOS
* Home
¢ About Us
¢ Our Research
¢ Our Leaders
« Contact Us

Menu

Caring for Humanity

Healing The World




image17.png
NTACT US

/e would love to
ear from you!

, 010-020-0120

9 info@healios-pharma.com

D www healios-pharma.com

tes 0100200120

heal@hotmailcom test

<scriptalert(‘this is a cross site scripting attack</scripts|





image18.png
0 hitps://www.healios-pharma.com
o
> assets
¥ includes
v @ contactphp
1 name=%3Cscripts3Ealertss28%27xss%
044745604795 email
1002001208 emai

0044745604795
010-020-01206¢
1002001208 e

name=yohan&phone=01002001208er|
725678809005
234555789005
! name=yohannes%3Cscriptd3Ealert(%2
v @ index php
Jeif
[ name=test%3Cscript%3Ealert(%27test%2’
[ name=test%3Cscript%3Ealert(%27testing:

[ name=yohan%3Cscript%3Ealert(%27test%

Host

[ Method | URL [ Params | stat.

4] Length | MIME type.

[ Comment [ Time requ

<

Request
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Raw | Headers

Pretty.
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POST /includes/contact .php HITP/L.1
Host: www.healios-pharna. con

User-Agent: Mozilla/5.0 (XI1; Linux x86_64; rv:78.0)
Gecko/20100101 Firefox/78.0

Accept

text/htal, application/xhtalexal, application/xul ;o
ebp, #/+:420.8

5, inage/w

Accept-Language: en-Us,en;g=0.5
Accept-Encoding: gzip, deflate

Content-Type: application/x-wa-forn-urlencoded
Content-Length: 153

Origin: https;/ /. healios-pharna.con
Connection: close

Referer: https://www.healios-pharna. con/index.php
Cookie: PHPSESSID=Sjnuipcyfklbckasitosnknsus
Upgrade-Insecure-Requests: 1

nane=tes&phone=01002001208enail=heal w4chotnail . conssubject=
test Snessage:
%3Cscripti3Ealkrts28u22this+is+ascrossssitesscriptingrattacks
2202930 2FscriptusE

Bls

Name [ value
HTTPAL 302 Found

Date Sat. 09 Jan 2021 05:18:07 GMT
Server Apache/2.4.46 (| OpenSSLIL0.2cfips
X-Powered By PHPI7.2.34

Expires Thu, 19 Nov 1981 08:52:00 GMT
Cache-Cantrol no-store, no-cache, mustrevalidate
Pragma no-cache

Upgrade h2.h2e

Connection Upgrade, close

Location findex php#contactus

Content-Length
ContentType

0
textrhtml; charset=UTF-8
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kalidkali:~$ sqlmap -u http://13.233.200.119/index.php?id=1" --forms —crawl-2"

{1.4.118stable}

http://sqlmap. or

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the
esponsible for any misuse or damage caused by this program

[+] starting @ 22:

117 /2021-01-18/

[22:28:17] [INFO] testing connection to the target URL

got a 301 redirect to 'http://healios-pharma.com//index.php?id=1%20—forms%20—crawl=2". Do you want to follow
you have not declared cookie(s), while server wants to set its own ('PHPSESSID=rpgqtopo7dn ...sulbghbbse’). Do
[22:28:28] [INFO] testing if the target URL content is stable

[22:28:29] [WARNING] GET parameter 'id’ does not appear to be dynamic

[22:28:30] [WARNING] heuristic (basic) test shows that GET parameter 'id' might not be injectable

[22:28:32] [INFO] testing for SQL injection on GET parameter 'id

[22:28:32] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause

[22:28:38] [INFO] testing 'Boolean-based blind - Parameter replace (original value)

[22:28:39] [INFO] testing 'MySQL > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
[22:28:44] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause

[22:28:49] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)
[22:28:54] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[22:28:59] [INFO] testing 'MySQL > 5.0 error-based - Parameter replace (FLOOR)

[22:29:00] [INFO] testing 'Generic inline queries'

[22:29:01] [INFO] testing 'PostgresQL > 8.1 stacked queries (comment)

[22:29:05] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)

[22:29:09] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE MESSAGE - comment)

[22:29:13] [INFO] testing 'MySQL > 5.0.12 AND time-based blind (query SLEEP)'

[22:29:18] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind

[22:29:23] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[22:29:28] [INFO] testing 'Oracle AND time-based blind"

it is recommended to perform only basic UNION tests if there is not at least one other (potential) technique f
[22:29:43] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns’

[22:29:53] [WARNING] GET parameter 'id' does not seem to be injectable

[22:29:53] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase values for '—leve
d (e.g. WAF) maybe you could try to use option '—tamper’ (e.g. '-tamper-space2comment’) and/or switch '--ran
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Task

Description

Objective: Recover deleted files containing the chemical formulae and
‘mathematical code.
Device Type: Dell1780 Desktop
Serial# 879-54DFH

Operating system:

Windows 10 professional

Offence:

Deliberate deletion or corruption of programs of data

Case Agent: Tnvestigator George Michael

Evidence#: 001

Examination location | Forensic lab of UK, Swansea

Tools used: AccessData FTK imager 4.5, Paraben e-mail examiner, and Autopsy

‘Assesstment: « Chain of custody documented

o Equipment for Analysis available in Lab

‘Acquisition: The configuration of the device was documented, and the data was
copied multiple times to preserve the original data. Additionally, the
data copied from the memory of the device was documented.

Examination: 12/01/2021 12:33 FTK imager used to obtain image of the device’s
hard disk.
12/01/2021 14:10 files related to PDF, DOC, and RTF were
searched.

Recommendation: | The evidence files found indicted clearly that Nera has deliberately

deleted the files containing the chemical formulae and mathematical
code. with all the evidence, it is up to the company to decide
regarding the information of this report.
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Swansea Digital Forensics

kings road P: 017927658 forensicexpert@swans

7
Swansea, SA2 3AY F: Fax Number www.swanseaforensic
Bill To HPC company Phone Invoice #:3389
Address Fax  +1-212-0878976 Invoice Date: 21/01/21
12 Housten Texas road
Email: info@healios-pharma.com

Invoice For:  HPC company

Item # Description Qty Price Amount

y

1 Forensic Lab 1|8 4,500.00 | $ 4,500.00

2 Forensic tools 318 6,000.00 | § 18,000.00

3 Analysing the evidence data 18 1,20000 | § 1,200.00

Total due in 30 days. Overdue accounts subject to a service charge of 10% per month.

TOTAL = 23700





