[bookmark: _Toc503272068][bookmark: _Toc536223241][image: ]
	


Jordan Bailey (HND Web Development)


Module: Project Management and Research Methods (ACDA5004)


Assignment: Identifying Risk Management


Lecturer: Sue Maw


January 2019


Table of Contents
	1
Risk Management	3
Risk Exposure & Evaluation Matrix	3
Code of Practice (Sustainability)	5
Environmental Sustainability	5
Social Sustainability	6
Code of Practice (Ethical & Legal Issues)	6
IEEE	7
British Computer Society	7
Quality Assurance	7
Bibliography	8














[bookmark: _Toc536223242]Risk Management

Risk Management is the process of identifying potential risks and establishing good procedures in the event of a risk arising to minimise harm to the project’s timeline, budget or productivity. Every project has risks that must be taken into account and this section aims to analyse any potential risks that may occur in the development of the Halo OS mobile application. [1]
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There are a vast number of probable risks to take in to account when collectively working on the Halo project. Identifying, analysing and prioritising are important procedures in risk management.
This section aims to evaluate the risks, potential solutions and the likeliness of occurrence. Below is a Matrix table with unique identifiers to establish the probability and impact of each risk occurring. 

· Illness
One of the most common and unpreventable risks to assess is illness. It was important to take in to account that illness doesn’t just affect the immediate team member and that even their spouse or child being unwell could prevent deadlines being met. During the development of Halo, we ensured that each task had an adequate number of team members assigned in the event of illness occurring. If a team member were to be off with illness during the development, then the team manager would have to prioritise their tasks and ensure the workload be distributed amongst the team. 


· Commitments
During the early stages of the project and throughout the weekly meetings the team discussed other life commitments they may have that could affect the projects deliverance. Other commitments can often hinder the progress of the project and it became clear that the timescale of the tasks would have to be altered to allow more time for the development stage.

· Development & Implementation Difficulties
With Halo being both a software and hardware driven project the risk of running into technical difficulties are highly likely. During the planning stage the team broke down the hardware and software requirements of each task to determine and ensure the necessary resources were readily available.  






· Loss of Data
In 2017, Washington research firm Clutch reported that 58% of small businesses were not prepared for data loss. [2] The loss of data would have devastating repercussions to the project and is a significant risk. Throughout the whole development stage, the team would save a hard copy to their individual hard drives. Hardware could also endure damage preventing the team from retrieving necessary data. In the event of a hardware problem the team also kept a backup on the cloud hosting software OneDrive as it was determined that it would provide a free platform to easily share and modify data in real time. 

· Security
The Halo project had a number of security risks that the team had to consider when implementing both hardware and software. Team members Ceri Puddle and Declan Chambers were assigned the task of constructing the network design in Packet Tracer to display how the mobile application retrieves and sends data. In terms of security, the team decided that a dedicated server would be required to store data securely and efficiently. Project data was temporarily stored on cloud hosting for ease of access however it was determined that any sensitive data would have to be stored on our own independent server.


· User Interface Issues
Team members Rabea Benkadi, Jordan Bailey & Andrew Cooper took the lead on the application’s interface. User interface is primarily anything that the end user views their side on the Halo mobile application. There is risk that end users could find navigating and interacting with the application inefficient. Extensive research was undertaken on core to ensure that the functionality and design of the application met core user interface principles. [3]
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Sustainability is a vital subject which is formed by policy agendas for environmental, economic and social revolution.  Throughout the development of Halo, the team had to analyse and comply to worldwide standards to meet sustainability regulations. 
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According to studies carried out by NASA, 97% of climate scientists agree that the past century has seen a sharp rise in climate-warming trends caused by humans. [4] It’s causing a devastating impact to the wellbeing of our world as we know it and businesses and organizations are regulated to keep energy levels low. The practice of sustainable computing is the process of creating a green focused computing environment to ensure the reduction of energy consumption. [5] In the UK, the CRC (Carbon Reduction Commitment) regulates business’s emissions and charges by each tonne of C02 emitted. This encourages businesses and organisations to reduce their emissions and to adopt a sustainable computing environment.  In April 2019, the CRC will cease to exist and in its place the UK government have announced a new framework called the Climate Change Levy (CCL) which will oversee an increase of cost by 70% for gas and 50% for electricity to recoup any loss from the CRC revenue. [6] During the development of Halo, the team had to consider a number of factors in meeting environmental sustainability and decreasing their own individual carbon footprint. 

Throughout the development of Halo, team members would take into consideration the the equipment used, the energy output of the equipment and the network structure to ensure maximum efficiency. A large majority of tasks were flexible and carried out at home by team members whilst communicating through teleconferencing which in turn reduces travel footprint. release Halo would have to already be abiding by the CRC regulations until April 2019 when the CLC comes in to force.
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Social sustainability is the process of understanding the impact of businesses and organisations on its people and society. The UN Global Compact declared social sustainability as a critical part of any organisation or business worldwide as products can have a huge impact on society and the relationship between stakeholders and consumers. Consumers desire socially sustainable services and products and transparency is key to showcase the business's ethical commitments. Outsourcing work to other companies that have a low regard for social sustainability can cause damage to the business’s brand and public image. Halo’s purpose is to connect people that have been struck by natural disasters and aids in the recovery of missing people in the disaster zone. The team members discussed the potential consequences if sensitive data was illegally obtained and misused and it became apparent that additional security measures would need to be implemented. The use of a dedicated server ensures that data can only be retrieved internally to prevent any unauthorised access. 
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For a business or an organisation to operate it must adhere to a number of ethical and legal regulations to ensure fair practice and professional conduct. Halo being a technology driven project, it must abide to certain standards and expectations and this section aims to analyse the compliance of ethical and legal commitments.
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Institute of Electrical and Electronics Engineers (IEEE) is the largest professional organization in the world that aims to advance technology for humanity’s benefit. IEEE adopts both legal and ethical where members must comply to ensure fair practice and professional standards are met. The Halo project would benefit from IEEE Xplore which provides members with a digital library to educate and enhance technology driven software. [7]
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The British Computer Society (BSC) is a membership organisation on professional and performance integrity across the IT industry. Being a member of the BSC you are to comply to a set of professional and practical standards highlighted in their code of conduct. The BSC are also aligned with the UK government in establishing professional working practices and common standards. [8]  The BSC identifies itself as politically neutral. However, according to British Computer Society Digital Brexit Report, the BSC wants to see the UK become a leading innovator in digital infrastructure. In June 2016, the UK voted to leave the European Union on the 29th of March 2019. The BSC believe that the UK now have a choice on whether they are committed to maintaining the existing status quo aligned with the European Union or alternatively make amendments to the IT sector on departure in the hopes that Britain can be a world leader in technology. With current uncertainty on Britain leaving the EU, the Halo project may potentially have to adapt and comply to new regulations based on the UK Government’s plan for the technology industry. [9] The General Data Protection Regulation (GDPR) is a ruling by the European Union to protect the data of EU citizens and provide them with more control on how their data is obtained and used through websites and applications. On leaving the European Union, it is currently unclear whether the United Kingdom will continue to adopt these regulations or create new ones independently.
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Quality Assurance is a vital part of any project as it ensures that the product meets the necessary requirements outlined in the planning stage. During quality assurance, the Halo team ensured that certain criteria’s were met before determining whether or not the project was successful. 

· Productivity & Effectiveness
The productivity and effectiveness of the project will be based on the user’s ability to use the application with ease and no constraints. The team determined that in order to measure the applications success the end user should be able to access features with ease. The application should allow the user to complete tasks efficiently without the excessive use of resources. 


· Safety
Safety is an extremely important factor when assessing quality assurance. Users of the application should feel safe in doing so and trust us with sensitive data. Ensuring all data is encrypted and stored safely provides users with peace of mind that their data is protected. If the user doesn’t feel safe using the app, then that could lead to an unsuccessful product.

· Satisfaction
Users being satisfied with the application is vital in the success of the Halo project and the main goal in successful quality assurance. This is measured by the user’s overall experience in using Halo efficiently and without any restraints. If for any reason the users are unhappy with their experience then alterations would have to be made, primarily to the user interface to rectify any problems.

On completion of Halo, the team will perform a number of tests to ensure the final product is ready for launch. Smart objectives provide a clear understanding of the success of the project. Having a group of beta testers on hand will aid testing in usability, reliability and functionality. Usability testing will assess the applications overall purpose and efficient use. The Halo network infrastructure will assess the applications reliability by retrieving and sending data efficiently.
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