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This is port allocation

This is dynamic routing



Good detail in the list of contents but
some of your headings are incorrect







Extensive list of
figures





This error
should be
rectified



7 layer OSI explanation is good with
relevant source

Explanation is supported with a
good image



Good image that supports
explanation. There are many
grammatical errors here.

Explanation is good and
supported with an informative
image
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sho
uld
be

Port
Allo
cati
on



Network design is correct



Good
addressin
g
scheme.
It would
assist the
implemen
tation
more if
this was
in a table
form







Screensho
ts show
the static
addressing
and
routing
implement
ation
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RIP
tabl
es
are
corr
ect
but
ther
e is
no
expl
anat
ion
here
and
ther
e is
obvi
ousl
y
work
miss
ing



Summary report show the RIP
implementation



Explanation includes the helper address
which is significant for DHCP operation

Screenshot
shows the
configuration of
the DHCP

This should state static
addressing to DHCP





Screenshot shows
evidence of helper
address
implementation



Screenshot shows the exclusion
address range



Screenshot shows the operation of
DHCP with exclusion address range
implemented. The DHCP assigns
the next address after exclusion



Good test for DHCP. You should have
explained what the outcome would be if
no helper addresses are configured
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RIP is dynamic
routing not
addressing

Evi
de
ntly
the
RI
P
test
s
are
suc
ces
sful



Report on router
shows the DHCP
implementation
and the excluded
address range



Router report
shows all
router config
and the
helper
address



Full report for
router 10 has
all the config
settings



There is some confusion in the
explanation here

A good point
made. It is good
practice to
design an
address pattern
especially when
the networks
expand into
larger networks

This is true.
Research must
be continued
until the last
task



This should be two VLANs for 2
PCs



This is last 4 bits of the last
octal value

This
should
be
logical
'AND' not
plus. If
the
network
address
device ip
is
applied
with
logical
AND with
last 8
bits of
mask,
then the
network
address
is the
answer.

This is correct the increments will be
in stages of 16 starting at 16. The

example for usable addresses for
network address 16 is correct



Good method
planned

LAN
addres
s
schem
e is
correct



The addressing scheme
is good and you have
used an order starting
at 16. You could have
started at any address
from 16 and above.



Good explanation. By this
method the broadcast domain
minimises redundancies by
default

This mask is
correct

This
mask
must
have
only

three
logic
1ns
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good use of tables



The
network
mask is
correct

The addressing scheme is correct and
good use of tables



This should be explained in
the context of an industrial
network VLAN

Explanation is correct



VLAN
addre
sses
are
corre
ct.
The
two
VLAN
s
have
differ
ent
netw
ork
addre
sses
for
two
differ
ent
doma
ins on
the
same
LAN
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Good
explanation





RIP configuration for CIDR /28 is
correct





RIP tables are good





Configuration is correct





The network routers auto
detect the VLSM changes
through RIP ver 2



RI
P
ver
2
tab
les
sh
ow
the
VL
AN
net
s
aut
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ACL configuration is correct
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Screenshot shows the
two VLANs activated
with active interfaces



Test
s
are
succ
essf
ul
and
redu
ndan
t
tests
elimi
nate
d

Tests are
successful



Screenshot shows the
denial of service for
address .129

This shows the access

for address .100



Test shows denial for
address .129 and
access for .50



This should be eliminated

This is
a good
point.
VLSM
is an
improve
ment

You have
identified here
that the VLSM
and VLANs are
methods of
network
improvement.
This for both
performance
and security
which are the
demands for
industry 4.0



Intro should also
include the network
terminal PC



The network configuration shows
the practical setup

Screen shot shows VLANs are
active



Image shows the active VLANs
with active interfaces assigned

The two sub interfaces
are shown which are now
the two gateways for the
VLANs





Test shows the connection to
the PLC ip 101.2 and the PC
network terminal 101.3.
Tested from the PLC terminal
address ip 100.4



PLC web server
activated and file
extensions added.
Start address for web
server is initialised

Tags for IO operation
are declared in TIA
Portal



Web server
block
implemented
in Main

HTML program
is dowloaded to
the PLC web
server

The PLC gateway
address is the
VLAN gateway ip
address



Web program needs to be located
in the TIA project directory
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Ta
gs
de
cla
re
in
the
HT
ML
pro
gra
m

HTML
forms that
enable
boolean
data to be
sent to the
PLC to set
and reset
outputs



This part of the program reads the input
status of the 8 PLC inputs

The initial
web page
from the
server
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A good recommendation of what
can be achieved

























Good use of appendix



Good relevant
source
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GRADEMARK REPORT

GENERAL COMMENTS

Instructor

PAGE 1

PAGE 2

Text Comment.  This is port allocation

Text Comment.  This is dynamic routing

PAGE 3

Text Comment.  Good detail in the list of contents but some of your headings are incorrect

PAGE 4

PAGE 5

PAGE 6

Text Comment.  Extensive list of figures

PAGE 7

PAGE 8

Text Comment.  This error should be rectified

PAGE 9

Text Comment.  7 layer OSI explanation is good with relevant source

Text Comment.  Explanation is supported with a good image



PAGE 10

Text Comment.  Good image that supports explanation. There are many grammatical errors
here.

Text Comment.  Explanation is good and supported with an informative image

PAGE 11

Text Comment.  This is no accurate. Broadcasting will happen with all devices connected to the
same LAN. The method of reducing the broadcast domain is using VLANs. The broadcast domain is
decreased in size and therefore less traffic on the network.

Text Comment.  This should be Port Allocation

PAGE 12

Text Comment.  Network design is correct

PAGE 13

Text Comment.  Good addressing scheme. It would assist the implementation more if this was
in a table form

PAGE 14

PAGE 15

PAGE 16

Text Comment.  Screenshots show the static addressing and routing implementation

PAGE 17

Text Comment.  There is missing work here!

PAGE 18

PAGE 19

Text Comment.  RIP tables are correct but there is no explanation here and there is obviously
work missing

PAGE 20



Text Comment.  Summary report show the RIP implementation

PAGE 21

Text Comment.  Explanation includes the helper address which is significant for DHCP
operation

Text Comment.  Screenshot shows the configuration of the DHCP

Text Comment.  This should state static addressing to DHCP

PAGE 22

PAGE 23

Text Comment.  Screenshot shows evidence of helper address implementation

PAGE 24

Text Comment.  Screenshot shows the exclusion address range

PAGE 25

Text Comment.  Screenshot shows the operation of DHCP with exclusion address range
implemented. The DHCP assigns the next address after exclusion

PAGE 26

Text Comment.  Good test for DHCP. You should have explained what the outcome would be if
no helper addresses are configured

PAGE 27

Text Comment.  Test is successful for static parameters

Text Comment.  RIP is dynamic routing not addressing

Text Comment.  Evidently the RIP tests are successful

PAGE 28

Text Comment.  Report on router shows the DHCP implementation and the excluded address
range



PAGE 29

Text Comment.  Router report shows all router config and the helper address

PAGE 30

Text Comment.  Full report for router 10 has all the config settings

PAGE 31

Text Comment.  There is some confusion in the explanation here

Text Comment.  A good point made. It is good practice to design an address pattern especially
when the networks expand into larger networks

Text Comment.  This is true. Research must be continued until the last task

PAGE 32

Text Comment.  This should be two VLANs for 2 PCs

PAGE 33

Text Comment.  This is last 4 bits of the last octal value

Text Comment.  This should be logical 'AND' not plus. If the network address device ip is
applied with logical AND with last 8 bits of mask, then the network address is the answer.

Text Comment.  This is correct the increments will be in stages of 16 starting at 16. The
example for usable addresses for network address 16 is correct

PAGE 34

Text Comment.  Good method planned

Text Comment.  LAN address scheme is correct

PAGE 35

Text Comment.  The addressing scheme is good and you have used an order starting at 16.
You could have started at any address from 16 and above.

PAGE 36



Text Comment.  Good explanation. By this method the broadcast domain minimises
redundancies by default

Text Comment.  This mask is correct

Text Comment.  This mask must have only three logic 1ns

Text Comment.  This mask must have only three logic 1ns

Text Comment.  good use of tables

PAGE 37

Text Comment.  The network mask is correct

Text Comment.  The addressing scheme is correct and good use of tables

PAGE 38

Text Comment.  This should be explained in the context of an industrial network VLAN

Text Comment.  Explanation is correct

PAGE 39

Text Comment.  VLAN addresses are correct. The two VLANs have different network
addresses for two different domains on the same LAN

Text Comment.  Network diagram is detailed and shows good evidence of the configuration

PAGE 40

Text Comment.  Good explanation

PAGE 41

PAGE 42

Text Comment.  RIP configuration for CIDR /28 is correct

PAGE 43



PAGE 44

Text Comment.  RIP tables are good

PAGE 45

PAGE 46

Text Comment.  Configuration is correct

PAGE 47

PAGE 48

Text Comment.  The network routers auto detect the VLSM changes through RIP ver 2

PAGE 49

Text Comment.  RIP ver 2 tables show the VLAN nets auto configured. If there was an error in
the configuration the auto detect would not work

PAGE 50

Text Comment.  Image shows the FE 0/0 is no longer the gateway because it has been
subnetted with 0.2 and 0.3

PAGE 51

Text Comment.  ACL configuration is correct

PAGE 52

Text Comment.  CIDR /28 tests are successful and the test method eliminates redundancies

Text Comment.  Tests are successful and redundancies eliminated

PAGE 53

Text Comment.  Screenshot shows the two VLANs activated with active interfaces

PAGE 54

Text Comment.  Tests are successful and redundant tests eliminated



Text Comment.  Tests are successful

PAGE 55

Text Comment.  Screenshot shows the denial of service for address .129

Text Comment.  This shows the access for address .100

PAGE 56

Text Comment.  Test shows denial for address .129 and access for .50

PAGE 57

Text Comment.  This should be eliminated

Text Comment.  This is a good point. VLSM is an improvement

Text Comment.  You have identified here that the VLSM and VLANs are methods of network
improvement. This for both performance and security which are the demands for industry 4.0

PAGE 58

Text Comment.  Intro should also include the network terminal PC

PAGE 59

Text Comment.  The network configuration shows the practical setup

Text Comment.  Screen shot shows VLANs are active

PAGE 60

Text Comment.  Image shows the active VLANs with active interfaces assigned

Text Comment.  The two sub interfaces are shown which are now the two gateways for the
VLANs

PAGE 61

PAGE 62

Text Comment.  Test shows the connection to the PLC ip 101.2 and the PC network terminal



101.3. Tested from the PLC terminal address ip 100.4

PAGE 63

Text Comment.  PLC web server activated and file extensions added. Start address for web
server is initialised

Text Comment.  Tags for IO operation are declared in TIA Portal

PAGE 64

Text Comment.  Web server block implemented in Main

Text Comment.  HTML program is dowloaded to the PLC web server

Text Comment.  The PLC gateway address is the VLAN gateway ip address

PAGE 65

Text Comment.  Web program needs to be located in the TIA project directory

Text Comment.  Start of HTML program

PAGE 66

Text Comment.  Tags declare in the HTML program

Text Comment.  HTML forms that enable boolean data to be sent to the PLC to set and reset
outputs

PAGE 67

Text Comment.  This part of the program reads the input status of the 8 PLC inputs

Text Comment.  The initial web page from the server

PAGE 68

Text Comment.  Test shows the matching condition on the web page and PLC IO

PAGE 69

Text Comment.  A good recommendation of what can be achieved



PAGE 70

PAGE 71

PAGE 72

PAGE 73

PAGE 74

PAGE 75

PAGE 76

PAGE 77

PAGE 78

PAGE 79

PAGE 80

PAGE 81

Text Comment.  Good use of appendix

PAGE 82

Text Comment.  Good relevant source

RESEARCH-INFORMED LITERATURE

GRADING FORM: CSG-RUBIC

THOMAS WOOD 0

Your research covers most of what is required with



19/30

KNOWLEDGE AND UNDERSTANDING

16/25

ANALYSIS

5/10good relevant sources used. There are inaccuracies
in parts of your research and incomplete parts. 5/10

Element 1: Intro needs more details of objectives.
The design and implementation of the network is
explained with supporting images. There are
inaccuracies in this section. There is sufficient
evidence for correct implementation. 6/10 Element 2:
Introduction explains the requirements clearly. The
configuration is explained and documentation
requirements for addressing schemes are good and
good use of tables for this. There are some errors in
this section. 6.5/10 Element 3: The sections from the
CAD designs in elements 1 and 2 are implemented
using level 2, and 3 Cisco devices. The
implementation of the VLAN and web server are
documented and supported with explanations and
images. Some of the explanations need to be more
clear. There is sufficient evidence of the ACL
configuration. The web program implementation is
achieved over the existing Cisco switch and router
and explained clearly. 6.5/10

Element 1: Testing and results need a clearer
explanation. However the tests are supported with
sufficient images. 3/5 Element 2: Analysis of test
results has been carried out with supporting images
and a good method of testing used. Explanations
could be more clear. Good use of tables in this



16/25

PRACTICAL APPLICATION AND DEP.

9/15

SKILLS FOR PROFESSIONAL PRAC.

section.6.5/10 Element 3: Good test results obtained.
Explanations need to be more clear. There is
sufficient evidence of the requirements. 6.5/10

Element 1: Design and implementation from address
scheme to class A, B and C and serial links are
clearly implemented and tested. The procedures
followed from design to implementation were efficient
which simplified the testing stage. 3/5 Element 2: The
configuration is more complex due to the subnetting
required and the tables of addressing are very well
ordered and follow a pattern. Implementation of the
required network parameters has been carried out
but the explanations could be clearer. This should
have included the reason for RIP ver 2 and not ver 1.
The differences are important points. Test
procedures and methods eliminate redundant tests
while testing all components. 6.5/10 Element 3: The
practical implementation was carried out using Cisco
level 2 and 3 devices. Explanations here could be
improved. However there are supporting images. The
testing carried out demonstrated the VLANS and
ACL security used in industry networks. 6.5/10

The layout of the report is reasonable but there are
some sections which seem out of place. The quality
of writing could improve. There are many
grammatical errors. 9/15
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