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1. Element 1

1.1 Research

The OSI 7 layer model is a reference model. The TCP/IP 4 layer model is a descriptive

framework for the protocol suite. This needs to be more descriptive
OSI Model TCP/IP Model
Application |
Presentanon Application
Sessmn
Good supporting image
Tra nsport Tra nsport

Network | | Internet |
Physical I

Figure 1: OSI 7 layer

TCP/IP is the intemet protocol suite. This is a group of internet communication protocols G00d point here
called after two of the most essential protocols within it. It can be known as a collection of

layers and every layer will take control of a different task to do with the transfer of data.
Layer 7 - application

Layer 7 takes charge of supporting end user operations and supporting applications. Service
quality is determined, Communication partners are identified, privacy and user authentication

is considered and any syntactic limits are recognised.
Layer 6 - presentation

This layer changes the data format so that the application layer can recognise. It ensures
that there are no issues with compatibility by encrypting and formatting the data before

sending it across the network.
Layer 5 — session

At the session layer, when two computers or networked devices need to communicate a
session is generated. The functions that are performed at this layer are coordination, setup,

and termination between the programs at both ends of the session,




Layer 4 — transport

This layer takes control of data transfer coordination between the hosts and end systems.
The most well known transport layer example is the transmission control protocol. It also
takes control of what speed the data transfers, the amount of data transferred and where it

should travel.
Layer 3 — network

There are two main functions of this layer. One is segments getting broken down into
network packets, these packets are then re-assembled on the receiver end. The next main
function is finding the best route across the physical network by routing the packets. It does

this by using network addresses.
Layer 2 — data link

This layer takes two physically connected nodes and terminates the connection between the
two. It turns the packets into frames and sends them from source to destination. There are
two parts in this layer LLC which is logical link control and MAC media access control. LLC
synchronizes frames, does error checks and recognises network protocols.

Layer 1 — physical

This layer takes responsibility for the wireless connections between network nodes or for a
physical cable. It defines the electrical cable, the connector or the wireless technology that
connects the devices, it also takes responsibility for raw data transmission which are a series
of 0 and 1, while also controlling the bit rate. (imperva, 2021)

The 4 layer model considers the high level program application layer to be the top layer and
on the lowest network layers it concentrates on system design. For LAN networks it's the

interconnection model. Layers are explained with relevant sources
(shaw, 2022)
Encapsulation

When data is travelling in OSI or TCP/IP encapsulation is when additional information is
added to that data. The additional information is added on the senders side from application
layer to physical layer. (academy, 2020)




How it works
In the user data in the application layer no additional information will be added.
The data is then sent to the Transport layer by the Session layer.

The data is then broken down into different parts at the transport layer. In each of the broken
data a header is added. The information that is contained in this layer is destination port,
source port and sequence numbet. It is then combined into a new form.

are
In the transport layer the encapsulated data is datagrams or segments. If TCP is used by the

transmission it is then called segments or it will be called datagrams when UDP is used.

The data will now move down to the Network layer. Layer 3 header is now included. This
includes details such as the originating IP, the destination IP, etc. This data is combined to

create a new form. Packets are the enclosed data in the network layer.

The data link layer now receives packet from the network layer. Layer 2 is added when is
enters the data link layer.

A trailer will be added which holds information such as destination MAC address, source

MAC address. This trailer checks for errors. The data in the data link layer is called frames.

These frames are then called bits in the physical layer after the physical layer takes the

frames from the data link layer. (geeksforgeeks, 2021)
This should be simplified. The explanation is

very confusing

De-encapsulation

This process works opposite of encapsulation. When the data travels on the receivers side
from the physical layer to the application layer the additional information gets removed.




How it works

The bits get de-encapsulated into frames from the physical layer and gets sent up to the

upper layer.

The frames get received to the data link later and the MAC address gets checked to see if it
matches. The layer 2 trailer and header are then removed if there is no error found. It then
sent to the upper layer after the data packeted and is de-encapsulated. (academy, 2020)

The packet is received from the data link layer to the network layer. The ip address is then
checked to see if it matches if the ip address matches the header is removed in layer 3. This

data packet moves up to the transport layer.

The layer 4 header is then removed after the network layer sends the data segments to the
transport layer. The de-encapsulated data is sent to the receiver after it has travelled through

presentation, session and application layer. (geeksforgeeks, 2021) This can be simplified. However the
explanation is correct with supporting
Broadcasting ref sources.

Broadcasting is when multiple users receive data packets all at once. For example a local
area network can be set up so that a message can be broadcasted from any device on that
network and be sent to every other device. This is correct

Grammatical

To broadcast a broadcast address receives a data packet which is sent from a networked error

device. The packet gets sent from the networks hardware such as a router or a switch. A
broadcast domain is a group of eligible devices.

IPV4 is the most used network protocol. There are 4 other major techniques for routing

computer network traffic these are multicast, unicast, geocast and anycast.

. (hope, 2017) The significant properties of broadcast
domains are not included in the explanation

This image is not very supportive

Data packets are routed to all devices
on the same logical network

Figure 2:Broadcasting




Port Allocation

The port numbers can be 0-65353. There are port numbers that are kept for common
TCP/IP applications these are from 0-1023 which are known as well-known ports. These
ports are used so that corresponding server applications processes from other hosts can be
found much easier. For example the datagram must be sent to a destination port if a client
process wants to contact a DNS process which is running on a server. 53 is a common DNS
port number. This is where the server process will be listening for client requests. Privileged
ports are what these ports are called many applications these days do not run in privileged
mode only when binding to the port. It is currently getting more difficult to register new

applications under the space below 1023. ) ) ) )
Good points here. This could be implemented using a

(sciencedirect, n.d.) more effective method i.e. paragraphs and images




1.2 Routing

1.2.1 Network address configuration ¢ it-hos not switchboard
Three routers, three switchboard and three PCs are being used to set up the network. Serial
links are used to connect the routers and LAN is used to connect the routers. (shown fig 3)

192.168.3.254 17030254 —
' = ® Se0/0 Se00 o ® Se0r - ';
ZGLFaOII] 264 Fa0/0 mtaﬁfﬂ
Roghe: v 10.:10.10.0 Rothe: 1 1.11.11.0 R«
Good diagram with net afldresses identified
Fa0/
192.168.3.0 170.2.0.0
Fa0
Fal
192.168.3.1 ) 170.3.0.1 53.0.01 T
Fal g
J =
_—
20 PC-PTJ PC-PT
PC-PT pe1 PC2

PCO

Figure 3: Network address configuration




The IP addresses were set up so that the three different network classes were used this is

shown below.

Class C:
192.168.3.0 — Net address

192.168.3.254 — Gateway address

192.168.3.1 — Initial device address

Serial addresses:

10.10.10.0

11.11.11.0

Class B:
170.3.0.0 — Net address
170.3.0.254 — Gateway address

170.3.0.1 — Initial device address

Class A:
53.0.0.0 — Net address
53.0.0.254 — Gateway address

53.0.0.1 — Initial device address

Address schema is implemented

10




Static Routing config
router 0

Below is the static routing configuration for router 0,1 and 2. After the static routing was done

a show IP route was done on the CLI for each of the routers. (This is shown fig 4-9)

Static Routes.

Network |

mask |
Next Hop | ‘

Add

MNatwork Address
$3.000/8via 1010102

170.3.0.0/16 via 10.10.10.2

Remove

Figure 4: Static routing router 0

SLINZFROTO-5-UPDOWN: Line protocol on Interface Fastithermetd/U, changed state to up

%LIN —CHENL

Incerface Serial0/0, changed state to up

LLINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0, changed state to up

Routerrenable

Routers$

Routerfconfigure terminal

Enter configuration cosmands, one per line. End with CNTL
Bouter (config) g

Router (config) #°2

Routers

$5Y5-5-CONFIG_I: Configured from console by conscle

uterfcont ©
ter configuration cosmands, one per line. End with CNTL/Z.

Router (config)gde show ip rouce
Codes: C - B - BGP
IA - OSPF inter area
HS5A extern type 2
EL - OSPF external E2 nal type 2, - EGP
i - I5-I5, Ll - IS-IS level-1l, L2 - IS-IS level-2, ia — IS5-I5 inter area
* - candidate default, U - per-user static zoute, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

10.0.0.0/8 is directly connected, Seriald/0

53.0 /8 [1/0] wia -1g.10.2

170.3.0.0/1€ [1/0] wvia 10.10.10.2

152_1€8.3.0/24 is directly connected, FastEthernet0/0

G

Router (consig) g

Figure 5: Show ip route router 0
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router 1

Static Routes

Network | |

Mask | |

Next Hop | |

Network Address
53.0.0.0/8 via 11.0.0.2

182.168.3.0d24 via 10.10.10.1

Figure 6: Static routing router 1

Router (config) #¢do show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type L, E2 - OSPF external type 2, E - EGP
i = Is5-I5, L1 - I5-1IS5 lewvel-l, L2 - IS-IS level-2, ia - IS5-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is directly connected, Seriald/0
11.0.0.0/8 is directly connected, Seriald/l
$3.0.0.0/8 [1/0] wvia 11.0.0.2

170.3.0.0/1€ is directly connected, FastEthernet0/0
152.1€8.3.0/24 [1/0] wia 10.10.10.1

m w0

Figure 7: Show ip route router 1
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router 2

Mask

Network |

Next Hop |

Static Routes

Add

Network Address

170.3.0.0/16 via 11.0.0.1

192.168.3.0/24 via 11.0.01

Static routing tables are configured

Remove

Figure 8: Static routing router 2

Codes-

ww 00

Router (config) #¢do show ip route

C - connected, § — static, I — IGRP, R - RIP, M — mobile, B - BGD
D - EIGRP, EX - EIGRF external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSAR extermnal type 1, N2 — OSPF NSSZ extermal type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISs-Is, L1 - IS-IS level-l, LZ - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o — CDR REPOI’tS ShOW Static rOUting
P - periodic downloaded static route Conﬁguratlon

Gateway of last resort is not set

11.0.0.0/8 is directly connected, Seriald/0
£3.0.0.0/8 4is directly connected, FastEthernet0/0
170.3.0.0/1€ [1/0] wia 11.0.0.1

192.1€8.3.0/24 [1/0] via 11.0.0.1 Reporl's Conﬂf’m Conﬁguration

Router (config) §|

Figure 9: Show ip route router 2

Testing the configuration

Testing was done by sending messages to the PCs to prove the static routing was done

correctly. (fig 10)

included.

Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit

=3 Successful PCO PC1 ICMP . 0.000 N 0 (edit)

™ Successful PC1 PCO icvP 0.000 N 1 (edit)

<@ Successful PCO PC2 ICMP 0.000 N 2 (edit)

o Successful PC2Z PCO L | 0.000 N 3 (edit)

ey Successful PC1 PC2 ICMP . 0.000 N 4 (edit)

3 Successful pC2 PC1 ICMP O 0.000 N 5 (edit)

Test table supports the configuration

Figure 10: Testing static routing
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1.2.2 Configure the 3 routers for dynamic routing using RIP
Below (fig 11-13) is the SCI that was done for each of the routers

Router 0

Routergconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip

Router (config-router) gver 2

Router (config-router)fnet 152.1€58.3.0

Router (config-zrouter)$net 10.10.10.0

Router (config-router)fnet 170.3.0.0

Router (config-router)$-2Z

Routers

45Y¥YS-5-CONFIG I: Configured from conscle by console
~2

Routerg

Figure 11: Rip routing router 0

Router 1

Routerg

Routergconf ¢

Enter configuration commands, one per line. End with CNIL/Z.
Router (config) §router rip

Router (config-router) gver 2
Router{config-zouter) fnet 170.3.0.0

Router (config-zouter) fnet 10.10.10.0

Router (config-router) #net 152.1€B8.3.254

Router (config-router)gnet 11.11.11.0
Router(config-router)$net 53.0.0.254

Router (config-router)$-2Z

Routerd

%5¥S-5-CONFIG_I: Configured from console by console
a7

Routerg

Figure 12: Rip routing router 1

Router 2

Routerg
Routergconf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip

Router (config-router) g§ver 2

Router (config-router) gnet 53.0.0.254

Router (config-router)g$net 11.11.11.0
Router(config-router)fnet 53.0.0.0

Router (config-router)$~Z

Router$

$SYS-5-CONFIG_I: Configured from console by console

~Z

Text should be same format

Router$

Figure 13: Rip routi ter 2 . o
gure b routing router Dynamic routing is implemented
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RIP tables in routers:

Below are the routing tables for the routers (fig 14-16)

Routing tables confirm configuration

Router 0
Routing Table for Router n
Type  MNetwork Port HF:,?TP Wetric

100008  Serall/0 - o
R 11.0.0.0/8 Seriald/0 10.10.10.2 1201
s §3.0.0.018 —_— 10.10.10.2 10
S 17030016 — 1010102 110
C 19216830724 FastEthemetO) — o
Figure 14: Rip routing tables router 0
Router 1
Routing Table for Routerl I
Type MNetwork Port Hr:e;llp Metric
c 10.0.0.0/8 Seriald/0 - 00
c 1.0.0.0/8 Serial)/1 00
s 53.0.0.08 — 11.002 10
c 170.3.0.0116  FastEthernet0/0 — 00
S 192.168.3.0/24 — 10.10.10.1 170
Figure 15: Rip rouling tables router 1
Router 2
Routing Table for Router2

Next )

Type Network Port Hop IP Metric
R 10.0.0.0/8 Serial0/0 11.0.0.1 1201
c 11.0.0.0/8 Serial0/0 —_ 0/0
c 53.0.0.0/8 FastEthernet0/0 — 0/0
S 170.3.0.016 — 11.0.0.1 1/0
S 192.168.3.0/24 — 11.0.0.1 170

Figure 16: Rip routing tables router 2

15




RIP configuration
A show IP route was done on the SCI to show that they are connected.

Router0

Reuter#show ip zoute

Codes: C - connected, 5 - ssasic, I - IGRP, R - RIF, M - mobile, B - BGF
D - EIGRP, EX - EIGAP external, O - OSPF, IA - OSPF inter area
W1 - OSPF NSSA extermal sype 1, M2 - OSPF NSSA external type 2
E1l - OSFF external type 1, E2 - OSFF external type I, E - EGF
i = I8-18, Ll - IS-IS level-l, L2 = IS-IS level-2, ia - IS-IS
* = candidave defauls, U - per-user static route, o - ODR

F = pericdic downloaded static route

Gateway of last rescrt is not set

= 10.0.0.0/8 is directly connected, Seriald/O

R 11.0.0.0/8 [120 via 10.10.10.2, 00:00:08, Seriald/o0
s $3.0.0.0/8 [1/0] wia 10.10.10.2

s 170.3.0.0/1€ (1/0] wia 10.10.10.2

c 152.1€8.3.0/24 1is directly connected, FastEthernecd/0
Router!|

Figure 17: Show ip router O

Routert

Router#show ip route
Codes: C - connected, 5 - stasic, 1 - IGRE, R - RIP, M - mobile, B - BGE

D - EIGRE, EX - ZIGRF external, © - OSPF, I& - OSEF inter area
N1 - OSPF NSSA extesnal type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSFF external type 2, £ - EGP

i - I5-I5, L1 - IS-IS lewel-1l, L2 - I5-I5 lewel ia - IS-IS imter area
* — candidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is not se

n

is directly connected, Serialld/0

c is directly connected, Seriall/l

s 0/8 [1/0] wia 11.0.0.2

c .3.0.0/1€ is directly , TastE 0/0
4 -1€8.3.0/24 [1/0] wia 10.10.10.1

Routert

Figure 18: Show ip router 1

Router 2

Routergshow ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M — mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, Th - OSPF inter area
N1l - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2
El - OSPF external type 1, E2 — OSPF external type 2, E - EGP
i = IS-I8, Ll - IS-IE level-1l, L2 - IS-IS level- ia = IS-IS inter area
* - pandidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is not set

R 10.0.0.0/8 [120/1] wia 11.0.0.1, 00:00:04, Seriald/O
c 11.0 0/8 is directly connected, Seriall/0

c £§3.0.0.0/8 is directly connected, FastEthernet0/0

s 170.3.0.0/1€ [1/0] wia 11.0.0.1

- 152.1€8.3.0/24 [1/0] wia 11.0

Routexs|

Figure 19: Show ip router 2
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Reports show router config




Testing RIP using ping command

The PCs were then pinged to prove that it is working correctly. This should be explained

Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
"3 Successful PCO PC1 ICMP . 0.000 N 0 (edit)
< Successful PC1 PCO ICMP 0.000 N 1 (edit)
@ Successful PCO PC2 ICMP . 0.000 N 2 (edit)
< Successful PC2 PCO ICMP . 0.000 N 3 (edit)
[*3 Successful PC1 pC2 ICMP . 0.000 N 4 (edit)
< Successful PC2 PC1 ICMP . 0.000 N 5 (edit)

Figure 20: Rip routing testing

1.2.3 Dynamic addressing across networks using DHCP

Dynamic routing was done on the routers using DHCP.

Router R1 configuration
This should be explained
Routergconf t©

Enter configuration commands, one per lime. End with CNTL/Z.
Router (config) $ip dhcp pool netl

Router (dhep-config) #net 152.1€8.3.0 255.255.285.0
Router (dhcp— g) #default-router 192.1€8.3.254
Router (dhop- g) #dns-server 152_1€8.3.254

Router (dhep- ig) fexit . .
Eouter (config) #3p dhop posl metl DHCP configuration
Router (dhep- igi¢nec 170.3.0.0 255_285.0.0

Router (dhep- g) #defaulc-zouter 170.3.0.254

Router (dhep- g)#dns-server 170.3.0.254

Router (dhep- gl gexit

Router (config) #ip dhep pool netl
Bouter (dhcp-config) gnec 53
Router (dhep-
Router (dhep-
RBouter (dhep-co
B.:ulc:-_con:.lg-&l

g) #dns-server
ig) fexit

[Network Analysis and Test]

Test DHCP
The PCs were then tested without the helper addresses

Device PCO

@® DHeP O static
IPv4 Address 192.168.3.1
Subnet Mask

Default Gateway

DNS Server 192.168.3.254

17




Device PC1

® DHeP O static
Pv4 Address 169.254.64.90
Subnet Mask

Default Gateway

DNS Server

Device PC2

IF Contiguration

@® DHce O Sstatic

IPv4 Address 169.254.39.160
Subnet Mask

Default Gateway

DNS Server

Due to not having a helper address a default address was set for PC1 and PC2. This is

because to get across the network the router needs the helper address The helper address
is the control router serial port address (10.10.10.1).

Configure DHCP helper address for Router2 and Router3 for cross
network

The helper address was then implemented for router 2 and 3.

Router2 This should be explained

Routerfconf t

Enter configuration commands, one per line. End with CNIL/Z.
Router (config)$int £0/0

Router (config-if) ¢#ip helper-address 10.10.10.1
Router(config-if) gexic

Router (config)$

18




Router3

Routergconf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #int £0/0

Router (config-if) #ip helper-address 10.10.10.0

Router (config-if) fexit

Router (config) #

[Network Analysis and Test]

The dynamic addressing was tested with the helper address implemented shown (fig)

Device PC2

IP Configuration
@ DHCP

IPv4 Address
Subnet Mask

Default Gateway

DNS Server

Device PC3

IP Configuration

® DHCP

IPv4 Address
Subnet Mask
Default Gateway

DNS Server

Implementation

(O static

(O static

Test shows results after helper addresses have been
configured

19




Address exclusion configuration using Router1 as control device:

Router1

Routergconf t

Enter configuration commands,

Router (config)#ip dhcp
Router{config)$ip dhcp
Router(config)$ip dhcp
Router(config) $ip dhcp
Router(config)fexit
Routers

excluded-address
excluded-address
excluded-address
excluded-address

one per line.

End with CNTL/Z.

192.1€8.3.1 1%2.1€8.3.10

170.3.0.1 170.3.0.10
l€8.3.1 152.1€8.3.10
$3.0.0.1 53.0.0.10

192.

#5SYS-5-CONFIG_I: Configured from console by console

Network Analysis and Test

Test for excluded addresses

Device PCO

IP Configuration

(® DHCP

IPvd4 Address
Subnet Mask
Default Gateway

DNS Server

Device PC1

IP Configuration

® DHcP

IPv4 Address
Subnet Mask
Default Gateway

DNS Server

O static
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Device PC2

IP Configuration

(® DHCP O static
IPv4 Address 53.0.0.1
Subnet Mask 255.0.0.0

Default Gateway

DNS Server 53.0.0.254

Test proves exclusions

Network Analysis and Test
A final test was then done using a “show run” on the CLI for each router. (fig)

Router1 running config:

Reutershomw run
Building configuration...

Current gonfiguration : 1177 bytes
version 12.2

no service timestamps log datetime msec.
no service timestamps debug dateume msec
no service password-encryption
hostname Router

ip, dhep excluded-address 192.168.3.1 102.168.3.10
ip dhsp excluded-address 170.3.0.1 170.3.0.10
ip dhsp excluded-address 53.0.0.1 53.0.0.10
ip, dhep pool netl

network 192.168.3.0 255.255.255.0
default-router 192.168.3 254

dns-server 192.168.3.254

ip, dhep pool net2

network 170.3.0.0 255.255.0.0
default-router 170.3.0.254

dns-server 170.3.0.254

in dhep pool net3

network 53.0.0.0 255.0.0.0
default-router 53.0.0.254

dng-server 53.0.0.254

no ip cef

no ipvé gef

interface FastEthernet0/0

ip address 102.168.3.254 255.255.255.0
duplex auto

speed auto

interface Serial0/0

ip, address 10.10.10.1 255.0.0.0

clock rate 64000

interface Serial(/1

no ip address

clock rate 2000000

shutdown

router rip

version 2

network 10.0.0.0

network 170.3.0.0

network 192.168 3.0

ip classless

ip, route 53.0.0.0 255.0.0.0 10.10.10.2

ip route 170.3.0.0 255255.0.0 10.10.102
ip, flow-export version 9

line con 0

line aux 0

line yiv 0 4

logt
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Router2 running config:

Routerzshow run
Building configuration. ..

Current configuration : 813 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryvption
hostname Router

no ip cef

no ipv6 gef

interface FastEthernet0/0

1p address 170.3.0.254 255.255.00
1p helper-address 10.10.10.0

ip helper-address 10.10.10.1
duplex auto

speed auto

interface Serial0/0

ip address 10.10.10.2 255.0.0.0
interface Serial0/1

ip address 11.0.0.1 255.0.0.0

clock rate 2000000

router rip

version 2

network 10.0.0.0

network 11.0.0.0

network 53.0.0.0

network 1703.0.0

network 192.168.3.0

1p classless

1p route 53.0.0.0 255.0.0.0 11.0.0.2
1p route 192.168.3.0 255.255.255.0 10.10.10.1
1p flow-export version 9

line con 0

line aux 0

line ytv 0 4

logﬁn

end
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Router3 running config:

[ Tun
Building configuration...

Current configuration : 823 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Router

no ip cef

no ipvé cef

interface FastEthernet0/0

ip address 53.0.0.254 255.0.0.0

ip helper-address 10.10.10.0

ip helper-address 10.10.10.1

duplex auto

speed auto

interface FastEthernet0/1

no jp address

duplex auto

speed auto

shutdown

interface Serial0/0

ip address 11.0.0.2 255.0.0.0

interface Serial(/1

no jp address

clock rate 2000000

shutdown

router rip

version 2

network 11.0.0.0

network 53.0.0.0

ip classless

ip route 170.3.0.0 255.255.0.0 11.0.0.1
ip route 192.168.3.0 255.255.255.011.0.0.1
ip flow-export version 9

line con 0

line aux 0

line ytv 0 4

login|

end
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1.3 Evaluation

By using knowledge gathered from the research the tasks could be completed. Static routing
was done where configuration of the devices was done manually from the terminal. RIP
routing was then done this is quicker than static routing and if the IP address for the router is
visible the router can be configured remotely. With Dynamic Host Communication Protocol
(DHCP) the IP addresses of the devices are assigned automatically but it is a more complex
way to configure the router. Addresses can also be excluded with this method. The tasks in
this element will carry over onto element 2 where the concepts will be more in depth.

There are some good points here, however this could be
implemented using more improve methods.
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Element 2

2.1 introduction

In this element CIDR/28 CIDR/27, CIDR/30, VLAN and ACL will be implemented the

knowledge learnt from element 1 will give a better understanding on the methods needed to

build these networks.

2.2 Design requirements

The network in this system is made up of three routers which are connected in a triangle,

these routers will be named London, Rome and Paris. Each router has its own network by

connecting to a switch and 2 PCs. This will be a local area network. There is also wide area

network which is the three routers connected together.

Below is (Fig) of the system.

Wt 102 96530 32

w
162 168.00.32
B4

2.3 CIDR/28 networking

et 152:164.30.60

Topology is identified

Met 132.168.30.88.

et 162 1683056 ﬁ
. —

-
192.168.30.48

Diagram includes net
sz 3018 addresses

The subnetting for CIDR/28 was applied for the LAN shown in the table (fig)

Subnet is identified

CIDR/28 Rome network 1 LAN address 32

Subnet mask 1 1 1 1 0 0 0 0 255.255.255.240/28
0 0 0 0 0 0 0 0 Not used
Network Address 32 0 0 1 0 0 0 0 1 Lowest host address 33
Network Address 32 0 0 1 0 0 0 1 0 Next host address 34
Default gateway 0 0 1 0 1 1 1 0 Fast ethernet 0/0 address 46
0 0 1 0 1 1 1 1 Broadcast 47
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CIDR/28 Paris network 2 LAN address 48

Subnet mask 1 1 1 1 0 0 0 0 255.255.255.240/28
0 0 0 0 0 0 0 0 Not used
Network Address 48 0 0 1 1 0 0 0 1 Lowest host address 49
Network Address 48 0 0 1 1 0 0 1 0 Next host address 50
Default gateway 0 0 1 1 1 1 1 0 Fast ethernet 0/0 address 62
0 0 1 1 1 1 1 1 Broadcast 63

Table for net address .48 is correct

CIDR/28 London network 2 LAN address 16

Serial 0/0 and 0/1

Subnet mask 1 1 1 1 0 0 0 0 255.255.255.240/28
0 0 0 0 0 0 0 0 Not used
Network Address 16 0 0 0 1 0 0 0 1 Lowest host address 17
Network Address 16 0 0 0 1 0 0 1 0 Next host address 18
Default gateway 0 0 0 1 1 1 1 0 Fast ethernet 0/0 address 30
0 0 0 1 1 1 1 1 Broadcast 31
Table for net address .16 is correct

London-Rome network 1 Wan address 64

Londonrouter (0|1 /0 /011 /1|01 |Serial 0/0 add 77 192.168.3.77 - ‘s
orrect.
Rome router 0/!1/0/0/111 /1|0 |Serial0/1add78 192.168.3.78
Rome-Paris network 1 Wan address .80
Paris router 0/(1/0 0[1|1 0/1]Serial0/0add93  192.168.3.93
This is [ncorrect
Romerouter |Q(1(0/(0/1/1 |1 Q] Serial0/0add94 | 192.168.3.94

Paris-London

network 1 Wan address .96

Paris router 0/1/1/01/1/0/1 |Serial0/1add 192.168.3.109
109 Correct 196
Londonrouter | Q|1 |1|0(1|1|1]|0 | Serial 0/1 add 192.168.3.110

110
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CLlI router rip for CIDR/28

Below is the rip routing for the three routers which sets the network addresses for three
routers.

Rome router RIP

Romegconf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
Rome (config) $router rip

Rome (config-router) gver 2

Rome (config-router)#net 152.1€8.3.32

Rome (config-router)f$net 192.1€8.3.¢4

Rome (config-router)$net 192.1€8.3.80

Rome (config-router) fexit

Rome (config) #end

Romesg

¥SYS-5-CONFIG_I: Configured from console by console

London router rip

Londongconf t

Enter configuration commands, one per line. End with CNTL/Z.
London (config) #router rip

London (config-router) §ver 2

London (config-router) $net 192.1€68.3.1¢€

London (config-router) $net 192.1€8.3.€4

London (config-router) $net 192.1€8.3.5¢

London (config-router) #exit

London (config) $end

Londong

ﬁSYS-S-CONFIG_I: Configured from console by console

Paris router rip

~z
Parisgconf t©

Enter configuration commands, one per line. End with CNIL/Z.
Paris(config) #router rip

Paris(config-router) gver 2

Paris(config-router)$net 152.1€2.3.48
Paris(config-router)gnet 192.1€8.3.%¢
Paris(config-router)$net 152.1€8.3.80
Paris(config-router) gexit

Paris(config) fend

Parisg

?SYS-S-CONFIG_I: Configured from console by console

/28 is configured
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Routing table
Below are the routing tables for each of the routers

London routing Table

Routing Table for London

Next I
Type Network Port Hop IP Metric

C 192.168.3.16/28 FastEthernet0/0 — 0/0
R 192.168.3.32/28 Serial0/0 192.168.3.76 1201
R 192.168.3.48/28 Serial0/1 192.168.2.109 1201
c 192.168.3.64/28 Serial0/0 - 0/0

R 192.168.3.80/28 Serial0/0 192.168.3.78 1201
R 192.168.3.80/28 Serial0/1 192.168.3.109 1201

c 192.168.3.96/28 Serial0/1 — 0/0

Rome routing table

Routing Table for Rome

Next .
Type Network Port Hop IP Metric

R 192.168.3.16/28 Serial0/1 192.168.3.77 1201
c 192.168.3.32/28 FastEthernet0/0 — 0/0
R 192.168.3.48/28 Seriald/0 192.168.3.93 1201
c 192.168.3.64/28 Serial0/ — 0/0
c 192.168.3.80/28 Seriald/0 — 0/0
R 192.168.3.96/28 Serial0/1 192.168.3.77 1201

R 192.168.3.96/28 Serial0/0 192.168.3.93 1201
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Paris routing table

Routing Table for Paris

Type Network Port HN:px;tp Metric
R 192.168.3.16/28 Serial0/1 192.168.3.110 120N
R 192.168.3.32/28 Serial0/0 192.168.3.94 120N
C 192.168.3.48/28 FastEthernetd/0 — 0/0

R 192.168.3.64/28 Serial0/ 192.168.3.110 120N
R 192.168.3.64/28 Serial0/0 192.168.3.94 120N
- 192.168.3.80/28 Serial0/0 — 0/0

c 192.168.3.96/28 Serial0/ - 0/0
Testing

Testing was then done by pinging the PCs to ensure the rip routing was done correctly.
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Fire Last Status Source Destination Type Color Time(sec)
[+ Successful PCO PC2 ICMP . 0.000
@ Successful PC3 PCO ICMP 0.000
@ Successful PC3 PC4 ICMP 0.000
@ Successful PCS PC2 ICMP . 0.000
@ Successful PC1 PC4 ICMP . 0.000
@ Successful PCS PCO ICMP . 0.000

This should be explained

Periodic
N

= = = =z =

Num

h & W N = o

Edit
(edit)
(ed)
(edit)
(edit)
(edit)
(edit)

Delete

Test results support
config




Router configurations

A show run was done on the routers which show the ip addresses.

Rome

Romezshow mun

Building configuration. ..

Current confignration - 732 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Rome

no ip cef

no ipvé cef

Bome#show run

Building configuration...

Current configuration - 732 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Rome

no ip cef

no ipv6 cef

interface FastEthernet0/0

ip address 192.168.3.46 255.255.255.240
duplex auto

speed auto

interface FastEthernet0/1

no ip, address

duplex auto

speed auto

shutdown

interface Serial0/0

ip address 192.168.3.94 255.255.255.240
clock rate 64000

interface Serial0/1

ip address 192.168.3.78 255.255.255.240
clock rate 64000

router rip

version 2

network 192.1683.0

network 192.168.30.0

ip classless

ip flow-export version 9

line con 0

line aux 0

line yty 0 4

login

end
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London

London#show run

Building configuration...

k:u.rrent configuration : 699 bytes
version 12.2

no service timestamps log datetime msec.
no service timestamps debug datetime msec
no service password-encryption
hostname London

no ip gef

no ipv6 gef

interface FastEthernet0/0

1p address 192.168.3.30 255.255.255.240
duplex auto

speed auto

interface FastEthernet(/1

no ip address

duplex auto

speed auto

shutdown

interface Ser1al0/0

1p address 192.168.3.77 255.255.255.240
interface Serial0/1

ip address 192.168.3.110 255.255.255.240
router rip

version 2

network 192.168.3.0

network 192.168.30.0

ip classless

1p flow-export version 9

line con 0

line aux 0

line 3ty 0 4

login

end

31




Paris

Building configuration. ..

Current configuration : 716 bytes
version 122

no service timestamps log datetime msec.
no service timestamps debug datetime msec
no service password-encryption
hostname Paris

no 1p gef

no ipv6 gef

interface FastEthernet(0/0

ip address 192.168.3.62 255.255.255.240
duplex auto

speed auto

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Ser1al0/0

1p address 192.168.3.93 255.255.255.240
interface Serial0/1

ip address 192.168.3.109 255.255.255.240
clock rate 64000

router rip

version 2

network 192.168.3.0

network 192.168.30.0

1p classless

ip flow-export version 9

line con 0

line aux 0

line 3ty 0 4

login

end

Router reports show configurations
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2.4 CIDR/27 and CIDR/30 Networking

The LAN networks uses CIDR/27 this needs less networks but on each network there are
more devices. Below are the CIDR/27 LAN networks.

Subnet is identified

CIDR/27 Rome network 1 LAN address 48

Subnet mask 1 1 1 0 0 0 0 0 255.255.255.224/27
0 0 0 0 0 0 0 0 Not used
Network Address 32 0 1 0 0 0 0 0 1 Lowest host address 33
Network Address 32 0 1 0 0 0 0 1 0 Next host address 34
Default gateway 0 1 0 0 1 1 1 0 Fast ethernet 0/0 address 62
0 1 0 0 1 1 1 1 Broadcast 63
Table for .48 is incorrect
CIDR/27 Paris network 2 LAN address 96
Subnet mask 1 1 1 1 0 0 0 0 255.255.255.224/27
0 0 0 0 0 0 0 0 Not used
Network Address 96 0 1 1 0 0 0 0 1 Lowest host address 97
Network Address 96 0 1 1 0 0 0 1 0 Next host address 98
Default gateway 1 1 1 1 1 1 1 0 Fast ethernet 0/0 address 126
1 1 1 1 1 1 1 1 Broadcast 127
Table for .96 is incorrect for 126 and
CIDR/27 London network 2 LAN address 64
Subnet mask 1 1 1 0 0 0 0 0 255.255.255.224/27
0 0 0 0 0 0 0 0 Not used
Network Address 96 0 1 0 0 0 0 0 1 Lowest host address 65
Network Address 96 0 1 0 0 0 0 1 0 Next host address 66
Default gateway 0 1 0 1 1 1 1 0 Fast ethernet 0/0 address 94
0 1 0 1 1 1 1 1 Broadcast 95

127

CIDR/30 WAN Addresses

Table is correct for address .64

CIDR/30 is used to set the addresses between the routers. This will create more networks

but there will be less devices per network. The starting address for CIRD/30 will be 192
since this is the next address after the last CIDR/27 address.

CIDR/30 London-Rome network 1 wan address .8

Londonrouter |0 |0 |Q0/0|1 /1|0 1 | Serial 0/0add .10 192.168.3.10
Rome router 0 0!0/0|1/0/|0/1 |Serial 0/1 add 9 192.168.3.9
Error here
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CIDR/30 Rome-Paris network 1 wan address .4

Paris router 0 00

0

0

1

0| 1 | Serial 0/0 add 5 192.168.3.5

Rome router 000

0

0

1

1| Q| Serial 0/0add 6 192.168.3.6

CIDR/30 Paris-London network 1 wan address .12

Paris router 000

0

1

1

0| 1 | Serial 0/1 add 13 192.168.3.13

Londonrouter |0 Q0 | O

0

1

1

1| O | Serial 0/1 add 14 192.168.3.14

CIDR/27/30 Router Rip

Correct

The CIDR/27/30 router rip was then set for the IP addresses. This is shown below.

Rome

Romegconf t

Enter configuration commands,

Rome (config) #router rip
Rome (config-router) gver 2
Rome (config-router) §net 15
Rome (config-router) gnet 195
Rome (config-router) §net 195
Rome (config-router) gexit

London

London#conf ¢t

2.1€8

2.1€

2_1€8

Enter configuration commands,

London (config) ¢router rip
London (config-router) §ver
London (config-router) #net
London (config-router) #net
London (config-router) #net
London (config-router) g§exit

Paris

Parisgconf t

192.
192.
132.

Enter configuration commands,

Paris(config)#router rip

Paris(config-router) g$ver 2

one

w
w

one

one

per line. End with CNTL/Z.

per line. End with CNTL/Z.

Wow w
= oo

per

Paris(config-router) #net 152 _1€8.3.9¢
Paris (config-router) gnet 152.1€8.3.12
Paris(config-router)$net 152.1¢€2.3.4

Paris (config-router) g§exic

e,

(8]

line. End with CNTL/Z.

RIP routing is configured
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Router configurations
A show run was done on the CLI of each router to show the IP addresses.

Rome

Building configuration. ..

burrent configuration : 730 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Rome

no ip cef

no 1pv6 gef

interface FastEthernet0/0

ip address 192 168.3.62 255.255.255.224
duplex auto

speed auto

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Serial0/0

1p address 192.168.3.6 255.255.255.252
clock rate 64000

interface Ser1al0/1

ip address 192.168.3.9 255.255.255.252
clock rate 64000

router rip

version 2

network 192.168.3.0

network 192.168.30.0

ip classless

ip flow-export version 9

line con 0

line aux 0

line yty 0 4

login

end
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London

Londen#show run

Building configuration. ..

Current configuration : 698 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname London

no ip gef

no 1pvé gef

interface FastEthernet0/0

1p address 192.168.3.94 255.255.255.224
duplex auto

speed auto

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Ser1al0/0

1p address 192.168.3.10 255.255.255.252
interface Serial0/1

ip address 192.168.3.14 255.255.255.252
router rip

version 2

network 192.168.3.0

network 192.168.30.0

1p classless

1p flow-export version 9

line con 0

line aux 0

line 3ty 0 4

login

end
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Paris

Paris#show run
Building configuration. ..

[Current configuration : 715 bytes

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

hostname Paris

no 1p gef

no 1pv6 gef

mterface FastEthemet0/0

1p address 192.168.3.126 255.255.255.224

duplex auto

speed auto Reports show configurations
interface FastEthemnet0/1

no ip address

duplex auto

speed auto

shutdown

interface Ser1al0/0

ip address 192.168.3.5 255.255.255.252
interface Serial0/1

1p address 192 168.3.13 255.255.255.252
clock rate 64000

router rip

version 2

network 192.168.3.0

network 192.168.30.0

ip classless

1p flow-export version 9

line con 0

line aux 0

line yty 0 4

login

end
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Routing table
Below are the routing tables for the routers.
Rome

Routing Table for Rome

Type  Network Port H'L‘:"Itp WMetric

c 192.168.3.4/30 Seriald/0 — 0/0

c 192.168.3.8/30  Serialo/t — 0/0

R 192.168.3.12/30 Serial)/t 192.168.3.10 120/ These Shqu/d be explained as. they qre updated
automatically from /28 configuration

R 192.168.3.12/30 Seriald/0 19216835 120/

c 192.168.3.32/27 FastEthernetd/l — 0/0

R 192 168.3.64/27 Serialo/t 192.168.3.10 12001

R 192.168.2.96/27 Serial0/0 19216835 120/

London

Routing Table for London

Type  Network Port Hh:;“‘tp Metric

R 19216834730 Serial)/t 192.168.3.13 1201

R 1921683430 Seriald/0 192.16839 1201

[ 192.168.3.8/30 Seriall/0 - 0/

€ 192168.3.12/30 Seriall/t — 0/

R 192168.3.32127 Seriald/0 192.16839 1201

C 192.168.3.64/27 FasiEthemnetl/0 — 0/0

R 192.168.3.96/27 Seriald/1 192,168,313 1201

Paris

Type  Network Port H’i;"ltp Metric

c 192.168.3.4/30 Serialo/0 — 0/0

R 192168.3.8430 Serial0/ 192.168.2.14 120/1

R 1921683830 Seriald/0 19216836 120

C  192168312/30 Serial/i1 — 0/

R 192.168.3.32/27 Seriald/0 192.168.3.6 1201

R 192.168.3.64/27 Serial0/1 192.168.3.14 1201

C 192.168.3.96/27 Fasttthernet0/0 — 0/0
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Testing

Below is the testing to prove that the system have been set up correctly by pinging the PCs.

Vindow
Last Status Source Destination Type Color Time(sec) Periodic MNum Edit
Successful PC1 PC3 ICMP . 0.000 N 0 (edit)
Successful PC1 PC5 ICMP . 0.000 N 1 (edit) EX,O/GﬂOthﬂS
Successful PC2 PC1 ICMP 0.000 N 2 (edit) should be
Successful PCS PC1 ICMP . 0.000 N 3 (edit) .
included
Successful PCO PC2 ICMP . 0.000 N - (edit)
Successful PCO PC4 ICMP . 0.000 N =) (edit)
Successful PC2 PCO ICMP . 0.000 N ] (edit)
Successful PCa PCO ICMP 0.000 N 7 (edit)

2.5 VLAN for CIDR/27 sub network

A VLAN was set up for the London network. It works by using 2 networks to the same router
port through a switch. The IP address for PC2 has been changed to a available network in
CIDR/27.

Below is the VLAN configuration for the switch This should have an explanation

London>en

Londongconf t

Enter configuration commands, one per line. End with CNTL/Z.
London (config) $vlan 2

London (config-vlan) $name wvlan2

London (config-vlan) gexit

London (config) $vlan 3

London (config-vlan) gname vlan3

London (config-vlan) gexit

London (config) #~2

Londong

%5¥S5-5-CONFIG_I: Configured from console by console

Londongshow vlan

Londongconf t

Enter configuration commands, one per line. End with CNTL/Z.
London (config) $int £0/2

London (config-if) ¢switchport mode access

London (config-if) §switchport access vlan 2

London (config-if) gexit

London (config) #int £0/3

London {config-if) §switchport mode access

London (config-if) §switchport access vlan 3

London (config-if) gexit

London (config) $-2

Londong

8SYS-5-CONFIG_I: Configured from console by console

Londongshow vlan
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VLAN Name Status Poris

1 default active Fa0/1, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, FaD/21, Fa0/22

Fa0/23, Fa0/24

2 vlan2 active Fa0/2
3 wvlan3 active Fa0/3
1002 fddj-default active
1003 token-ring-default active
1004 fddinet-default active
1005 tenet-default active

VIANType SAID MU Parent Ringhia BridgshNe S5, BrdgMads Transl Trans2

1 epgt 100001 1500- - - - - 0 O
2 gpgt 100002 1500- - - - - 0 0
3 gnet 100003 1500- - - - - 0 0
1002 fddi 101002 1500- - - - - O O
1003tr 101003 1500 - - - - - O O
1004 fdpet 101004 1500 - - - jgee- 0 O
1005 trnet 101005 1500 - - - jhm- 0O 0O

Remote SPAN VLANS

rimary Secondary Type
Ports

Londongconf t

Enter configuration commands, one per line. End with CNTL/Z.
London (config)#int £0/24

London (config-if) §switchport mode trunk

London (config-if) g
SLINEPRCTO-5-UPDOWN: Line protocol on Interface FastEthernet(/24, changed state to down

R LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet(0/24, changed state to up
London (config-if)g~2
Londong

%5¥YS-5-CONFIG I: Configured from console by console

Londongshow interface trunk
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Switch is configured but no explanation

Londong¢show interface trunk

Port Mode Encapsulation Status Native wvlan
Fa0/24 on g02.1lqg trunking 1

Port Vlans allowed on trunk

Fa0/24 1-1005

Port Vlians allowed and active in management domain

Fa0/24 1,2,3

Port Vlans in spanning tree forwarding state and not pruned
Fa0/24 1,2,3

Router CLI

The router was then configured on the CLI for the VLAN network.

Londongconf t

Enter configuration commands, one per line. End with CNTL/Z.

London (config) §int £0/0

London (config-if) #no ip address

London{config-if) exit

London(config) #int £0/0.2

London{config-subif) gencapsulation dotlQ 2

London{config-subif) $ip address 152.1€8.3.594 255.255.255.224

London (config-subif)#no shutdown

London{config-subif) gexic .
London (config) ¢ Two gateways are implemented
Londoni{config) #int £0/0.3

London{config-subif)$

London{config-subif) §encapsulation dotlQ 3

London{config-subif) §ip address 152.1€2.3.158 255.255.255.224

London{config-subif)$no shutdown

London{config-subif) gexit

London {config) §~Z

Londong

4SYS-5-CONFIC_I: Configured from conscle by console

Londongshow ip int brie

Interface IP-Lddress OK? Method Status Protocol
FastEthernet0/0 unassigned YES manual up up
FastEthernet0/0.2 152.1€8.3.594 YES manual up up
FastEthernet(0/0.3 1%2.1€8.3.158 ¥YES manual up up
FastEthernetd/1 unassigned YES unset administratively down down
Sexiald/0 152.1€8.3.10 YES manual up up
Serialel 152.162.3.14 ¥ES manual up up
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Routing table

Below is the routing table for the London network.

Routing Table for London

Next

Type Network Port Hop P Metric
R 192.168.3.4/30  Serial0/0 192.168.3.9 1201
R 192.168.3.4/30  Serial0/1 192.168.3.13 12011
c 192.168.3.8/30  Serial0/0 - 0/0

c 192.168.3.12/30 Serial0/1 — 0/0

R 192.168.3.32/27 Serial0/0 192.168.3.9 1201
c 192.168.3.64/27 FastEthernet0/0.2 — 0/0

R 192.168.3.96/27 Seriald/1

c 192.168.3.128/27 FastEthernet0/0.3 —

Testing

192.168.3.13 1201

0/0

Below is the testing to ensure the VLAN and the system has been set up correctly.

Fire Last Status Source Destination
o Successful PCO PC2
@ Successful PCO PC3
() Successful PC1 PC2
@ Successful PC1 pc3
3 Successful PC4 PC2
o Successful PCS pc2
@ Successful PC4 PC3
3 Successful PCS PC3

2.6 ACL

An ACL system is set up on the Paris router this will prevent a signal passing from the

Type Color
ICMP

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICHP

Time(sec) Periodic Num
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

Z ===z ==z = =
~ @ o e W N = 2

This should be explained

Edit
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)

Delete

previous VLAN system. The ACL will block the IP address of (192.168.3.129). The CLI

coding of the ACL is shown below.
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Bagisscantt

Enter configuration commands, one per line. End with CNTL/Z.
Parniz(config)=hosmame Pariz

Pariz(confiz)=access-list 1.7

deny Specify packets to reject

permit Specify packets to forward

remark Access list entry comment
Paris(config)#access-list 1.2

deny Specify packets to reject

permit Specify packets to forward

remark Access list entry comment
Parniz(config)=access-list 1.7

deny Specify packes to rejact

permit Specify packets to forward

remark Access list enory comment
Paris(config)=access-list 1 deny 192.168.3.129 0.0.0.0
Paris(config)#access-list 1 permit any

Paris(config)="Z

Parizz

%SYSE-5-CONFIG_I: Configured from console by console

Paiszshow run
Building configuration...

Current confignrarion - 778 bytes

version 12.2

no service timestamps log datetime ppsec
no service timestamps debug datetime mses
no service password-encryption

hostname Paris

no ip cef

no ipv6 cef

interface FastEthernet(.'0

ip address 192.168.3.126 255 255.255.224
duplex auto

speed amo

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Seriald0

ip address 1902.168.3.5 255.255.255.252
interface Serial0'1

ip address 192.168.3.13 255.255.255.252
clock rate 64000

TOULET rip

version 2

network 192.168.3.0

network 192.168.30.0

ip classless

ip flow-export version &

access-list 1 demy host 102.168.2.120
access-list 1 permit any

line con 0

line aux 0

line 30 4

login

end
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=]

ft
£43 17 3 A - = =
figuration commands
figl#int £0/0

fig-if) $ip access-group 1 ?

one per line.

o s

Paris(config-if) #ip access-group 1 out

Testing using command prompt

End with CNTL/Z.

Testing was done by pinging PC4 to VLAN 3 (192.168.3.129) which was the blocked VLAN

this proves that the VLAN is blocked.
Testing using command prompt

CMD code from pc4

C:\ . 3.129

Pinging -125% with 32 bytes of data:

Reguest
Reguest

timed out.
timed out.
timed out.

timed out.

(100% loss)

PC4 was then pinged to VLAN 2 (192.168.3.62) to prove that the VLAN is not

blocked.

Pinging 152

Reply y time=20ms
Reply time=l4ms
Reply time=15ms
Reply 2 time=17ms

= 4, Lost

imate round trip times in
Minimum = l4ms,

Maximum = 20ms,
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milli-seconds:
Average = lems

ACL test is successful but should
be briefly explained




CMD code from pc5

PC5 was then pinged to VLAN 3 (192.168.3.129) to prove the VLAN Is blocked.

29 with 32 bytes of data:

Packets:

>ping 152.1

Pinging 192. -3.&2 i 32 bytes of data:

Reply o : by time=13ms TT
Reply
Reply
Reply

Ping statistics
Packets: E d = 4, Lost
imate round trip times in milli-s
Minimum = 1lms, Maximum = 13ms, Average = ems

2.7 Evaluation

In this element CIDR,VLAN and ACL networks have all been implemented into the system. A
further understanding of the systems has been obtained throughout the element. Testing
was then done on the systems to prove that it is working correctly. This will then be

implemented into element 3.
Evaluation is limited
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3. Element 3

Network configuration Terminal
IP-192.188.1.65

Mask - 255,255 255.224
Gateway - 192 160.1.94
WLAN 2

o Fal
PC-PT

Network Terminal

-
s ‘i Cicso 2600 Router
Trunk Gateways
28200 FO/M.2 - 192.168.1.94
Londen Router FO/0.3 - 192 168.1.158

Siemens PLC Web Server
P-192.168.1.130
Mask - 255.255.255.224

Gateway - 192.168.1.158 4 Fal/3 Cisco 2950 Switch
WVLAN 3 PCFT FO/1 for Trunk Network
Siemens PLC

VLANs are identified, but the

g addresses are incorrect
. PLC Terminal
PC-PT IP- 192.168.1.129
PLC Terminal Mask - 255.255.255.224
Gateway - 192.168.1.158
WVLAN 3

3.1 Router and Switch configuration
VLAN on London switch

Hardware:

Laptop PC's x 2

Siemens PLC

Cisco 2600 router

Cisco 2950 switch

To set up the system one laptop was used to code the router and switch and the other router was used to
program the PLC and set up the HMI screen for the PLC where it would read the data off the motor.

VLAN configuration

Below is the VLAN coding that was set up off the laptop.
Switch&gt;enable

Switch#conf t

Switch(config)#vlan 2

Switch(config-vlan)#name vlan2
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Switch(config-vian)#exit
Switch(config)#vlan 3
Switch(config-vian)#name vian3
Switch(config-vian)#exit
Switch(config)#~Z

Switch#show vlan
T T report on vilan config/// 111 1111171111117T 1T
Switch#tconf t

Switch(config)#int f0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vian 3

Switch(config-ifj#exit

Switch(config)#int f0/3
Switch(config-if}#switchport mode access
Switch(config-if)#switchport access vlan 3

Switch(config-if)#exit

Switch(config)#int fo/4
Switch(config-if}#switchport mode access
Switch(config-if}#switchport access vlan 2
Switch(config-if)#exit

Switch(config)#hZ

Switch#
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Switch#show vlan

/1111/1l/report shows vlans with port config////////////11////1]]

End of VLAN configuration

Inter VLAN routing

Switch config:

Switch#tconf t

Switch(config)#int f0/1
Switch(config-if)#switchport mode trunk
Switch(config-if}#rZ

Switch#

Switch#show interface trunk

ITITTTHT1TT [ report shows trunk config/// /1111111111

Switch is configured

[T fmight have to show this again after router config////////{/1111/1/]]

Router config:
Router&gt;enable
Router#conf t
Router(config)#int f0/0
Router(config-if)#no shutdown
Router(config-if) Hexit
Router(config)#int f0/0
Router(config-if)#no ip address

Router(config-if) Hexit
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Router(config)#int f0/0.2
Router(config-subifj#fencapsulation dot1Q 2

Router(config-subif)#ip address 192.168.3.94 255.255.255.224

Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#int f0/0.3

Router(config-subif)#encapsulation dot1Q 3
Router(config-subif)#ip address 192.168.3.158 255.255.255.224
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#"Z

Router#fshow ip interfaces brie

I1111111111//reportint status for f0/0.2 and f0/0.3//////1//1///]

Routerf#fishow run

I T ranning config for router/// /1111111111111
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Testing

Once the coding was done a test was done where it would ping the networks to ensure that
the system was working correctly.

Documents and Settings Adminis rator2ping 192.168_.3.129

192.168.3.129: tes=32 ime =2ms =12%
192.168.3.129: 33 Cime<ims I1E-159
— LT 192.168.3.129: -es=32 time=1lms TTL=127
eply from 192.168.3.129: bytes=32 time<lms TTL=127

Ping statistics for 192.168.3.129: VLANSs test confirms
Packets: Sent = 4, Received = 4, Lost = @ <Bx loss).

rproximate round trip times in milli-seconds: imp/ementaﬂon
Rinimum = Bms. Maximum = 2ms,. Average = Bms

:“Documents and Settings“Administrator>ping 192.168.3.138@

IPinging 192.168.3.130 with 32 bytes of data:

Reply From 192.168.3.130: bytes=32 time=4ms TTL=-29
Reply From 192.168.3.13 bytes=32 time<{ims TTL=29
eply from 192.168.3.13 bytes=32 time{lms TTL=29
eply from 192.168.3.138: bytes=32 time=ims TIL=29

Ping statistics for 192.168.3.130:
ckets: Sent = 4. Received = 4, Lost = @ <Bx loss).
Approximate round trip times in milli—seconds:
Minimum = Bms, Maximum = 4ms. Average = 1lms

:\Documents and Settings“Administrater>,

Microsoft Windows [Version 19.0.190844.1645]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Leila>ping 192.168.3.65

Pinging 192.168.3.65 with 32 bytes of data:

Reply from 192.168.3.65: bytes=32 time=lms TTL=127
Reply from 192.168.3.65: bytes=32 time<lms TTL=127
Reply from 192.168.3.65: bytes=32 time<lms TTL=127
Reply from 192.168.3.65: bytes=32 time<lms TTL=127

Ping statistics for 192.168.3.65:

Packets: Sent = 4, Received = 4, Lost = @ (@X loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Oms

C:\Users\Leila>ping 192.168.3.130

ingi i f data:
Pinging 192.168.3.130 with 32 bytes o
Reply from 192.168.3.130: bytes=32 t%me-dns TTL=30
Reply from 192.168.3.1 bytes=32 t}me:lns TTL=30
Reply from 192.168.3.130: bytes=32 tl:.l'lﬂlﬂ.s TTL=30
‘Reply From 192.168.3.130: bytes=32 time<ims TTL=30

Ping statistics for 192.168.3.130:
mgPackets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in rlilli.-seu:m-lcis.s

Minimum = @ms, Maximum = 4ms, Average = 1m

50




3.2 Siemens PLC configuration

To configure the PLC a webserver was activated which is shown below. File extensions
need to be added for the web program these are listed below.

.js —javascript (jguery, ajax)
Jjson — an extension library of javascript
HTML — Hypertext Markup Language

HTM — Allowable short version of HTML. Both extensions are permitted.

| | ¥ | |100% | —§—— W

hé Fr
< properties | Info i_1||ﬂ_0iagnos[ics |

General | 10tags | System constants | Texts |

Cycle [aT]

Communication load

System and clock memory General
General

Automatic update [ Activate web server on this module
User management

. (] Permit access only with HTTPS PLC web server
* User-defined pages 3
Advanced activated

- Automatic update
User interface languages . L

Web server

OBl

T T

General | I0tags | System constants | Texts
|~ web server M
_ General
- Automatic update
User management Eiles with dynamic content: | htm. heml, j
:I w User-defined pages
o

User interface languages

Time of day ’:I
w Protection & Security

. Access level . “’| L

> Advanced

Web DB number: | 333

][]

Fragment DB start number: | 334

T T

After this was set the default tags are implemented.

efault tag table

Name Data type Address
< Motor Speed PWM Word %QW1000
< Motor RUN Bool %I0.4
< Motor PYWM ocutput Bool %Q1.1

The tags are added into a DB1 datablock

| 11 4] »= Motor_PWiM Int 0

|3 4= web_ok Int
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The PWM for the motor drive function is then placed in the program.

¥  Network9: .
mme
WR11
"CTRL_PWh_DEB"
CTRL_PM
Al ENO
265 BUSY —iFalse
Local~Pulse_1" PN STATUS
oA
“Maotor RUNT
: : ENABLE
¥  Network 10:
Comment
MOVE
EN
W 000 “webdata®.
“Motor Speed % oum Mator_PYWed
PN — [N

A WWW web server is added into the main function block. The web pages can now be

downloaded due to the web serve being configured.

WEB contr vlan » PLC_1[CPU 1212C AC/DC/Rly] * Program blocks * Main [OB1]

Devices

= _] WEB contrivlan ~
B Add new device
h Devices & networks
~ g PLC_1 [CPU 1212C AC/DTI.
¥ Device configuration
% Online & diagnostics
= g Program blocks
I Add new block
& Main [0B1)
+ g System blocks
+ [§ Technology objects
+ [} Exteral source files
- '4 PLC tags
% Showall tags
B Add new tag table

2 nefault tan tahle 13R1

Er L

LWEAEBRrErEtEF @B e ad & T 5

- A == [T = =

w Block title: “Main Program Sweep (Cycle)®

¥  Network 1:

ENO
RET_VAL|

Web block implemented

The index .html page with the http:// source can be downloaded for the motor switch.htm

page.

Lyce
Comrunication
Systern and clock .. b
- Web server i
General Sy
Automatic up... r
User manage...
 lzardafinad

HIML directory:
Defawlt HTML page:
Application name:

Status:

AUserFiles [ |

Maoter Switch.htm | w |

JSON_TEST

Generate blocks

The web data blocks can be generated to download the web pages on the PLC server.
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In the PLC the gateway ip address for the VLAN can be set.

General IP protocol

Ethernet addre

Time synchro (®) Set 1P addres: in the nroiset

Openating mode | = wadaress:  192.168.3.65

b Advanced o i
R Subnetmask: | 255 285 255 0 PLC gateway configured
Web server acc

DI 140Q 10 “ 4 Use router

» A2 fouteraddress: 192 168.3 .94

High speed cou () 1P address is set directly at the device
Pulze generator: (

Startup
Ccle

C Bon . a . -
ommum: i [ PROFINET device name is set directly at the device
System and ¢

7 Sl ] Generate PROFINET device name automatically
PROFINET device name: | pic_2

PROFINET

Fanssal

The web pages are held in the PLC program files in the same place as the user files.

AdditionalFiles

IM

Logs

System

™P

UserFiles

XRef
68eSef2e-0cd7-4212-bdfe-01418d5cc247
B Function gen

| ? Function gen.info

Below is the program coding for the motor switch.htm. this file is downloaded onto the PLC
which include all the ajax function calls.

nt="IE=edge , chrome=1">
r-soalablesyes, width=device-width, initial-scales=1.0, maximum-scale=1.0%>

"text/html: charsetsiso-8859-17>

text-align: center;

#ol |
width:500px: height:330px
display: inline-blook:
margin: lem;
title: "Result 1":

vl
display: block
width: 430px;
margin: 2em anto:
text-align: left:
1
<fseylex
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</head> <!

head> </head> tags is displayed in the web page.

the <body> and </bedy> tags

t<!--Everything inside the
H<body bgeolor="#999999">

y> tag is displyed on screen-->

<!--table
El<table =
B <>
<th><hZ>Duty Cycle Percent Power:</hZ»</ch>
<td><h2><label "Motor PWM">0</label></n2></td>
<td»<h2>®c/nx</td>
</t

& text headi
e="heigh 100px" widtk

cycle § value——>

"450px" font size="16" face="calibri®" cellspacing="10">

:!=-this is the button for setti

y cycle R--3>

!--This button modifies the vaScript without a posthack--—>
H <o
] le="width: 150px; height: 30px: background-color:white:color:black:™/>
r <button st Opx"> SET PWM BATE </button></td>
<fer
[></table>

<l--declare .is sources which are given libraris
<script src="js/jquery-2.0.2.min.js"></script>
<script src="js/raphael.2.1.0.min.3s"></script>
<script src="js/jnstgage.1.0.1.min.ja"></script>

is

R
B M B W R

S R R R R I |
O WD D -] o O W R

@ @ @

@

oo B W N e

)

o oo

<!--Give an id to the gl dynamic guage variable contained inside a <div> tag --
<div style="float: center">

<table>
<Lr>
<td><div id="gl"></div></td>
1 <ftr>
F </table>
F</dive

,..
o
H

o

El<!--Give id to the variables for reading the digital val
The img variable will hold the red or green LED images-->
L <div>

C<table>

E<er>

<th><h3>Motor Run State:</h3></th>

<td><label id="Motor RUN"></label></td>

<td»<label id="img9%"></label></td>

raftes

r</table>

[F</div>

he MOTOR RUN scate LED.

r</body>

El<!'--End of the <body> tag. Everything from hers on are function call which will send data valuss
[to all the ID tag names the <body> tag-->
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50N function call for reading the Motor_ PRM w
ry 1000ms -->

ue from the

| & (document) . ready (function()

H{

//fajax JSON to read the PLC Tag values
$.ajaxSetup({ cache: false });
setInterval (function()

r.json", function(result)

} stext (resultc "M
1') .text (resulc[

106 /fcondition image RED "Motor RUN' tag. Images are held in the User file in the PLC program dir

107 Hdf{result[ o

109 //change image to red if condition is off

110 §{'#imgs') . heml ('<img sre="led0.png" " L E="20"">") ;
}
else

nage image to green if conditi
5') .html [*<img 1

120 1N
rh
//Refresh rate in ms.
! [fthis timing value is c

ical for the

te To tag £
[/If this is too small the write misses the first pole and takes too long to update

£ this is too large the inputs will take too long to update, 1000ms is about right

//END OF THE JSON FUNCTION CALL

<!—Initialise th
var gl;

guage dynamic variables. Only gl, g2 and g3 used. gl and g3 are dynamic variables form PLC Tags—>

id: "gi-,
value: getRandomInt(0, 100),
min: O

max:
title
label:
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145 //f//ajax call function for gl dynamic wvariable which is linked to Motor PWM tag in file IOresult3 in PIC directory////[//
lag [/call the ajax functicn. This can easily be converted to JSON if necessary

147 3.ajaxSetup({ cache: false }};

148 EsgtIn:erval{frmctim() {

149 §.get("I0result3.ntm”, rfunction(result){

150

151 gl.refresh(parseInc(result));

152

153

154 FH:

155

15e r},1000) ; //END OF THIS AJAX FUNCTION CALL

157

158

159

160 //modify the counter value from button. This is the part that writes to the PLC Tag variable i.e.Motor Speed PWM
161 at writes the PWM values and sends using the button

166 sdata=escape (name) +'="'4val;
16 §.post(url, sdata, function(result){}) 7
168 document .getElementById (' setvar') .value='";

175  [</script>

177 -</neml>

Testing the dynamics of the PLC web server over the VLAN Network.

After the system was functional it was then tested by connecting up a motor to the PLC and
setting the duty cycle percentage. Below is a photo of the motor set up.

Supportive image
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Different duty cycle percentages were then set which are shown below.

LR Ly 1

& Mo secus 1921682 1 XM awp/ SON, TEST/Mokor® 20Suatch kam
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Another test was done with the run state off when previously on the other two tests the run
state was on.

G. A totseans |

Test shows browser function. There should be a
test on the PLC to associate the same test readings.

3.3 Evaluation and Conclusion

In this element it has shown how industry 4.0 is a very effective way to run equipment in
industry, this is because it can run through ethernet which can be accessed anywhere in the
world. It also provides a lot of information of the PLC for example in element 3 it shows the
duty cycle of the motor and the run state of the motor. This is only a little of what is capable
with industry 4.0. In this element is has given a better understanding of industry 4.0 and how

PLC and networking can be used together. ) )
Reasonable evaluation. Something should be

included about the VLAN

58




4. References

Works Cited

academy, A. a., 2020. AfterAcademy. [Online]

Available at: htips://afteracademy.com/blog/what-is-data-encapsulation-and-de-

encapsulation-in-networking
[Accessed 05 2022].

geeksforgeeks, 2021. geeksforgeeks. [Online]
Available at: https:/www.geeksforgeeks.org/how-data-encapsulation-de-encapsulation-

works/
[Accessed 05 2022].

hope, c., 2017. computer hope. [Online]
Available at: https://www.computerhope.com/jargon/b/broadcas.htm
[Accessed 05 2022].

imperva, 2021. imperva. [Online]
Available at: htips://www.imperva.com/learn/application-security/osi-model/
[Accessed 05 2022].

sciencedirect, n.d. sciencedirect. [Online]
Available at: https://www .sciencedirect.com/topics/computer-science/registered-port
[Accessed 05 2022].

shaw, k., 2022. networkworld. [Onling]
Available at: https://www.networkworld.com/article/3239677/the-osi-model-explained-and-

how-to-easily-remember-its-7-layers.html
[Accessed 05 2022].

Limited sources

59




1909752

GRADEMARK REPORT

FINAL GRADE

GENERAL COMMENTS

Instructor

/100

PAGE 1
PAGE 2
Text Comment. Good table of contents
PAGE 3
Text Comment. Good list of figures
PAGE 4
Text Comment. This needs to be more descriptive
Text Comment. Good supporting image
Text Comment. Good point here
PAGE 5
Text Comment. Layers are explained with relevant sources
PAGE 6

Text Comment.

Text Comment.

are

This should be simplified. The explanation is very confusing



PAGE 7

Text Comment. This can be simplified. However the explanation is correct with
supporting ref sources.

Text Comment. This is correct
Text Comment. Grammatical error

Text Comment. The significant properties of broadcast domains are not included in the
explanation

Text Comment. This image is not very supportive

PAGE 8
Text Comment. Good points here. This could be implemented using a more effective
method i.e. paragraphs and images
PAGE 9
Text Comment. Switches not switchboard
Text Comment. Good diagram with net addresses identified
PAGE 10
Text Comment. Address schema is implemented
PAGE 11
PAGE 12
PAGE 13

Text Comment. Static routing tables are configured
Text Comment. Reports show static routing configuration
Text Comment. Reports confirm configuration

Text Comment. This should be explained further. The point of the test and what the test
proves should be included.



Text Comment.

Test table supports the configuration

PAGE 14

Text Comment. Text should be same format

Text Comment. Dynamic routing is implemented
PAGE 15

Text Comment. Routing tables confirm configuration
PAGE 16

Text Comment. Reports show router config
PAGE 17

Text Comment. This should be explained

Text Comment. This should be explained

Text Comment. DHCP configuration
PAGE 18

Text Comment. This should be explained
PAGE 19

Text Comment. Test shows results after helper addresses have been configured
PAGE 20

Text Comment. Address exclusions are configured
PAGE 21

Text Comment. Test proves exclusions
PAGE 22

PAGE 23




Text Comment. Router reports show configurations

PAGE 24
Text Comment. There are some good points here, however this could be implemented
using more improve methods.
PAGE 25
Text Comment. Topology is identified
Text Comment. Diagram includes net addresses
Text Comment. Subnet is identified
Text Comment. Table for net address .32 is correct
PAGE 26
Text Comment. Table for net address .48 is correct
Text Comment. Table for net address .16 is correct
Text Comment. Correct .64
Text Comment. This is incorrect
Text Comment. Correct .96
PAGE 27
Text Comment. /28 is configured
PAGE 28
Text Comment. Routing tables indicate configuration
PAGE 29

Text Comment. Test results support config

Text Comment. This should be explained



PAGE 30

PAGE 31
PAGE 32
Text Comment. Router reports show configurations
PAGE 33
Text Comment. Subnet is identified
Text Comment. Table for .48 is incorrect
Text Comment. Table for .96 is incorrect for 126 and 127
Text Comment. Table is correct for address .64
Text Comment. Error here
PAGE 34
Text Comment. Correct
Text Comment. Correct
Text Comment. RIP routing is configured
PAGE 35
PAGE 36
PAGE 37
Text Comment. Reports show configurations
PAGE 38
Text Comment. These should be explained as they are updated automatically from /28
configuration
PAGE 39

Text Comment. Explanations should be included



Text Comment.

This should have an explanation

PAGE 40
PAGE 41
Text Comment. Switch is configured but no explanation
Text Comment. Two gateways are implemented
PAGE 42
Text Comment. This should be explained
PAGE 43
PAGE 44
Text Comment. ACL test is successful but should be briefly explained
PAGE 45
Text Comment. Evaluation is limited
PAGE 46
Text Comment. VLANs are identified, but the addresses are incorrect
PAGE 47
PAGE 48
Text Comment. Switch is configured
PAGE 49
Text Comment. Gateways are configured on the TRUNK port
PAGE 50
Text Comment. VLANSs test confirms implementation
PAGE 51

Text Comment.

PLC web server activated



PAGE 52

Text Comment. Web block implemented

PAGE 53
Text Comment. PLC gateway configured
PAGE 54
PAGE 55
PAGE 56
Text Comment. Supportive image
PAGE 57
PAGE 58
Text Comment. Test shows browser function. There should be a test on the PLC to
associate the same test readings.
Text Comment. Reasonable evaluation. Something should be included about the VLAN
PAGE 59

Text Comment. Limited sources

GRADING FORM: CSG-RUBIC
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RESEARCH-INFORMED LITERATURE

( )




y‘ Research has parts missing, however relevant ref
sources are included. 5/10 Sources are limited and
quality of content could be improved.

KNOWLEDGE AND UNDERSTANDING

[

y“‘ Element 1 - missing explanations for DHCP and
RIP. Other explanations are too brief.
Implementation is successful, however
explanations are limited. 6/10 Element 2 - has
errors in the evidence for the implementation and
the explanations are very limited in content. 6/10
Element 3 - incorrect diagram of VLAN and no
explanations. However implementation was
successful. 6/10

ANALYSIS

18

[

y‘ Element 1- test explanations are missing and
evaluation is limited. Test evidence is included . 3/5
Element 2 - test results prove the operation of the
network for all CIDR arrangements. The VLAN is
developed from the final CIDR design and tests
prove the configuration. ACL testing proved
successful with evidence of the test outcomes.
Limited evaluation. 7/10 E3 - Practical VLAN is
implemented and tested No explanations are
included and no test carried out to associate PLC
values with web browser values. 6/10

PRACTICAL APPLICATION AND DEP.

16

[




Element 1- implementation has the technical
evidence, however the explanations are missing in
most cases and limited in others. Testing proved
successful. 3/5 Element 2 - Implementation
evidence for CIDR has many errors in the address
schema tables and limited explanations. The tests
are successful that prove configurations. 3/5
Element 3 - Practical network has been
successfully implemented and tested. PLC test
evidence to match browser is not included and
VLAN not explained. 6/10

SKILLS FOR PROFESSIONAL PRAC.

12

[

y‘ Report follows a logical sequence. The quality of

content could be improved. 10/15

10



