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[bookmark: _Toc42428433]Abstract
The following document will contain the completion of two predefined tasks. Firstly Task 1 will contain a background of Computer Forensics, then expand further in to a brief overview of how UK law can be applied in relation to computer/communication related crimes and the related methods and procedure associated. It will then move on to examine the forensic methods utilised in the field and how they are undertaken as to comply with the laws and best practise. Lastly in relation to Task 1 a review of best practises in relation to software suites and standalone software that is widely available in the marketplace for carrying out digital forensic investigations.
Task 2 will then detail the methods and processes carried out underpinned by the already discussed methods and best practises, while utilising one of the software suites researched to carry out the investigation of a crime that was carried out at Heathrow international airport.
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1. [bookmark: _Toc42428435]Task 1 – Introduction: Research
In Task one we will be investigating and expanding on several areas in relation to Computer Forensics. These will include but not limited to: Background information on Computer Forensics, brief overview of UK Law, Chain of custody procedures, Forensics reporting and best practise to securing digital evidence.
1.1. [bookmark: _Toc42428436]Computer Forensics Background
Computer Forensics or sometimes referred to as Cyber Forensics can be first broken down in to two parts. Firstly “Forensics” which means an established scientific process for collection, analysis and then the presentation of this collected evidence. Secondly computer or cyber, which simply refers to the activities being undertaken or utilising computers and or other means of digital devices/communication methods[1] .When combining these we then come to the understanding the computer forensics is the discipline of combining elements of law and computer sciences to collate and analyse data from computer systems including networks, communication methods including wireless and storage of device data in a way that can then be presented as admissible evidence in a court of law[2].
1.2. [bookmark: _Toc42428437]Brief overview of UK Law
In UK law there are of key legislations in relation to Computer/Cyber-crime. These include but are not limited to the following[3]:
[bookmark: _Toc42428438]1.2.1 Computer Misuse Act 1990
The computer misuse act 1990 primarily orientates around offences relation to unauthorised access and/or interference with computer devices and associated data. It also pertains to the intent to commit or facilitate further offences once unauthorised access has been gained[4].
[bookmark: _Toc42428439]1.2.2 Communications Act 2003
The communications act 2003 primarily refers to offences created around the use of public communications services and the dishonesty of obtaining electronic communication services. The functions of such offences are related and overseen by the Office of Communications (OFCOM)[5].
[bookmark: _Toc42428440]1.2.3 Investigatory Powers Act 2016
The investigatory power act 2016 creates and provides powers to investigating authorities such as the police force, to control & intercept traffic on networks to provide information users and their uses of such networks[6]. This was also expanded on by the investigatory power regulations 2018[7], which cover the interception, monitoring and record keeping of such information by businesses for business purposes.
[bookmark: _Toc42428441]1.2.4 Data Protection ACT 2018
The data protection act 2018[8] along with the general data protection regulation[9] are utilised to establish and enforce requirements on anyone holding personal data on a computer or other organised filing system


1.3. [bookmark: _Toc42428442]Chain of Custody Procedures (Computer Forensics)
The chain of custody in computer or digital forensics can viewed as the forensic link or paper trail of electronic evidence through its lifecycle. This includes the collection, control, transfer and analysis of the evidence in question. It details and documents all handlers of the evidence including items such as date/time and the purpose for the transfer, from the very first collection of the data/items through to its final use potentially in a court of law. It is extremely important in a court of law, as this process when presented to a court ensures that the data/items when presented are wholesome and can provide a trustworthy source to the courts[10]. 
The types of process that would be detailed and utilised in a chain of custody would include but not limited to the following:
· Saving and storage of original materials
· Photographic evidence of physical evidence
· Screenshots or Photographs of digital evidence
· Documented dates and times of all information upon receipt
· Create and retain a bit by bit or bit stream clone of the original data for forensic investigation
· Performing and documenting hash analysis tests on working clone data

[image: ]
Figure 1. Sample of a chain of custody flow chart[11]




[bookmark: _Toc42428443]1.4 Forensic Reporting & Best Practise of Securing Digital Evidence
In relation to forensic reporting and best practise of securing digital evidence there are a number aspects that need to be implemented[12]. 
[bookmark: _Toc42428444]1.4.1 Evidence Handling
· Document the condition of evidence upon retrieval, photographic evidence of the device in its existing state (including condition) including any external connections and its surrounding would be recommended.
· If a computer is turned off do no turn on until a suitable copy of the physical evidence can be acquired.
· Before power down a computer already on, take into consideration of encryption methods post shutdown and any volatile memory which would be lost upon loss of power. 
· Make sure if device is on that suitable forensic methods are utilized to capture any data that may not be currently encrypted, and the data stored in any volatile memory.
· Once any volatile data has been collected if the device is in a state to allow this, make sure the device is then powered down and remove any external connections and powerpacks (batteries).
· Each piece of evidence should be stored correctly, an example would be the use of a faraday bag. Faraday bags are used to block and prevent any external electronic interference with a device within it (Figure 2.)
[image: ]
Figure 2. Example of a Faraday Evidence bag[13]

[bookmark: _Toc42428445]1.4.2 Equipment Preparation
Equipment that will be utilised by the forensic examining staff to conduct analysis of the evidentiary device(s) should adhere to the following procedures.
· Equipment must be monitored and have documented evidence of correct operation, including but not limited to items such as (power, maintenance and security compliance)
· Only the correct equipment that has been certified suitable for the operation required should be employed to carry out the investigation.
· All documentation referring to the equipment used should be in place, such as manuals and operating documents.
· Selection of Analysis/Imaging software should be validated prior to use as being suitable for the task it is being used for[14].
[bookmark: _Toc42428446]1.4.3 Forensic Imaging & Analysis
The following should be in place when looking to utilise a forensic imaging and investigation software process. 
· The staff being tasked with utilising the software, should be trained and certified
· All evidence at time of forensic investigation/imaging should continued to be documented in accordance to all previous mentioned steps and current condition
· All possible steps should be adhered to, to prevent the evidence being exposed to and hazardous materials or substances that could compromise the evidence.
· Hardware and/or Software write blockers should be used to prevent the evidence from being modified and thus contaminating the chain of custody.
· The images which are to be used for forensic investigation should be captured from the original evidence using hardware/software that can capture a “bit stream” or “bit by bit” copy of the media.
· Further Copies of the “bit by bit” copy should be taken at this point to prevent the need to go back to original media if such a process is needed.
· All forensic image(s) should be archived to media and maintained according to all associated Acts and Regulations.

[bookmark: _Toc42428447]1.5 Forensic Reporting & Best Practise of Securing Digital Evidence
In this section the author will look at several Forensic Tools that are available in the wider market. The author will look to address their strengths and where they may be suitably used in the process of Forensic investigations. As well as looking at larger packaged suite of Forensic Case Management tools, the author will also include other standalone software that can be further utilised to support Case Management Toolsets, including but not limited to software such as Write Blockers and Hash Function Software.



[bookmark: _Toc42428448]1.5.1 – CAINE 
[image: ]
Figure 3. CAINE Branding[15]
CAINE which stands for “Computer Aided Investigation Environment” is a Linux Live distribution, it is a professional open source forensic investigation platform that integrates several tools as modules[16].
CAINE is originally based on Ubuntu 16.04 64bit and can be utilised in several ways. It can be run in memory from a removeable media such as a flash drive or from an optical disk. It can also be installed as a fully operating OS on a physical device or virtual system. It allows for support with older and newer Linux and Windows operating systems. CAINE in its current version also places all devices in a read-only mode (write block) by default to prevent accidental write operations when carrying out a forensic investigation. There is the ability to turn this off when needed[17][18].
List of Toolsets included in CAINE:
· The Sleuth Kit – Open source tools set based around command line, it allows for forensic inspection of disk volume and file system analysis
· Autopsy – Is the Graphical interface to the Sleuth Kit, it is an open source digital forensics platform that supports forensic analysis including but not limited to file systems, provides functions such as hash filtering, keyword search, Web and Email artefact investigation.
· Reg Ripper – As the name would suggest, this is an open source tool that allows for registry interrogation for further analysis.
· Tinfoleak – Open source tool that collects twitter intelligence analysis.
· Wireshark – Wireshark provides the ability to analyse real-time network traffic while also allowing non real-time analysis of data packet captures.
· PhotoRec – Tool that provides the ability to recover lost files from digital media such as hard disks and other flash media.
· FsStat – A tool that provides system wide information about an image or specific storage object.
As discussed in a  number of reviews[17][19], CAINE is a feature rich platform that provides a large arrays of toolsets for the process of carrying out forensic investigations. The issue resides in the fact that the documentation for the product is very spartan, and inexperienced users (including Linux) will find it a steep learning curve when trying to utilise the product.

[bookmark: _Toc42428449]1.5.2 – FTK
[image: ]
Figure 4. FTK (Forensic Toolkit) Branding[20]
FTK which stands for “Forensic Toolkit” is a product designed to be a complete forensic toolkit solution[21]. It is a commercial offering and therefore carries a licencing based subscription service. It varies from customer to customer, but a guide to the pricing is around $4,000 a year for a perpetual licence, which does not include the yearly support which can be around $1,100 a year. Alternatively there is a one yearly subscription service which costs roughly $2,200 a year[22]. It utilises a licence dongle to prevent licence key misuse.
FTK has many toolsets as will be discussed further below, but one of the standout features for larger businesses or specialised forensic investigation businesses, is that the case management system has a central database function. So, all cases can be carried out by multiple users and collated and worked on by a single back end database. This not only allows for more efficient utilisation of staff when collaborating on investigations, but also minimises the amount of time associated with multiple copies of ongoing datasets.
List of Toolsets included in FTK:
· FTK Imager: A standalone disk imaging software tool which allows for “bit by bit” or “bit stream” copies of data which can then be analysed by the FTK suite.
· File Decryption: A tool with the ability to carry out an array of tasks, such as cracking password protected files or decrypting entire files.
· Data Carving: A tool that provides the user with the ability to investigate files based on specific criteria such as data type, size and even down to the number of pixels in an image for example.
· Email Analysis: An interface that is provided to allow for intuitive analysis of emails. Includes searches such as keyword lookup, header analysis and source ip addresses etc.
· OCR: an Optical Character Recognition engine that allows for faster and more in depth analysis of readable text within the investigation
· Cerberus: A tool that can be used to sniff and detect malware on a device or image.
· Data Visualization: A new feature will allow for the visualization of data analysis to be displayed in a manner that provides an more intuitive display of the case being investigated. Can demonstrate data utilising items such as timelines, geolocations, graphs etc.
· Web Viewer: FTK Web Viewer is a tool that allows for other associated parties who are granted access to an ongoing case to be able to view and be updated in relation to ongoing cases.
As referenced in reviews[22] FTK is a fully feature rich platform which allows for all device software platforms to be captured and analysed with a wide arrays of tools. It also moves heavily towards analytics and Machine AI learning to provide highly in-depth analysis and with the aim of improving time/efficiency of cases. Its draw back to some will be the cost.
[bookmark: _Toc42428450]1.5.3 - EnCase
[image: ]
Figure 5. EnCase Branding[23]
EnCase is another product which is aimed at being a one stop shop for case management, providing all the tools required to complete a forensic analysis.
[image: ]
Figure 6. EnCase Forensic Investigation Lifecycle[24]
EnCase much like its competitor FTK is based on a subscription model, again it can vary from customer to customer. Some rough pricing suggests the product is available at a cost of roughly $3,600 a year per user. 
EnCase as of 2018 was name SC Magazine best computer forensic solution eight years in a row[25]. EnCase has several unique features some of which are discussed below:
List of Toolsets included in EnCase:
· Triage Reporting: This is a reporting feature that allows for quick sharing of reports with other staff that are involved with a case, such as field investigators, attorneys etc.
· Investigation Workflows: A feature that allows for case examiners to quickly create a case report based on the existing processed evidence.
· Persistent Blue Checks: A feature that allows for highlight key files etc in an investigation, from the point of highlight they will then be highlighted throughout the investigation & report.
· File Recovery: Toolset that allows for file recovery when data has either been formatted or even if the MFT is corrupted.
· File Signature Analysis: Enables the scanning and discovery of file type manipulation/hiding, a combination of file header and signature scanning is utilised.
· Hash Analysis: Toolset included to verify data has not been changed (Digital Signature)
As referenced in reviews[26][27] En-Case is a feature rich forensic case management solution which includes all of the tools needed to carry out an investigation from start to finish. As demonstrated in (Figure 6.).
[bookmark: _Toc42428451]1.5.4 – OSForensics
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Figure 7. OSForensics Branding[28]
OSForensics is a case management tool with included toolkits aimed at providing a complete solution to Forensic Investigations. Like FTK & EnCase it is a commercial offering, but unlike those two products it does not have the scalability to be support by a single back end database to manage cases across multiple users. It is primarily focussed at smaller business end of the forensic investigation marketplace. Its price also fits in with this approach, costing $995 a year including support.
Despite is lack of a multiuser single background data store setup, it has many of the same toolkit offering that are provided by more expensive options such as FTK & EnCase.
List of Toolsets included in OSForensics:
· AutoTriage: This is a feature which allows for retrieving the most relevant data from a system within a limited time frame. It is often utilised at the field personnel level where live data can be collected quickly
· Indexing & File Name Search: A tool that provides the ability to index files and then provide a search feedback for specific file names etc
· User Activity: a feature with several subset tools such as 
· Web Browser Activity
· Registry Activity
· Windows Event Logs
· Chat Logs
· Peer 2 Peer search
· Deleted Files Search: Toolset to enable the search and recovery of any deleted files within a live system or imported image.
· Mismatch File Search: The ability to search and identify files that may be renamed file types to hide the true content of the underlying files.
· Memory Viewer: Ability to search volatile memory of live systems and retrieve and document the discovered data
· Raw Disk Viewer: Ability to search and view the RAW disks
· Passwords: This feature provides the ability to crack passwords that are assigned to file types, multiple methods can be utilised including but not limited to Office application files and Windows Login passwords.
· Hash Sets: The ability to create and verify hash sets for data sets.
· Forensic Imaging: Ability to created forensic images from either live systems or images.
As referenced in reviews[29][30][31] OSForensic is feature rich is in toolset to carry out a forensic investigation case from start to finish, but it does lack in some more modern analytics and AI processes that some of the bigger competitors provide.

[bookmark: _Toc42428452][bookmark: _GoBack]Task 2 – Introduction: Case Study - Forensic Methodology
[bookmark: _Toc42428453]Outline and background of the investigative case being undertaken

In Task two we will documenting the forensic methodology steps taken following the case study of a terrorist being shot down at Heathrow International Airport. The Chief Investigator at the Heathrow Police Department Mr Mark Wales made a phone call to John, John was a detective in a professional investigation service. John was takes by Mr Mark Wales to investigate the items that were ceased at the incident, these items where all collected from and including a briefcase. In the follow process, we will see the step by step process John Williams carried out as part of the investigation process.
[bookmark: _Toc42428454]Step by Step breakdown of investigation process.

1. Mr John Williams is an incident Handler for Williams & Son Forensic Investigation Services. Upon being contacted by Mr Mark Wales in relation to the Heathrow International Airport incident, John met with Chief investigator Mr Mark Wales and was tasked with forensically investigation the items found within the briefcase. 

The items along with the briefcase included a Dell Laptop, photographs of the crime scene and a confirmation that the fingerprints on the evidence matched the suspected terrorist. The evidence was placed in a Faraday evidence bag as show in (Figure.7) to prevent any potentially interference and data loss in transit to John investigative premises.

[image: http://upload.wikimedia.org/wikipedia/commons/thumb/6/69/RF_bag_with_iPhone.jpg/800px-RF_bag_with_iPhone.jpg]
Figure 7. Faraday evidence bag with laptop and associated accessories stored inside during transit.

2. John had confirmed that the device was in standby mode. This would potentially allow for data retrieval not only from the disk but potentially any files that where held in memory due to the laptop not being powered off. John made sure that on his arrival to in investigative premises he supplied power as show in (Figure 8.) to the device as soon as possible, to prevent the device failing to stay in standby mode.

[image: What If Charger Is Plugged to Supply But Not Connected To A Device?]
Figure 8. Laptop with power supply to preserve the standby mode, prior to further investigation.

3. Now that the Laptop was powered and the standby mode was preserved, John looked to capture the initial evidence of the device before continuing any further advanced digital forensic methods. This began with John taking pictures of the device with his Cannon Digital Camera as show in (figure 9.) This captured the state of the device as john received it before investigations began, while also capturing key information such as serial numbers.

[image: http://www.notebookreview.com/wp-content/uploads/sites/2/6852-752x475.jpg]
Figure 9. Pictures taken of laptop including key identifiable information such as serial numbers, model number and any licence keys and identifiers to the software potentially installed on the device.

4. With the state of the evidence now captured and documented, John now looked to capture a bit by bit copy of the device before proceeding any further. John had access to multiple software packages to carry out this task, but in this instance he was utilising a software package called OSForensics. OS Forensics is a suite of digital forensic tools that would allow John to carry out all the process he would need to as part of this investigation. John has noticed the device was a Windows XP SP2 operating system, and OSForensics would be capable of carry out the procedures needed on this type of operating system. 

5. Once John has captured the bit by bit copy (Figure 10.) of the device, John than made another copy of this bit by bit copy, the reason for this is that John would place the original hardware back in a secure location for future evidence referral along with documenting the chain of evidence process (Figure 11). Also the original bit by bit copy of the data would be kept in a secure location to revert back to if any of the processes John carried out as part of his digital investigation caused corruption or compromises to the data set being investigated.

[image: drive icon]
Figure 10. Example screenshot of drive image capture with OSForensics Suite.

[image: ]
Figure 11. Example of chain of custody form[32].

6. John was asked by Mr Mark Wales as part of his investigation to retrieve certain file types as detailed below that may be related to the case in questions. These included but not limited to:

· Word Files
· Excel Files
· PDF Files
· Image Files (Including but not limited to: jpeg, giff, bmp and tiff)
· Video Files (Including but not limited to: avi, mpeg, dat and mov)
· Audio Files (Including but not limited to: mp3, wav and rm)
· MS Outlook Contacts
· Email messages
· Messenger Chat History
· Any Cache files and Temporary Internet history of relevance to the case


7. John was able to facilitate the retrieval of these file types by utilising the file search facility within OSForensics (Figure 12.). This facility allows for the search and index of a huge variety of file formats this included the ones requested by Mr Mark Wales, but also many more. The OS Forensics suite is also able to search files without file type extensions or even manually amended file types and determine what their true file type is. OSForensics also utilises the Zoom Search Engine[33] which as part of its many features allows for Optical Character Recognition (OCR) as part of its feature set to scan the internals of documents to identify key information.

Once the analysis was complete, John was then able to search through the retrieved files and utilise the built in file viewers to determine if the files were relevant to be highlighted in his report. All files are captured and surmised as part of the OSForensics final report.

[image: https://www.osforensics.com/img/search-2.png]
Figure 12. Example of the Search index function within OSForensics to identify file types and identifiable OCR searched information within the files.


8. As part of John’s continuing investigation he has noticed that the contents of some of the related files contained information relating to the following:

· 9/11 bombings
· A Video demonstrating terrorists training at a terror camp.
· A Video showing the killing of kidnapped hostages
· Videos of Motivational speeches by leaders of multiple identified Terrorist outfits
· Personal Videos showing the terrorist in question spending personal time with his wife and children
· Further videos varying in length showing detailed visuals of Heathrow Airport and also Mason international Airport in Fuji
· A video taken in a hotel room with 6 other identified suspects.


9. As an incident handler in this case, it was Johns job to make sure that the files identified previously where highlighted in his report and documentation from OSForensics. It is not his job to make any further comments, but it simply highlight the files and note what was found in each file. This allows for prosecution staff to be able to identify evidence that would be related and identifiable in the case.

10. As part of the files and digital evidence found on the device, there were photographs of Heathrow International Airport, but also photographs of Mason International Airport in Fuji which has previously been targeted by terrorist outfits. The fact that this evidence relating to Mason International Airport was found alongside the Heathrow International Airport pictures provides a level of intent as to what the plans of the terrorist group to whom the terrorist was associated with.

11. Among the files, there were Logos of a particular terrorist group amongst the files found. This was captured in the videos and photos that were found. This again provides another link of association between the terrorist and the terrorist group in question.

12. John also found as part of his investigation files relating to “How to make a chemical bomb”, “How to prepare for Jihad” and “How to be a suicide bomber” along with other terrorist related activities were also recovered.

13. One particular document caught John’s attention, it was titled “How to bomb Mason international airport”. The document contained detailed instructions from multiple sources on how to spread terror at Mason international Airport in Fuji. With the other associated files relating to Mason International Airport and Heathrow international Airport, John was now more certain that these files were key and would be highlighted in his report to Mr Mark Wales relating to the involvement of the accused as to the crime being investigated.

14. As John continued to investigate further he began to search the accused’s device for contacts that may relate to names/contacts detailed in the other documents already found and highlighted. John used the E-Mail Viewer function within OSForensics (Figure 13.) This function allowed for the search and presentation of all emails and related contacts found on the device. The names found matched those in previous documents and John continued to highlight and add these contacts/emails to the report which would be generated for Mr Mark Wales. 

[image: Email Viewer]
Figure 13. E-mail Search/Viewer within the OSForensics Suite.
15. John moved his attention to files that had been identified as password protected and renamed to other file types. This had been identified using the “Zoom Search Engine” feature within OSForensics, but also then using the “File Decryption & Password Recovery” function within OSForensics. Depending on the type of encryption on the files in question, OSForensics can utilise many methods to attempt decryption[34]. These include attempting know keys (Brute Force Attack) for lower end encryption such as 40 bit encryption. Where RC4 or MD5 algorithms are used. Where more complex and secure methods of encryption are used such as AES then methods utilising Dictionary or Custom dictionaries can be used. In this method each works & Characters are used in an attempt to crack the password. This process can be configured within OSForensics as shown in Figure 14. 

One of the documents which John and OSForensics identified as having a renamed file type extension and being password protected, was an excel file which when decrypted contained a list of bank account names along with detailed flow of financial funds. This was again a key piece of evidence which John highlighted in his report for the prosecution to review.

[image: https://www.osforensics.com/faqs-and-tutorials/images/password_recovery_allow-dictionary.png] 
[image: https://www.osforensics.com/faqs-and-tutorials/images/password_recovery_edit_random.png]
Figure 14. Multiple methods of OSForensics Password cracking configurations.


16. Once John had collated all the evidence retrieved from the device with the aid of the OSForensics software suite. John then created the report with all the highlighted files and decrypted documents that would be of interest for the prosecution to investigate and review further. John now turned his attention to the remaining contents of the laptop briefcase. Within the briefcase John found multiple documents. These documents contained immigration visas which tied in the accused’s links to the terrorist organisation that was flagged from the various files found on the accused’s device. It was a clear indicator of the links between the accused and the terrorist organisation. This would provide further evidence for the prosecution to present 

17. John has now collated all the evidence and produced a report from OSForensics detailing all the information found and highlighted along with notes added for the contents on the briefcase (Figure 15, 16, 17). [35]

[image: Organize your findings into a case file for ease of retrieval and security.]
Figure 15. Example of preparing a case report in OSForensics[35].
[image: Generate reports from the evidence you have collected in your case file.]
Figure 16. Example of Template provided within OSForensics that can be customized to suit the individuals requirements[35].

[image: Generate reports from the evidence you have collected in your case file.]
Figure 17. Further examples of consolidated report from OSForensics[35].



Now that John had completed his investigation and compiled and generated a report from his findings through OSForensics and other findings such as the photographs taken of the evidence before further digital investigation, and the evidence found within the briefcase. John now created an invoice (Figure 18.) for the work that had been carried out. This would be forwarded on to Mr Mark Wales along with the findings and reports John had collated.
[image: ]
Figure 18. Invoice created by John Williams for services carried out on behalf of Mark Williams Chief Investigator at Heathrow Airport Police.
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