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[bookmark: _Toc198318930]Transmission Control Protocol (TCP)
The TCP is a protocol suite and standard for communication and data transferring by enabling on both ends of the communication with reliability. It ensures that the data being transferred is reliable between endpoints such as a computer-to-computer or any hardware with a network connection that applies to a TCP/IP protocol through the network. [3] The TCP allows for the transferring of information that passed in both ends simultaneously. This means that computer systems that communicate over TCP can send and receive data at the same time. [2] 
The protocol has a primary function to transport data in the form of packets as the basic unit of data transmission. Often limited, the segments can also contain control information 1,500 bytes. [4] This is to determine the maximum size of each packet in any transmission and avoid uneven packets. The benefit of it is the data that can be transferred to another system with the same protocol. [1] As most networks use TCP/IP as the network protocol, or set of rules for communication between devices, and the rules of TCP/IP require information to be split into packets that contain both a segment of data to be transferred and the address where the data is to be sent. [1] 

[bookmark: _Toc198318931]Three-Way Handshake
The process of the TCP connection is established in three steps. The Three-Way Handshake is a sequence of three TCP segments that pass through an exchange between server and client over a TCP/IP network to establish a connection on both end (end-to-end) connection over the network. [5] 
Both endpoints must have a unique IP address (IPv4 or IPv6) and have it assigned and enabled to the desired port for registration. [7] The IP address serves its purpose as an identifier with the port and its number to allow the computer to read and assign connections to the client and server. With IPv4 shown to have its constraints with number count of addresses possible, IPv6 offers a vast scalable address space with more reliable and efficient routing. [6]
The Three-way handshake is designed so that two computers that want to pass on information back-to-back can negotiate the parameters of the connection before sending and transmitting data. [8] 
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The process of the Three-way Handshake is broken down into three steps:
· Synchronise (SYN)
· Synchronise- Acknowledge (SYN-ACK)
· Acknowledge (ACK)
The first or initiating computer starts by sending a synchronised packet over to the receiving computer. The packet is set to ask the receiving computer is open for inquiry or availability. [9] 
If in the case that the receiving computer has available ports open for the client and can be accepted for the connection, it acknowledges the statement by the first computer by sending back a synchronised-acknowledge packet to the first computer with the first packet also sent back with some changes. [9]
The first computer as the client then sends an acknowledge packet back to the receiving computer. The acknowledge packet is the acknowledgement of the receipt received by the receiving computer from the last action. The packet is set to the receiving computer packet that is also changed. Once the procedure finishes, the connection establishes, and data transmission can begin. [8] [9]


[bookmark: _Toc198318932]Two Generals Problem
The reference of the problem is the concept of the surrounding issue of an unsolvable problem in distributed systems and highlights the claimed impossible action to be taken notice of achieving perfect agreement or connection between two parties over an unreliable link up or network, such as the internet or any network that can lose messages. [12] [13] Two Generals has an issue that of surrounding the distributed systems and networks by achieving a consensus with the full certainty that it is impossible when there is any possibility that messages can be lost. [12] [14] This problem occurring is a fundamental understanding of the challenges with distribution that lead to further exploration in algorithms and systems designed to achieve consensus under practical conditions. [14]
The concept of Two Generals is the agreement between the communication. As with the TCP, in relation to communication, the scenario of which two endpoints (computers) communicate. [15] The underlying challenge is the presence of unreliability of the channel and the potential instability between two computers. It does not resolve the TGP due to the uncertainties in the communication and distribution of both computers or systems. [15] The TCP approach is to ensure that data are delivered despite errors although successful and to be acknowledged, even though perfect certainty is not always achieved. [13]
As TCP uses the Three-Way Handshake to negate such factor by retrying until success. [11] with the procedure taking place between two computers to establish a connection and reliability between those two ends of the communication before the actual data gets transferred and secured. [8] In terms of reliability, TCP follows a sequence and acknowledgements before transferring data. In the case that data is damaged, lost or duplicated, it must recover that data. TCP achieves the reliability by the Three-way handshake. [10] If the first computer fails to send a message to the receiving computer, that data is then retransmitted until it is successful. The process may take time however, The time-out value is dynamically determined for each connection, based on round-trip time. [9] [10] 


[bookmark: _Toc198318933]Maximum Transmission Unit (MTU)
In networking, the MTU is an overall measurement by representing the largest available data packet that a TCP device will accept and communicate. [16] The size of the MTU also refers to the maximum amount of data that can be transmitted in a single network without fragmentation and with the benefit of optimisation with the performance of a network. [20]
The impact of MTU is the allowance of max bytes for the system to send packets of the same caliber in order to reach the same network without fragmentation. The large packets greatly reduce the process. [17] If the packets are larger that succeeds then the data becomes fragmented. The packets are then split into smaller segments to fit the network’s requirements. Fragmentation also takes extra time that can slow the process of data transfer significantly. [21] An MTU is based on the physical properties of the device used such as a desktop or a dedicated server. [18]

[bookmark: _Toc198318934]Protocol Data Unit (PDU) and IP Fragmentation
The PDU is a unit of information that is sent by a protocol based on the OSI model. [PSU1] They are a type of network data that is encapsulated to communicate information between other protocols. The PDU can be in single or multiple frames. [23]
The PDU is structured containing a header with control information such as addresses and the data to be transmitted from one device to another. The size of the PDU can have a significant impact on network performance. [22] Larger PDU can make use of the efficiency by reducing overhead, as fewer PDUs are needed to transmit a given amount of data. However, excessively larger PDUs past the threshold can lead to increased delay and overbearing fragmentation issues. [23]
Fragmentation is ideal when transferring PDU towards different TCP/IP devices over different networks. If the PDU is too big for the path, it is then broken down which makes it easier to send and keep the flow of data consistent, even with different hardware constraints. [26] IP packets can be as big as 65535 bytes, for it to have packets fit into various networks, it is split into smaller packets. [25] 
MTU is measured in bytes, and the standard for it can carry up to 1500 bytes (if it’s the Ethernet or 1400 through Wi-Fi) per transfer at best to ensure reliability and prevention of fragmentation. [16] [21] The use of large MTU sizes allows the system to send fewer packets of larger size to reach towards the same network through. The large packets also greatly reduce the processing required in the operating system, assuming the workload allows large messages to be sent. [17] In networking, MTU is a measurement that represent the largest data packet that a machine with network connection will accept. [16]
In the network layer of the OSI Model, fragmentation may occur by breaking down large packets into smaller packets to make ends meet with the MTU of the network. Fragmentation allows the transport layer to ignore the issue which is then sent to the network layer to break down and reduce the oversized packet and return to its size once the destination reaches. [25] 
The broken-down packets retract into its initial size once it reaches the destination of the network. While the method for IP Fragmentation split to reach the limit of the MTU for efficiency, the benefit of the split also has its drawbacks which could lead to threats and vulnerabilities. [26] It can be seen as having a negative impact on efficiency. The break down if in the case of losing fragments leads to having to retransmit all of the fragments that make up that damaged packet. [23] Another issue with fragmentation is the unpredicting action of course of it happening. It’s difficult to know what the actual MTU size would be from one end of the network to another, and not all networks handle fragmentation as well which then causes more fragments, productivity and time. [24] 

[bookmark: _Toc198318935]PDU OSI
The PDU is the term used to refer to the entities created at each layer of the OSI Model or the TCP IP Suite as each layer's information is referred to as a PDU, together alongside data, it contains protocol-specific control information. [39] With each layer the PDU may transfer by encapsulating or decapsulating to each layer. The PDU is given a different name at each layer. [38]
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[bookmark: _Toc198318936]PDU Layers in OSI
In the OSI model, PDU Is a term that is used in networking and telecommunications to refer to the data unit that's transmitted of information that gets passed around in a network. [22] The layer of the OSI model has a PDU of the following:  
At Layer 4: Transport => Segment
At Layer 3: Network => Packet
At Layer 2: Data Link => Frame
At Layer 1: Physical => Bit

[bookmark: _Toc198318937]Synchronous and Asynchronous in Networking
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[bookmark: _Toc198318938]Synchronous transmission
Synchronous is a technique that executes around communication that depends on one another to complete the task with connected systems communicating in real time. [31] By sending large data as frame with a stop and start bit of each character, it is then transmitted continuously. [33] Synchronous follows a strict set of sequences, with the tasks performed one at a time, in order. While one task is being performed, data is sent continuously without stop between the bytes being transferred. [28] Synchronous is used to describe a continuous and set timed transfer of data blocks where the connections are transferred in large packets from another location to the next. Once transmitted, the sender and receiver are synchronised.
The synchronous model is often led to being costly, as it takes a constant before moving on to the next although the trade-off is that it leads to a better result. Due to the blocking technique of synchronous, the execution for programming limits the overall speed. [33] Followed by the responsiveness, the entire application run is being held if a synchronous task takes a long time to complete.  [29] 


[bookmark: _Toc198318939]Asynchronous transmission
Asynchronous networking is provided by non-blocking service requests. [27] The applications can request asynchronous call when a connection might be established or when data is sent in character or in 8-bits a time. It might also be sent or received, unbeknownst to the receiver. [28] The send and receive for the transmission does not require a clock whereas the synchronous transmission however does. With asynchronous, it is a concurrent technique that enables the application to start a task that proceed a prolonged time while able to multitask with other events while the application is still running. [32] The technique is a benefit in that Asynchronous is a non-blocking architecture, the feature is so that an execution of one task isn't dependent on another task being executed with tasks run simultaneously and independently. [31] Asynchronous can send updated data between client and server that can be an overall better user experience for the user. Opposite to synchronous, it avoids blocking and endorses the improvement of concurrency by allowing the full use of its resources to run tasks with scalability. [29]
The issue with Asynchronous are the possible errors to run due to the timing. This causes problems, such as the size of data and overall speed of transfer is slower than synchronous. In addition to the higher latency due to the processing time and arrival of data to become available. The extra data is required with the start and stop bit, with the communication increasing overall size of the transmitted data to be time consuming. From an asynchronous standpoint providing the issues with multiple calls from tasks, patterns and difficulty in reading or sending.  [33] 








[bookmark: _Toc198318940]The meaning of interoperability for networked applications and how it is best achieved.
Interoperability allows each system on a network to communicate to another system by sending or receiving data such as messages, images and other media. [35] Interoperability also refers to the extent of which a software system, devices, apps or other endpoint can freely connect and communicate with other entities in a coordinated manner without effort from the end user. [34]
In networking, the interoperability for networked applications is understanding the ability of various networking systems to communicate and work together efficiently. As these devices vary towards different software and hardware, the interoperability would allow them to exchange data and perform functions regardless of platform and without most of the incompatibility issues. [36]
The network infrastructure and its interoperability are also the ability of different networks or applications to work or communicate together without additional tools. For example, most devices use TCP/IP to communicate to the network. The suite is available for all operating systems, computers, and supported devices that utilise the internet. The reliability and availability of devices that apply TCP/IP as the standards allows these devices to communicate and become compatible with one another. [40]

[bookmark: _Toc198318941]How can it be best achieved?
Acknowledging the interoperability can further improve networking and its scalability. When networks can integrate among another endpoint, they become more robust. [36] By applying standards and protocols, it can reduce dependency and complexity If one component fails, others can overtake and reduce downtime. Additionally, it allows organisations to scale their networks more efficiently, adding new devices and systems as needed without compatibility concerns. [41] For data exchange, the various types of interoperability have been a standard through the use of communication of protocols.
[bookmark: _Toc198318942]Syntactic Interoperability
Syntactics refers to systems using compatible file formats and protocols. The example of file formats such as JSON, XML and SQL has the ability to store data and communicate with objects of different platforms to exchange data using common communication protocols and ensuring that the data format is consistent and can be interpreted by both devices such as computers communicating to one another. [42]
[bookmark: _Toc198318943]Semantic Interoperability
Semantics refers to the ability of the computers to interpret and share data seamlessly especially when consistently structured and encoded. This interoperability type also focuses on the structure of the data exchange, how it is ensured that the data format used has remained consistent and that it can be interpreted by both systems in a network. [42]
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