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[bookmark: _Toc228352994]Introduction
In this assignment I will show my knowledge of Operating systems (OS), their purpose and how they act not just as software, but as resource managers. In 1969 the foundations of today’s operating systems were laid, it was called Unix and was developed to be simple, portable, and to offer a powerful command‑line environment [1]. July 1978, Apple DOS made its appearance, developed by Steve Woxniak. Four years later, MSDOS arrived, this operating system required the user to type in commands using DOS language [1]. NeXTSTEP is a graphical user Interface (GUI) operating system came in 1988 but was rapidly replaced with Linux three years later . In 1992, Windows 3.1 made its debut and was developed and updated every 3 years. The most used Operating Systems used to date are:
[image: History of the Apple Logo designed by Rob Janoff – Logo Histories]                 [image: Download Windows, Windows Icon, Windows Logo. Royalty-Free Vector Graphic -  Pixabay]                  [image: Free Linux Logo Blue Square SVG, PNG Icon, Symbol. Download Image.]         [image: android logo vector, android icon free vector 19614406 Vector Art at  Vecteezy]
Apple iOS               MS Windows                       Linux               Android

In terms of functionality, DOS was incredibly limited compared to today’s graphical user interfaces. However, the operating system made it relatively easy for users to store, load and run programs [1], 


[bookmark: _Toc228352995]Key functions of general Operating System
The key function of an OS is to bridge the gap between user and computer. The OS and computer hardware together will determine what your computer can do and how quickly it can process the information [1] [2]. There are two main OS systems, MACIOS and Windows, and these systems are not only used for desktop/laptop computers, but they are also used for mobiles. Apple IOS and Android are mobile operating systems designed for user interactions on smaller screens. The operating system controls how software interacts with the computer’s hardware [1], [2]. Since many apps and programs can run at the same time, they all need access to resources like CPU [1], [2], memory, and storage. The OS manages and organises this, so each program receives the resources it needs to run efficiently. There are different types of OS although their roles are fundamentally the same:
· General-purpose operating systems [– which are your used on your Desktop
· Mobile operating systems – used with Android or Apple iOS
· Embedded operating systems – used for highly specialized operations such as ATMs and aircraft systems [3] 
· Real-time operating systems – used in Aerospace and aviation [3]
Some of these operational characteristics interlink with others, for example, general-purpose operating systems are now inclusive of Networking systems [4]. Mobile Oss, often run many applications instantaneously, as does general-purpose Oss.
[bookmark: _Toc228352996]Process and Processor Management [3]
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[bookmark: _Toc228352997]Process Management
A process is when a program is in the state of execution. Process management is how the program then manages that process. Importantly, the operating system is scheduling tasks, in an orderly fashion. The user switches the computer on and accesses an application. The operating system [1] processes this command using the CPU [3], memory and Devices, to action and produce output. This makes the operating system an imperative part of computer software and without it your computer cannot perform even basic operations. Process management is also used in a deadlock situation, where a process gets stuck and is unable to execute [1], [3]. 
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The operating systems work with the CPU to organize a schedule of processes and make sure each task runs to completion. Although a CPU can only handle one instruction at any given moment, it operates so quickly that it appears to be running many tasks at once. The OS assigns priorities to each process, manages them throughout their execution and marks them as terminated once they are finished [1], [2].
The operating system relies on device drivers to communicate with the computer’s hardware. Every component – such as graphics, sound, network and another peripheral, depends on these drivers. Using the appropriate driver allows the OS to control and interact with each device, allowing input, processing, and output to take place. This management ensures that the CPU works efficiently and the entire computer system functions smoothly [1], [2]. 


[image: Von Neumann Architecture : The Reference Model for Computer]Fig 2 Von Neumann Model 



In the Von Neumann model [4], both data and instructions are stored in the same memory, this creates a potential risk. 
                   [image: ]Fig.3 Von Neumann [4] VS Harvard architecture [4]


[bookmark: _Toc228352999]File System Management
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Windows file explorer displays the folder hierarchical structure and file organization. This demonstrates how the OS [1], [2] manages file metadata, file directories, admin user permissions to stored data.
One of the core responsibilities of an operating system is file system management, and this entails how data is stored and organized, accessed and protected on devices. File management structures the way to store and organise data on hard drives, USBs and SSDs. It keeps track of each file and where it is located, the owner of the file, when it was created and or modified, the file type and permissions. Key components are its logical file system, that manages files names. Metadata and access rights. The Virtual File System that acts as a bridge, enabling different file systems to work under one interface. Lastly, the Physical File System, this handles how data blocks are stored on the disk. The OS [1], [2] handles storage by deciding where to place files on the disk and keep tracks of all the blocks used and manages free space created from deleted files. 
Three examples of common file systems [3]:
· FAT – use on older windows file systems
· Ext – common on Linux
· NTFS – Used by Windows, supports encryption, permissions and compression.
· APFS – used by macOS and iOS
File System management ensures that data is stored efficiently and safely, files can be read, renamed, moved or deleted. Applications can access the data required and the system continues to remain organised and secure.


[bookmark: _Toc228353000]Security and Protection

There are many ways in which an OS can protect computer systems nowadays [3], [5], for example, Authentication: This system identifies each user that wishes to access the system and use it, this can be by entering a username and password, biometrics, such as fingerprint verification or face recognition [5]. There are many more ways that authentication can be obtained from the user, banks use 2 or even 3 factor authentication to protect their users online.
Other security measures are provided through built-in software like anti-virus protection and programs to block malicious malware, which can flag up potential risks [5]. 
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Windows security home dashboard displays protection areas such as virus protection, device security and firewall status [5]. Demonstrates how the OS system integrates and manages security functions. Virus and threat protection panel showing real-time protection status and scan options. This screenshot shows how the operating system detects, prevents, and manages malware threats[3], [5].
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[bookmark: _Toc228353002]Firewall & network protection
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[bookmark: _Toc228353003]App & browser control 
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App & browser control is a security [5] feature within Window security that protects your device from potential harmful apps, files, downloads and websites. It checks the safety of the content before it runs on your system using Microsoft Defender SmartScreen.








[bookmark: _Toc228353004]Users
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[bookmark: _Toc228353005]User Account Control 
(UAC) prevents unauthorized changes to the operating system. When installing software modify settings, or access protected areas, the UAC will display a prompt requesting the users permission. This helps stop malicious malware, accidental changes and unwanted programs accessing your device.
Device Security
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The device security provides hardware level protection designed to keep the system secure from the system boots up. The Secured-core PC, Core isolation, Secure boot, and data encryption features combined help protect the device against firmware attacks, isolate sensitive processes in memory, and ensures that data is continuously encrypted and protected. 
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[bookmark: _Toc228353006]Protection Ring
The protection ring is used by operating systems, to control how much access each part of the system has to the hardware and its resources [6]. It organises the system into layers like an onion and each layer has a different privilege. The highest privilege is mode, and it has full access to the CPU, memory and hardware. It can execute any command and manage all system resources. Ring 1 and 2 [6] are the device drivers and system services which are used for drivers and low-level services and have more restrictions than the Kernel. Ring 3 [6]is the user mode, and this is the lowest privilege, applications run here. Applications cannot access the hardware or memory directly and must go through the OS to request action.
Protection rings protect the kernel from malicious malware or crashes; it prevents applications from damaging the system and ensures stability and security. It controls how resources are accessed [6].


[bookmark: _Toc228353007]Use of Windows OS CLI commands.
The Windows command line is one of the most powerful benefits on a Windows PC. It allows you to interact with it and do many things that are not available for users on the graphical user interface. Access to the CLI terminal is via Windows + r, type cmd in the pop-up box and enter. You are now in the terminal and can start your commands.
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[bookmark: _Toc228353010]Command start notepad
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[bookmark: _Toc228353012]Command cd 
changes the current directory
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brings up the list of commands
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[bookmark: _Toc228353014]Command cls 
Terminal display shows the C drive due to changing directory in earlier steps
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[bookmark: _Toc228353015]Command dir 
from the C directory 
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[bookmark: _Toc228353017]CLI prompt – start notepad
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[bookmark: _Toc228353018]CLI Prompt ipconfig 
Display your internet connection, IP Address
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IP Address






[bookmark: _Toc228353019]CLI prompt – mkdir MyFolder 
It informs that the file MyFolder already exists
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[bookmark: _Toc228353020]Windows driverquery 
Drivers often cause problems therefore it is important to be able to access them. It also shows you the drivers that are not available on your device manager.
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[bookmark: _Toc228353021]Systeminfo 
If you want detailed information about your system you would not see in the Graphical User Interface (GUI) this is the command to use
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[bookmark: _Toc228353022]To exit screen
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[bookmark: _Toc228353023]Use of Linux OS CLI commands.
Linux commands are typed instructions used in the terminal that let users control the operating system. They allow users to navigate the file system, manage files and processes, control system behaviour, and automate tasks efficiently with precision and speed [7], [8]. Linux CLI commands provide a fast, powerful, and flexible way to manage files, user processes, permissions, and networks directly through the terminal. They are essential for system administration, automation, remote server management and troubleshooting [7], [8]. 
Linux commands are used for:
· Fast system control
· Powerful automation
· Efficient resource management
· Remote administration
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[bookmark: _Toc228353024]Use of Windows OS scripts.

Windows OS scripts are small, text-based programs that automate tasks within the Windows operating system. They are commonly written in Batch (bat / .cmd), Powershell or VBScript (.vbs), and allow users and administrators to perform system operations without relying on the graphical interface. By executing a sequence of preestablished commands, scripts that assist with the streamlining of repetitive tasks, and improve overall consistency. 
Scripts are widely used for file management, such as creating, copying, or deleting files and folders. They also support system administration tasks, including managing services, configuring network settings, installing software, and monitoring system performance. Because scripts run automatically and consistently, they reduce human error and save time, making them a key tool for day-to-day system management and troubleshooting.



[bookmark: _Toc228353025]Use of Linux OS scripts.
Bash commands allow users to manage processes, files, networks, users, and scheduled tasks efficiently through the Linux terminal. The following commands demonstrate practical usage in key administrative areas [7],[8]. 
[bookmark: _Toc228353026]Process management 
Displays all running process with detailed information such as PID, CPU usage, memory usage and the primary user. This helps identify tasks and diagnose performance issues. 
[image: ]
Provides real-time, interactive view of system processes. It updates continuously and allows sorting by CPU or memory usage.
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Entered q to retrieve prompt line
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Total: 0 files
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[bookmark: _Toc228353027]
Conclusion
In the realm of operating systems [1]. [2], Windows and Linux [7], [8], are the two most widely known and popular OS. The comparison between Microsoft Windows and Linux OS for computers [7], [8], has been a topic of discussion in the personal computer industry for a significant period. Window is the more popular OS in the world, but it is not as secure as Linux [7], [8]. Due to the growing concerns about OS security, Linux has gained popularity in the market due to its security and efficiency. Operating systems such as Windows 10, Linux, UNIX, and Mac OS are more secure and reliable. Linux is known for its robust security features, and it is less prone to malware and viruses compared to Windows. Linux’s open-source nature enables users to customize and modify the operating system according to their needs. Furthermore, the paper discussed the challenges faced by Linux, such as the shortage of experts, lack of support for some hardware, and difficulty in finding compatible software [7],[8].
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LinkedIn course on Powershell
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Begins localization of environment changes in a batch file.
Displays or configures services (background processes).
Schedules commands and programs to run on a computer.
Shifts the position of replaceable parameters in batch files.
Allows proper local or remote shutdown of machine.

Sorts input.

Starts a separate window to run a specified program or command.
Associates a path with a drive letter.

Displays machine specific properties and configuration
Displays all currently running tasks including services.
Kill or stop a running process or application

Displays or sets the system time.

Sets the window title for a CMD.EXE session

Graphically displays the directory structure of a drive or
path.

Displays the contents of a text file.

Displays the Windows version.

Tells Windows whether to verify that your files are written
correctly to a disk.

Displays a disk volume label and serial number.

Copies files and directory trees.

Displays WMI information inside interactive command shell.

For more information on tools see the command-line reference in the online help

C:\>
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] C\Windows\system32\cmd.e: X + v

C:\>dir
Volume in drive C is Acer
Volume Serial Number is 8CB1-BC38

Directory of C:\

05/11/2025 18:00 <DIR> .cache
07/10/2025 12:20 <DIR> inetpub
11/12/2025 19:46 <DIR> Program Files
15/12/2025 06:14 <DIR> Program Files (x86)
08/10/2025 ©3:30 <DIR> Users
26/04/2026 19:36 <DIR> Windows

0 File(s) 0 bytes

6 Dir(s) 407,225,356,288 bytes free

C:\>
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] C\Windows\system32\cmd.e: X + v

licrosoft Windows [Version 10.0.26200.82u46]
(c) Microsoft Corporation. All rights reserved.

C:\Users\suziq>date
The current date is: 28/04/2026
Enter the new date: (dd-mm-yy)
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] C\Windows\system32\cmd.e: X + v

Microsoft Windows [Version 10.0.26200.8246]
(c) Microsoft Corporation. All rights reserved.

C:\Users\suzig>date
The current date is: 28/04/2026
Enter the new date: (dd-mm-yy)

C:\Users\suzig>start notepad

C:\Users\suzig>|
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] Command Prompt X
C:\Users\suzig>ipconfig

Windows IP Configuration

Wireless LAN adapter Local

Media State . B
Connection-specific DNS

Wireless LAN adapter Local

Media State . B
Connection-specific DNS

Wireless LAN adapter WiFi:

Connection-specific DNS

Area Connection* 1:

Su%Fix‘

: Media disconnected

Area Connection* 2:

Su%Fix‘

Suffix

Link-local IPv6 Address .

IPv4 Address.

Subnet Mask . . .

Default Gateway .
Ethernet adapter Bluetooth

Media State . B
Connection-specific DNS

C:\Users\suzig>|

: Media disconnected

home

; fe80::e76e:63bc:d9b0:b3df%10

192.168.1.107

: 255.255.255.0

192.168.1.254

Network Connection:

Su%Fix‘

: Media disconnected
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] C\Windows\system32\cmd.e: X + v

Microsoft Windows [Version 10.0.26200.8246]
(c) Microsoft Corporation. All rights reserved.

C:\Users\suzig>date
The current date is: 28/04/2026
Enter the new date: (dd-mm-yy)

C:\Users\suzig>start notepad

C:\Users\suzig>mkdir MyFolder
A subdirectory or file MyFolder already exists.

C:\Users\suzig>
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Connection-specific DNS Suffix
Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

‘wireless LAN adapter WiFi:

Connection-specific DNS Suffix . : home

Link-local IPv6 Address . . . . . : fe80::e76e:63bc:d9b0:b3df%10
IPv4 Address. . . . . . . . . . . : 192.168.1.107

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.254

Ethernet adapter Bluetooth Network Connection

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Users\suziqg>chkdsk

Access Denied as you do not have sufficient privileges or
the disk may be locked by another process.

You have to invoke this utility running in elevated mode
and make sure the disk is unlocked.

C:\Users\suzig>cd/chdir
The system cannot find the path specified.

C:\Users\suzig>|
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Wdfe1000 Kernel Mode Driver Fra
WdFilter Microsoft Defender Ant
wdiwifi WDI Driver Framework
WdmCompanion WdmCompanionFilter
WdNisDrv Microsoft Defender Ant
WFPLWFS Microsoft Windows Filt
Wificx Wifi Network Adapter C
WIMMount WIMMount
WinAccelCx01 Microsoft Accelerator
WindowsTrust Windows Trusted Execut
WindowsTrust Microsoft Windows Trus
wini3ctarget Generic driver for I3C
WinMad WinMad Service
WinNat Windows NAT Driver
WINUSB WinUsb Driver
WinVerbs WinVerbs Service
WmiAcpi Microsoft Windows Mana
Wof Windows Overlay File S
WpdUpFltr WPD Upper Class Filter
ws2ifsl Winsock IFS Driver
wtd wtd
WudfPf User Mode Driver Frame
WUDFRd Windows Driver Foundat
WUDFWpdFs WPD File System driver
xboxgip Xbox Game Input Protoc
xinputhid XINPUT HID Filter Driv
mfesec McAfee Security Driver
mfeelam McAfee ELAM Driver

C:\Users\suzig>

Kernel
File System
Kernel
Kernel
Kernel
Kernel
Kernel
File System
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
File System
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
File System
Kernel

19/06/2019 14:18:11

19/06/2019 14:18:12

15/061/2026 18:11:13
04/12/2025 16:45:11

E GEGE
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C:\Users\suzig>systeminfo

Host Name:

DS Name:

)S Version:

0S Manufacturer:

DS Configuration:

DS Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s):

BI0S Version:
yindows Directory:
System Directory:
Boot Device:

QUEQUE

Microsoft Windows 11 Home
10.0.26200 N/A Build 26200
Microsoft Corporation
Standalone Workstation
Multiprocessor Free
suzique_l@hotmail.com

N/A
00342-22540-67475-AA0EM
07/10/2025, 18:53:42
15/04/2026, 06:32:40

Acer

Aspire A15-61M

x64-based PC

1 Processor(s) Installed.

[01]: AMD64 Family 25 Model 117 Stepping 2 AuthenticAMD ~2790 Mhz
Insyde Corp. V1.04, 18/04/2025

C:\Windows
C:\Windows\system32
\Device\HarddiskVolumel

System Locale:
Input Locale:
Time Zone:

en—gb;English (United Kingdom)
en—gb;English (United Kingdom)
(UTC+00:00) Dublin, Edinburgh, Lisbon, London

Total Physical Memory: 15,677 MB
Available Physical Memory: 1,913 MB
Virtual Memory: Max Size: 26,429 MB
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[01]: 192.168.1.107
[02]: fe80::e76e:63bc:d9b0:b3df
[02]: Bluetooth Device (Personal Area Network)
Connection Name: Bluetooth Network Connection
Status: Media disconnected
Virtualization-based security: Status: Running
Required Security Properties:
Base Virtualization Support
Available Security Properties:
Base Virtualization Support
Secure Boot
DMA Protection
UEFI Code Readonly
SMM Security Mitigations 1.0
Mode Based Execution Control
Services Configured:
Hypervisor enforced Code Integrity
Secure Launch
SMM Firmware Measurement
Services Running:
Hypervisor enforced Code Integrity
Secure Launch
SMM Firmware Measurement
App Control for Business policy: Enforced
App Control for Business user mode policy: Off
Security Features Enabled:
SMM Isolation Level: 30
Hyper-V Requirements: A hypervisor has been detected. Features required for Hyper-V will not be displayed.

C:\Users\suzig>exit|
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DS aux
JSER PID %CPU %MEM VSZ RSS TTY

QueQue 5115 ©.8 ©0.e 153304 3632 pts/e
QueQue 26435 ©.8 0.0 115692 3652 pts/e

[QueQue@webminal ~]$

© Suzig@uebminal

STAT START
R+ ©0:38
Ss  @e:19

TIME COMMAND
©:00 ps aux
©:008 -bash

pop-out

reconnect

panel
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op - ©0:41:01 up 5@ days, 12:2@, © users,
rasks: 2 total, 1 running, 1 sleeping,
iCpu(s): 10.9 us, 2.8 sy, 0.0 ni, 86.3 id,

© Suzig@webminal

load average: ©.29, ©.24, 0.24
© stopped, © zombie
0.0 wa, 0.0 hi, 0.0 si, 0.9 st

(iB Mem : 4032760 total, 813264 free, 1664844 used, 1554652 buff/cache

(iB Swap: @ total, @ free, © used. 884216 avail Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
6640 QueQue 20 © 161980 4396 3852 R .0 8.1 0:00.04 top

6435 QueQue 20 @ 115692 3320 2668 S 0.0 ©.1 0:00.85 bash

pop-out

reconnect

panel
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%Cpu(s): ©.8 us, ©
KiB Mem : 4032760 t
KiB Swap: 0 t

PID USER PR

6640 QueQue 20
26435 QueQue 20

[QueQue@webminal ~]$

.5 sy, 0.0 ni, 98.7 id,
1512740 used,

otal,
otal,

NI VIRT
@ 161980
@ 115692

990488 free,

@ free,

RES
4396
3320

Suziq@webminal

0.0 wa’,'

© used.

e.

SHR S %CPU %MEM

3852 R
2668 S

.0
e.e

=il
8.1

@ hi,

0.0 si, 0.0 st

1529532 buff/cache
1035988 avail Mem

TIME+ COMMAND

©:00.12 top

©:00.05 bash
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KiB Swap: @ total,

PID USER PR NI VIRT
6640 QueQue 20 © 161980
26435 QueQue 20 @ 115692

[QueQue@webminal ~]$ 1s -1
total @

[QueQue@webminal ~]$ I

.

© Suzig@webminal

@ free, © used. 1035908 avail Mem

RES SHR S %CPU %MEM TIME+ COMMAND
4396 3852 R ©:00.12 top

.0 e.1 H
3320 2668 S ©.0 ©.1 0:00.85 bash

pop-out

reconnect

panel
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] C\Windows\system32\cmd.e: X + v

Microsoft Windows [Version 10.0.26200.8037]
(c) Microsoft Corporation. All rights reserved.

C:\Users\suzig>




