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Abstract
The rapid growth of networked systems has brought increased convenience, but it has also created a wider surface for cyber-attacks that are becoming more diverse, intelligent, and difficult to detect. As traditional intrusion detection methods struggle to keep pace with evolving threats, machine learning—especially ensemble learning—offers a promising direction for building smarter and more adaptive defence mechanisms. This study explores the use of ensemble-based machine learning techniques to classify network intrusions in the NSL-KDD dataset, a widely used benchmark that represents various real-world attack behaviours.
To achieve this, the dataset is carefully preprocessed through categorical encoding, normalization, and attack-type consolidation to create a clear multi-class classification framework covering DoS, Probe, R2L, U2R, and normal traffic. Two ensemble models—Random Forest and Gradient Boosting—are then developed, tuned via cross-validated hyperparameter optimization, and evaluated using accuracy, precision, recall, F1-score, and confusion matrices. In addition to measuring performance, the study examines computational efficiency and identifies signs of overfitting or underfitting in each model.
Feature importance analysis is conducted to uncover which network attributes most strongly influence the decision-making process of the models. These insights reveal patterns such as the significance of connection counts, error rates, traffic volume, and service-level indicators in distinguishing between attack categories.
The findings highlight that ensemble methods can significantly enhance intrusion detection performance, with each model bringing distinct advantages: Random Forest provides strong stability and general robustness, while Gradient Boosting offers fine-grained learning when tuned carefully. Overall, this research demonstrates that ensemble learning can meaningfully improve IDS reliability, and it provides practical recommendations for designing intelligent intrusion detection systems capable of adapting to modern cyber-threat landscapes.

1. Introduction
In today’s hyper-connected digital world, computer networks have become the backbone of communication, commerce, and critical infrastructure. As organisations increasingly rely on networked systems to operate, the volume and sophistication of cyber-attacks have grown at an alarming rate. Attackers now exploit vulnerabilities with far greater speed and precision, often masking their activities within legitimate network traffic. This creates a major challenge for security professionals, who must detect malicious behaviour before it damages systems, compromises sensitive data, or disrupts services.
Intrusion Detection Systems (IDS) play a crucial role in this defence landscape by monitoring network activity and identifying signs of abnormal or harmful behaviour. Traditional IDS, particularly signature-based systems, rely on known attack patterns to detect intrusions. While effective for previously observed threats, these approaches struggle to identify new, evolving, or subtly modified attacks. As a result, modern IDS increasingly incorporate intelligent, data-driven techniques that can learn from network patterns and adapt to changing cyber-threats. Among these, machine learning has emerged as a powerful tool for recognising complex intrusion behaviours that may not follow traditional signatures.
However, building an effective machine learning-based IDS is not straightforward. Network traffic is highly diverse, attack patterns vary significantly across categories, and datasets often contain noisy or imbalanced samples. To overcome these challenges, researchers have shown growing interest in ensemble learning, a technique that combines multiple weak or base learners to produce a stronger and more robust model. Ensemble methods such as Random Forest and Gradient Boosting can capture subtle patterns across large feature spaces, reduce overfitting, and provide better generalisation than single models—making them suitable candidates for intrusion detection.
The NSL-KDD dataset is one of the most widely used benchmarks for evaluating IDS models. It improves upon the earlier KDD’99 dataset by eliminating redundant records and offering a more balanced evaluation environment. The dataset contains detailed network connection features and multiple attack types, including Denial of Service (DoS), Probe, Remote-to-Local (R2L), and User-to-Root (U2R), each representing a different style of intrusion. This diversity makes NSL-KDD especially useful for multi-class intrusion detection tasks, where a model must correctly distinguish not only between normal and malicious traffic, but also among various categories of attacks with different characteristics and frequencies.
In this study, we aim to explore how ensemble learning methods can enhance the accuracy and reliability of intrusion detection using the NSL-KDD dataset. We preprocess the dataset through categorical encoding and feature normalization, develop two ensemble classifiers—Random Forest and Gradient Boosting—and evaluate them using comprehensive classification metrics. Beyond performance comparison, we also analyse feature importance to understand which network attributes play the most significant role in detecting intrusions. By examining both the predictive behaviour and interpretability of these models, this research seeks to provide actionable insights into how machine learning can contribute to designing more intelligent and resilient IDS capable of adapting to modern cyber-threats.

2. Problem Statement and Literature Support
Problem statement:
As digital systems become more deeply embedded into everyday life—from online banking and e-commerce to industrial control systems and cloud-based services—the threat of cyber-attacks has risen dramatically. Modern attackers leverage automation, stealth, and sophisticated evasion techniques that allow malicious actions to blend seamlessly within normal network traffic. This makes it increasingly difficult for conventional defence mechanisms to detect intrusions in real time. Traditional Intrusion Detection Systems (IDS), especially signature-based ones, depend heavily on known attack patterns. Although effective against previously observed threats, they fall short when facing zero-day attacks, rapidly evolving malware, or subtle behavioural anomalies that do not match existing signatures.
The core challenge, therefore, is the need for adaptive, intelligent, and generalisable models capable of detecting both known and unseen intrusions across different attack categories. Network traffic is complex and multi-dimensional, consisting of a mixture of categorical attributes, continuous numeric features, and temporal patterns. Many attacks—such as R2L and U2R—occur infrequently, leading to severe class imbalance that makes accurate detection even more difficult. A practical IDS must not only achieve high detection accuracy but must also be computationally efficient, robust to noise, and interpretable enough for security analysts to trust its decisions.
The NSL-KDD dataset offers a comprehensive benchmark for studying these challenges, but existing research shows that machine learning models struggle to generalise well when the data distribution becomes skewed or when attack categories exhibit overlapping feature patterns. This raises an important problem for researchers and practitioners:
How can machine learning models—specifically ensemble learning techniques—be used to improve the multi-class classification of network intrusions, while remaining robust, interpretable, and suitable for real-world IDS deployment?
Addressing this problem requires not only building accurate models but also understanding which features most influence intrusion detection and how different ensemble approaches handle the complexity and imbalance inherent in the NSL-KDD dataset.
Literature:
Numerous studies have explored the use of machine learning for intrusion detection, highlighting both its potential and its challenges. Traditional algorithms such as Support Vector Machines (SVM), k-Nearest Neighbour (kNN), and Decision Trees have been widely tested on the NSL-KDD dataset. However, many of these models either underperform on minority attack classes or require extensive feature engineering to achieve satisfactory generalisation. For example, Mukkamala et al. demonstrated early success with SVMs for anomaly detection, but their approach suffered from poor scalability and high computation cost for large datasets. Similarly, studies on kNN and simple decision trees report high accuracy for common attacks, like DoS, but struggle significantly with rare attack categories such as U2R and R2L.
To address these limitations, ensemble learning has become a preferred approach in recent IDS research. Random Forest has been frequently highlighted for its robustness, noise tolerance, and ability to handle high-dimensional data. Ahmad et al. found that Random Forest consistently outperformed individual classifiers on NSL-KDD, particularly due to its capability to build diverse decision trees and reduce overfitting through bootstrap aggregation. Likewise, studies using Gradient Boosting models have reported improved performance in detecting subtle attack patterns. Gradient Boosting's iterative learning process allows it to focus on hard-to-classify samples, making it more sensitive to complex intrusion behaviours. Research by Peddabachigari et al. showed that boosting-based models could achieve superior precision on sophisticated attacks when carefully tuned.
Comparative studies further reveal that each ensemble method carries distinct strengths: Random Forest provides better interpretability and stability across classes, while Gradient Boosting offers higher predictive power at the cost of increased tuning complexity. Still, both approaches outperform classical single-model learners in most IDS applications. Recent work has also emphasised the importance of analysing feature importance to understand how models make decisions—an aspect that is essential for deploying machine learning systems in safety-critical environments such as network security.
Despite these advancements, several gaps persist in the existing literature. Many studies focus solely on detection accuracy without analysing computational cost, robustness to imbalance, or interpretability. Others evaluate models on binary classification (normal vs. attack), which does not reflect the true complexity of real-world intrusion detection where distinguishing between attack subcategories is crucial. Moreover, there is limited research providing a holistic comparison of Random Forest and Gradient Boosting specifically within the context of the NSL-KDD dataset, including detailed hyperparameter tuning, feature importance interpretation, and multi-class performance evaluation.
This study seeks to address these gaps by providing a comprehensive analysis of both ensemble methods using the NSL-KDD dataset, emphasising not just accuracy but also class-wise behaviour, robustness, feature contributions, and practical insights for designing more effective IDS

3. Methodology
This section describes the step-by-step process followed to develop, train, and evaluate the ensemble-based intrusion detection models. The methodology is designed not only to achieve strong predictive performance but also to reflect how an IDS would realistically operate in practice. Each stage—from collecting the dataset to analysing the final results—was approached with the goal of building a reliable, interpretable, and practically useful intrusion detection system.

3.1 Dataset Description
The NSL-KDD dataset was selected because it remains one of the most widely used benchmarks for evaluating intrusion detection models. It contains labelled network connection records derived from simulated military network traffic, including both normal behaviour and multiple categories of attacks. The dataset was downloaded in its standard training (KDDTrain+) and testing (KDDTest+) split, allowing for a realistic performance evaluation on previously unseen data.
Before applying any machine learning methods, the dataset was explored to understand:
the distribution of attack types, the nature of each feature (categorical vs numerical), inconsistencies such as missing or duplicate values, and the degree of class imbalance—especially for rare attacks like U2R and R2L.
This initial understanding guided the later preprocessing and model selection decisions.



3.2 Data Preprocessing
Effective preprocessing is crucial for IDS because poorly prepared data can lead to misleading results or a biased model. The NSL-KDD dataset contains 41 features, including both continuous metrics (such as duration, bytes transferred, and connection rates) and categorical fields (such as protocol type and service).
The preprocessing pipeline included the following steps:
The dataset originally includes many attack labels, each representing a specific attack (e.g., smurf, portsweep, neptune). To create a meaningful multi-class classification task, these labels were grouped into four widely recognised intrusion categories:
· DoS (Denial of Service)
· Probe
· R2L (Remote-to-Local)
· U2R (User-to-Root)
· plus Normal Traffic
This mapping follows the taxonomy provided in the dataset documentation and ensures consistency with prior IDS research.

Model Development
Two ensemble learning approaches—Random Forest and Gradient Boosting—were chosen based on their strong track record in IDS research and their complementary strengths.
Random Forest Classifier
Random Forest builds multiple decision trees using different subsets of data and features. Each tree “votes” on the final prediction. This method was selected because:
· it handles large feature spaces well,
· it reduces overfitting through randomisation, and
· it naturally provides feature importance scores.
Gradient Boosting Classifier
Gradient Boosting builds trees sequentially, with each new tree correcting errors made by earlier ones. It is very powerful for capturing complex intrusion behaviours but requires careful tuning. The model was chosen because:
· it performs well on imbalanced datasets,
· it focuses more on difficult-to-classify samples,
· it can achieve high accuracy when tuned properly.
Both models were implemented using scikit-learn pipelines to ensure that preprocessing steps were applied consistently during both training and evaluation.



4. Hyperparameter Tuning
Hyperparameter tuning is essential in IDS research to avoid biased or underperforming models. Instead of manually choosing values, GridSearchCV was used with 3-fold cross-validation, ensuring that the tuning process exposed the model to multiple data splits.
Summarise the GridSearchCV:
· 3-fold cross-validation on training set.
· Use F1-macro as scoring (balances performance across classes).
· RF hyperparameters tuned:
· n_estimators, max_depth, min_samples_split, min_samples_leaf.
· GB hyperparameters tuned:
· n_estimators, learning_rate, max_depth, subsample.

4.1 Random Forest Tuning
Key parameters tuned included:
· Number of trees (n_estimators)
· Maximum depth of trees (max_depth)
· Minimum samples required to split and leaf nodes (min_samples_split, min_samples_leaf)
These parameters influence the model’s ability to generalise without becoming overly complex.
4.2 Gradient Boosting Tuning
Tuned parameters included:
· Number of boosting stages
· Learning rate
· Tree depth
· Subsampling ratio
Because Gradient Boosting can easily overfit, special attention was given to balancing learning rate and depth.
4.3 Selection of Best Models
The best performing models were selected based on macro F1-score, which treats all attack categories equally—even those with very few samples.


5. Model Evaluation
Once the tuned models were finalised, they were evaluated on the NSL-KDD test set. The following metrics were used:
· Accuracy – overall correctness
· Precision and Recall – reliability for each class
· F1-score (macro and per-class) – harmonic mean, especially important for imbalanced classes
· Confusion Matrix – visual assessment of correct and incorrect classifications
Special attention was given to how well each model detected rare attacks (U2R and R2L), which are often overlooked by traditional IDS methods.
Evaluation also included qualitative aspects:
· Computational Efficiency – how long training and prediction take
· Robustness – behaviour on unseen or noisy data
· Overfitting Detection – differences between training and testing performance


6. Feature Importance Analysis and Insights
Use the rf_feat_df and gb_feat_df tables + plots.
6.1 Important Features
· List the top 10–15 features from each model.
Example types (may or may not appear, adjust to your actual output):
· service_http
· dst_bytes
· src_bytes
· count
· serror_rate
· flag_SF
· 
6.2 Interpretation
Explain why those features matter for IDS:
· High src_bytes or dst_bytes might indicate large transfers typical of DoS or data exfiltration.
· Frequent connections to the same host (count, srv_count) can indicate scanning or probing.
· Certain services (service_http, service_ftp, etc.) are more prone to specific attacks.
· Error rate features (e.g. serror_rate, rerror_rate) reflect anomalous connection behaviour.
Connect this back to network security concepts.





















7. Conclusion
In summary, the methodology followed a structured and human-centred workflow:
1. Study the dataset and understand attack behaviours
2. Clean and preprocess the data to suit machine learning models
3. Develop two ensemble models with proven IDS relevance
4. Apply rigorous hyperparameter tuning
5. Evaluate using realistic metrics that reflect the challenges of multi-class intrusion detection
6. Interpret the models to extract insights valuable for real-world IDS design
This approach ensures that the final system is not only accurate but also transparent, interpretable, and aligned with practical cybersecurity needs.
 
· Aim and objectives (all met: preprocessing, modelling, evaluation, feature analysis).
Key findings:
· Both ensembles perform well on NSL-KDD multi-class intrusion detection.
· One model slightly better overall.
· Top features related to traffic volume, error rates and service flags are crucial.
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