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1. Introduction
Cybersecurity is becoming increasingly crucial for manufacturing firms since modern factories depend significantly on digital technologies. Automated machinery, Internet of Things (IoT) sensors, production management software, cloud services, and remote monitoring platforms all contribute to increased efficiency in manufacturing. However, they also increase the potential for cybercriminals to target the organization. [1], [2], [3].
Steel Form Manufacturing Ltd (SFM) is a medium-sized manufacturing company that creates custom-engineered components for the automotive and aerospace sectors. The company has lately adopted smart manufacturing technologies comprising IoT sensors, automated machinery and cloud-based systems. [2].
Although new technologies increase efficiency, SFM has already had multiple security incidents, such as malware infections, phishing emails, and unauthorised access to the production network. These instances demonstrate that the organization requires more stringent cybersecurity measures. [1], [2], [3].
The goal of this paper is to identify the primary cybersecurity threats to SFM and recommend appropriate security policies and measures. The study will also detail how SFM should monitor its systems, handle security breaches, and train employees.
The guidelines are primarily based on established cybersecurity advise, such as the NIST Cybersecurity Framework, National Cyber Security Centre instruction, and UK data protection requirements.[3].


2. Identification of Cybersecurity Threats.
Cybersecurity dangers can come both from outside and within an organization. SFM must thus comprehend the many hazards affecting its IT and industrial production processes.

2.1 External Threats
Ransomware
Ransomware is among the most serious dangers to manufacturing companies. In a ransomware attack, malicious software encrypts files or systems, and the perpetrators demand payment in exchange for restoring access. [1], [4].
Ransomware could be particularly detrimental to SFM because it can damage both office and production systems. [3].
The National Cyber Security Centre advocates keeping solid backups because they are one of the most effective strategies to recover from ransomware attacks.

For Example:
[image: ]

Possible consequences include:
· production downtime
· loss of customer orders
· financial loss;
· damage to company reputation
· loss of important engineering files.

Phishing and Social Engineering
Phishing is the practice of sending fake emails or messages to employees to deceive them into giving out passwords, opening infected attachments, or accessing harmful websites. [3].
SFM has already received phishing emails targeting procurement personnel. Procurement employees may be attractive targets because they frequently connect with suppliers and receive invoices and documentation. [1], [4].
An attacker could therefore create a fake supplier email such as:

[image: ]
This risk can be reduced by implementing email screening, employee training, and multi-factor authentication [1].

Malware
Malware refers to malicious programs such as viruses, spyware, Trojans, and ransomware.

Malware could enter SFM through:
· infected email attachments;
· malicious websites;
· USB devices;
· compromised software;
· infected supplier systems.
When malware enters a network, it can steal data, harm systems, or propagate to other devices.
Supply Chain Attacks.
SFM relies on suppliers, contractors, and technology providers. Attackers may consequently target a supplier with lower cybersecurity and exploit that relationship to obtain access to SFM.
For example:
[image: ]
The ICO recommends that organisations assess the security risks posed by third-party processors and supply-chain organisations.
SFM should therefore evaluate suppliers before giving them access to company systems.

Industrial Espionage
Because SFM manufactures specialised components for automotive and aerospace companies, engineering files and product drawings may be economically useful.
Cybercriminals or competitors may attempt to steal:
· product designs;
· manufacturing processes;
· research information;
· customer contracts;
· pricing information.
The loss of this information may weaken SFM's competitive advantage.

2.2 Internal Threats
Not all cybersecurity threats are caused by foreign attackers. Employees, contractors, and internal users may potentially pose security threats. [1]

Human Error
Human mistake is among the most common security issues.
Examples include:
· clicking phishing emails;
· accidentally deleting data;
· sending confidential information to the wrong person;
· using weak passwords;
· leaving computers unlocked.
Training can help to significantly lessen these dangers.

Insider threat.
An insider threat happens when an employee or contractor uses abuses their access.
For example, a disgruntled employee might copy engineering files before leaving the organization.
SFM should consequently adhere to the concept of least privilege, which means that Employees should only have access to information that is necessary for their work.

Weak Passwords
Weak or reused passwords can make accounts easier to compromise.
Examples include:
· password123
· SteelForm2026
· admin123


If an attacker obtains one of these credentials, they could get access to email, cloud platforms, or production systems.
Multi-factor authentication should be utilised for critical accounts.
Unauthorised USB devices
Employees may connect their personal USB drives to company PCs.
These devices may contain malware or be used to copy sensitive files.
SFM should consequently limit portable storage and only permit approved encrypted USB devices. [1].

3. Security Policies.
Security policies define the regulations that employees must follow when utilising corporate systems.
SFM should implement the following policies.


3.1 Access Control Policy
Employees should only have access to systems that are essential for their jobs.
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This follows the idea of least privilege.
Administrator accounts should be used only when administrative access is necessary.
Employees who leave SFM should have their accounts disabled promptly.


3.2 Password and Authentication Policy
SFM should expect Employees to:
· use strong and unique passwords;
· avoid sharing passwords;
· use password managers where appropriate;
· enable multi-factor authentication;
· report suspicious login attempts.
Multi-factor authentication adds an extra layer of security because an attacker will require more than just a password.


3.3 Acceptable Use Policy
Employees should understand what is acceptable when using company computers.
Staff should not:
· Install unauthorised software.
· Visit unsafe websites.
· Share company accounts, 
· disable antivirus software
· connect prohibited devices,
and exploit company systems for illicit purposes.
Employees should be aware of the policy when they join the organization.

3.4 Data Protection Policy
SFM may store information about employees, customers, and suppliers.
To secure personal information, organisations must implement appropriate technical and organisational measures under the UK GDPR [2].
SFM should therefore:
collect only the information it needs.
Restrict access to personal information.
Encrypt critical information.

Securely remove data when it is no longer required.
Report significant data breaches.
Regularly examine data protection processes.
Encryption can be an effective security tool for securing personal information.



3.5 Remote Access Policy
Remote access should only be available to authorised employees.
SFM should require:
Employee -> VPN -> MFA -> Company Network
Remote connections should use encrypted VPN connections.
Administrative access to production systems should be controlled and monitored.

3.6 Backup Policy
SFM should make regular backups of vital data.
A straightforward approach is the 3-2-1 backup strategy:
Three copies of data.
Two separate storage kinds.
One copy stored separately/offline.
Backups should be tested on a regular basis.
The NCSC advises that ransomware attackers frequently target backups, thus backup systems must also be safeguarded.

3.7 Alignment with ISO 27001
SFM needs to think about conforming its cybersecurity guidelines to ISO/IEC 27001. Using an Information Security Management System (ISMS), the standard offers an organised method for managing information security. This can help SFM in areas including staff responsibility, incident management, supplier security, risk assessment, and access control [4]. Additionally, SFM would be able to examine and enhance its security procedures on a regular basis by using ISO 27001.



4. Mitigation Measures.
Policies require technological security controls to support them.
4.1 Network segmentation.
One of the most critical SFM regulations is to separate the business and manufacturing networks.





For example:
[image: ]

If malware affects an office computer, segmentation makes the attack difficult to spread into the production network.     

4.2 Firewalls.
Firewalls should manage the traffic between:
Topics covered include internet and SFM, office and production networks, distant users, and internal systems. [1].
Only required network connections should be permitted.

4.3 Anti-malware and Endpoint Protection
Endpoint protection should be centrally administered across all employee computers and servers.
Software should:
· Detect malware.
· stop dangerous apps.
· quarantine suspicious files.
· warn about dangers to IT staff.

4.4 Patch Management
Outdated software may include flaws.
SFM should have a regular patching schedule.
For normal systems:
Check Updates → Test Updates → Install Updates → Confirm System Operation
Critical vulnerabilities should be given higher priority.
Industrial systems may necessitate more thorough testing since upgrades may have an impact on output.

4.5 Encryption.
Sensitive data should be encrypted in both:
At rest—while being stored.
In transit—while being transported.
Wherever possible, the ICO encourages employing encryption to store or transfer personal information.
Engineering files, employee information, and customer data should be strongly protected.



4.6 Multifactor Authentication
MFA should be mandatory for:
Topics covered include administrator accounts, remote access, cloud platforms, email accounts, and backup systems.
Even if an attacker steals a password, multi-factor authentication makes account penetration more difficult.

4.7 Supplier Security Assessment
Before permitting suppliers to connect to SFM systems, the organization should review their security procedures. [2].
Suppliers should be questioned about:
Security measures include 
· data protection.
· Access control.
· Incident response.
· Encryption.
· Vulnerability management.
Contracts should also include security standards.

5. Monitoring & Incident Response
SFM should continuously monitor critical network systems.
A Security Information and Event Management system (SIEM) could collect logs from:
· firewalls;
· servers;
· employee computers;
· cloud services;
· manufacturing systems.
Suspicious behaviour could then generate an alert.

For example:
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The NIST Cybersecurity Framework can also be connected to this response procedure.

A straightforward method is:

Identify → Protect → Detect → Respond → Recover

Organisations may manage cybersecurity risks with an organised strategy thanks to NIST's cybersecurity methodology.
· During an incident SFM should:
· detect suspicious activity;
· record the incident;
· isolate affected systems;
· identify what happened;
· remove malware or unauthorised access;
· recover from clean backups;
· document lessons learned.
Additionally, ISA encourages baseline security procedures intended to lower cybersecurity threats to operational and IT technology systems.

6. Program for Staff Awareness and Training
Not every cyberattack can be stopped by technology alone. Therefore, continuous cybersecurity training is necessary for employees. [1].

When new hires join the organization, SFM should offer cybersecurity training, and throughout the year, it should offer refresher courses. [3].

Training ought to include:
Awareness of Phishing
Employees should be taught to identify:
· suspicious URLs.
· unexpected attachments.
· fake supplier communications.
· urgent payment requests.
· and fake invoices.
Additionally, SFM could conduct phishing simulation tests.



Security of Passwords
Employees need to be taught:
· how to make secure passwords,
· why sharing passwords is not a good idea,
· why reusing passwords is risky, 
· and how multi-factor authentication operates.

Protection of Data
Employees should comprehend:
· what constitutes confidential information, 
· how to securely keep it, 
· when it can be shared, 
· and how to report a data breach.
Removable Media

Employees should be instructed not to use their own USB devices on work on computers. [1].
Use of only authorised equipment is advised.
For Example:
[image: ]
Employees should be encouraged to report incidents quickly rather than hiding mistakes.
Training Schedule
A simple programme could be:
	Training
	Frequency

	Induction in cybersecurity
	When joining

	Awareness of phishing
	Every 6 months

	MFA and password training
	Annually

	Data security
	Annually

	Simulation of phishing
	Every 3–6 months

	Exercise in incident response
	Annually



The outcomes can be documented so that management can pinpoint areas in need of development [6].

7. Using the CIA Triad
A helpful cybersecurity model built on three tenets is the CIA triad:

Confidentiality
Only those with permission should be able to access information.
Examples:
· passwords;
· encryption;
· access control;
· MFA.

Integrity
Information must be correct and cannot be altered without authorisation.
Examples:
· file permissions;
· audit logs;
· digital signatures;
· access controls.

Availability
Information and systems should be available when employees need them.
Examples:
· backups;
· disaster recovery;
· redundant systems;
· malware protection.
For SFM:
[image: ]
A manufacturing corporation must maintain production methods while safeguarding confidential blueprints, which makes all three sectors crucial [7].



8. Conclusion

Cybersecurity is an important business issue for Steel Form Manufacturing Ltd because the company is becoming increasingly dependent on connected manufacturing technologies.
Ransomware, phishing, malware, supply-chain attacks, insider threats, industrial espionage, and unauthorised access are the primary risks that SFM faces. These risks could lead to financial loss, information theft, and significant production delays.
As a result, SFM should implement explicit security guidelines that address data protection, remote access, permitted use, access control, passwords, and backups. Technical measures including firewalls, network segmentation, MFA, encryption, endpoint protection, and routine patching should be used to support these policies.
To promptly identify suspicious activity and isolate impacted systems before an attack spreads, robust monitoring and incident response are also necessary.
Lastly, SFM's cybersecurity policy should continue to emphasise worker training. Workers must comprehend data handling, incident reporting, password security, and phishing.
SFM may increase the confidentiality, integrity, and accessibility of its data while lowering the risk of significant cyberattacks by integrating people, policy, and technology.
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9. Appendix
PowerPoint Presentation
Figure A1: Cybersecurity and Data Governance Policy – Title Slide
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Figure A2: Background of SteelForm Manufacturing Ltd
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Figure A3: Cybersecurity Threats Facing SFM
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Figure A4: Recommended Security Policies for SFM
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Figure A5: Cybersecurity Mitigation Measures
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Figure A6: Proposed Network Segmentation Structure
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Figure A7: Network Monitoring and Incident Response Process
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Figure A8: Staff Training and Cybersecurity Awareness
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Figure A9: Application of the CIA Triad
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Figure A10: Conclusion and Key Cybersecurity Recommendations
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Figure A11: IEEE References
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