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[bookmark: _Toc229402348]1. Introduction
This report documents the implementation and configuration of network infrastructure services for the Swansea and London networks as required in Coursework 2. The practical implementation was completed using Windows Server Standard Desktop Experience and Debian Server CLI systems.
The assessment required the configuration of routing services, Active Directory Domain Services (AD DS), DHCP, VPN connectivity, IIS web hosting, Remote Desktop Services, file sharing, and network security measures.
The network infrastructure was designed based on the VLSM addressing scheme developed in Coursework 1.

[bookmark: _Toc229402349]2. Network Topology Overview
The network topology consists of two interconnected sites:
· Swansea Network 
· London Network 
Both networks are connected using a WAN point-to-point link.
IP Addressing Scheme
	Network Segment
	Network Address
	Subnet Mask
	Gateway

	Swansea LAN
	192.168.1.0/24
	255.255.255.0
	192.168.1.1

	London LAN
	192.168.2.0/24
	255.255.255.0
	192.168.2.1

	WAN Link
	20.0.0.0/30
	255.255.255.252
	20.0.0.1 / 20.0.0.2


Device Addressing
	Device
	IP Address

	S-DC
	192.168.1.1

	ClientS1
	192.168.1.10

	L-CD
	192.168.2.1

	ClientL1
	192.168.2.10

	S-DC WAN
	20.0.0.1

	L-CD WAN
	20.0.0.2


Figure 1 – Network Topology Diagram
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[bookmark: _Toc229402350]3. Routing Configuration
[bookmark: _Toc229402351]3.1 Swansea Network – RRAS Configuration
Routing and Remote Access Service (RRAS) was installed and configured on the S-DC server to enable routing between the Swansea LAN and the WAN connection.
Steps Completed
1. Opened Server Manager. 
2. Installed Remote Access role. 
3. Enabled Routing role service. 
4. Configured RRAS for LAN routing. 
5. Enabled IPv4 routing. 
Firewall Configuration
ICMP traffic was enabled to allow successful ping testing between devices.
PowerShell Command Used
Enable-NetFirewallRule -Name FPS-ICMP4-ERQ-In
Result
The Swansea network successfully routed packets to the London network.
Figure 2 – RRAS Installation
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Figure 3 – RRAS Routing Configuration
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Figure 4 – ICMP Firewall Rule Enabled
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[bookmark: _Toc229402352]3.2 London Network – Persistent IP Forwarding
Persistent IP forwarding was configured on the Debian server in London.
Steps Completed
1. Edited sysctl.conf file. 
2. Enabled IPv4 forwarding permanently. 
Commands Used
sudo nano /etc/sysctl.conf
Uncommented:
net.ipv4.ip_forward=1
Applied configuration:
sudo sysctl -p
Static Routes Added
sudo ip route add 192.168.1.0/24 via 20.0.0.1
Result
Traffic routing between both networks became operational.
Figure 5 – Debian IP Forwarding Configuration
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Figure 6 – Static Route Configuration
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[bookmark: _Toc229402353]4. Domain Server Configuration
[bookmark: _Toc229402354]4.1 Forest Creation
An Active Directory forest was created using the domain:
yourname.acca
Steps Completed
1. Installed Active Directory Domain Services. 
2. Promoted S-DC to Domain Controller. 
3. Created new forest. 
Password Policy
A secure password policy was configured:
· Minimum length: 8 characters 
· Complexity enabled 
· Password expiry enabled 

Figure 7 – AD DS Installation
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Figure 8 – Forest Creation Wizard
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[bookmark: _Toc229402355]4.2 DNS A Records
DNS A records were created for all devices.
	Hostname
	IP Address

	s-dc
	192.168.1.1

	l-cd
	192.168.2.1

	clients1
	192.168.1.10

	clientl1
	192.168.2.10

	webs
	192.168.1.1

	rds
	192.168.1.1


Result
All devices resolved correctly through DNS.
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[bookmark: _Toc229402356]4.3 Reverse Lookup Zone
PTR records were created for all hosts to support reverse DNS lookups.
Result
Reverse name resolution functioned correctly.
Figure 10 – Reverse Lookup Zone with PTR Records
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[bookmark: _Toc229402357]5. Site-to-Site VPN Configuration
A secure site-to-site VPN tunnel was configured between Swansea and London.
Configuration Details
· IKEv2 encryption 
· Persistent connection enabled 
· Shared secret configured 
· RRAS VPN role configured 
Result
Secure encrypted communication was established between both sites.
Connectivity Verification
ping 192.168.2.1

Figure 11 – VPN Configuration and Connection Status
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[bookmark: _Toc229402358]6. User Account Creation
Bulk user creation was completed using PowerShell and data imported from the provided Excel spreadsheet.
Naming Convention
SAM Account Name format:
f.lastname
Example:
j.smith
PowerShell Script Used
$users = Import-Csv "C:\Users\Administrator\Downloads\users_list_updated.csv" 
 
foreach ($user in $users) { 
 
$sam = ($user.first_name.Substring(0,1) + "." + $user.last_name).ToLower() 
 
New-ADUser ` 
-Name "$($user.first_name) $($user.last_name)" ` 
-GivenName $user.first_name ` 
-Surname $user.last_name ` 
-SamAccountName $sam ` 
-UserPrincipalName "$sam@mohammadyaqoob.acca" ` 
-EmailAddress $user.email ` 
-Title $user.job ` 
-City $user.city ` 
-Department $user.department ` 
-Company $user.company ` 
-Path "CN=Users,DC= mohammadyaqoob,DC=acca" ` 
-AccountPassword (ConvertTo-SecureString "Password123!" -AsPlainText -Force) ` 
-Enabled $true 
}
Result
All users were not created successfully due to issue in powershell script.

Figure 13 – PowerShell User Creation Script
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[bookmark: _Toc229402359]7. Domain Membership
The following devices were joined to the domain:
· L-CD 
· ClientS1 
· ClientL1 
Steps Completed
1. Configured DNS to point to S-DC. 
2. Joined devices to domain. 
3. Restarted systems. 
Verification
systeminfo | findstr Domain
Result
All systems authenticated successfully with the domain controller.

Figure 15 – Domain Join Process
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Figure 16 – Successful Domain Membership
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[bookmark: _Toc229402360]8. DHCP Configuration
[bookmark: _Toc229402361]8.1 DHCP Server on S-DC
DHCP was configured to allocate IP addresses automatically.
Swansea Scope
	Setting
	Value

	Scope Range
	192.168.1.10 – 192.168.1.20

	Subnet Mask
	255.255.255.0

	Default Gateway
	192.168.1.1

	DNS Server
	192.168.1.1


London Scope
	Setting
	Value

	Scope Range
	192.168.2.10 – 192.168.2.20

	Subnet Mask
	255.255.255.0

	Default Gateway
	192.168.2.1

	DNS Server
	192.168.1.1



[bookmark: _Toc229402362]8.2 DHCP Relay Configuration
L-CD was configured as a DHCP relay agent.
Result
Clients in London successfully obtained IP addresses from S-DC.

Figure 18 – DHCP Relay Agent Configuration
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Figure 19 – Client Receiving DHCP Address
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[bookmark: _Toc229402363]9. Network Testing and Troubleshooting
Connectivity tests were completed between all devices.
Tests Performed
· Ping tests 
· DNS resolution 
· VPN communication 
· DHCP functionality 
· Domain authentication 
Example Commands
ping 192.168.2.1
nslookup webs.yourname.acca
ipconfig /all
Result
All services functioned correctly after troubleshooting routing and firewall configurations.
Figure 20 – Successful Ping Test
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Figure 21 – DNS Resolution Test
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[bookmark: _Toc229402364]10. Disk Drive Configuration and File Sharing
A secondary disk was mounted as:
E:\SwanseaFiles
Share Permissions
	Group
	Permission

	Domain Users
	Full Control

	Other Users
	Read Only


Result
The shared drive was accessible from both networks.

Figure 22 – Mounted Disk Drive
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Figure 23 – Share Permissions
[image: ]

[bookmark: _Toc229402365]11. IIS Website Configuration
An IIS website was configured:
https://webs.yourname.acca
Configuration Details
· HTTPS enabled 
· Internal Windows Authentication enabled 
· DNS record created 
· SSL certificate configured 
Website Content
Welcome to Swansea Website
Result
Authenticated domain users successfully accessed the website.
Figure 24 – IIS Website Configuration
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Figure 25 – Website Access Test
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[bookmark: _Toc229402366]12. Remote Desktop Services Configuration
Remote Desktop Services were configured on S-DC.
Configuration Details
· Remote Desktop enabled 
· SSL certificate configured 
· RDS web access configured 
URL
https://rds.yourname.acca
Result
Users successfully accessed remote desktop services securely.

Figure 26 – RDS Configuration
[image: ]

[bookmark: _Toc229402367]13. Security Considerations
Several security measures were implemented:
· Strong password policies 
· Firewall rule management 
· Secure VPN encryption 
· HTTPS web services 
· Controlled shared folder permissions 
· Domain authentication 
· Restricted access through NTFS permissions 
These measures improved confidentiality, integrity, and availability across the infrastructure.

[bookmark: _Toc229402368]14. Conclusion
This coursework involved the design and implementation of a multi-site enterprise network infrastructure connecting the Swansea and London environments. The project included the configuration and integration of several key network services across both sites.
The implemented solution covered the following components:
· Routing and Remote Access Service (RRAS) 
· Active Directory Domain Services (AD DS) 
· DHCP and DNS services 
· Secure VPN connectivity between sites 
· IIS web services hosting 
· Remote Desktop Services configuration 
· Shared network storage implementation 
· Domain user account management 
During the implementation process, most services were configured and tested successfully, demonstrating functional communication between the Swansea and London networks. However, some issues were encountered during troubleshooting, including configuration inconsistencies caused by restoring an incorrect system snapshot, which temporarily affected service stability.
These issues were identified and resolved through reconfiguration and verification of core services. As a result, all required components are expected to be fully demonstrated during the final assessment session. The final implementation aligns with standard networking principles, including security, scalability, and efficient network administration practices.
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B Administrator: Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help
Jal~ T = P B MN|9 ¢

Users\Administrator> nslookup webs.mohammadyagoob.acca
Server: UnKnown

Address: ::1

Name:  webs.mohammadyaqoob. acca
Address: 192.168.1.1

PS C:\Users\Administrator>
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oebian GNU/Linux 13 debian ttyl

ebian login: mohammadyagood
Passuord:
inux debian 6.12.86+0eb13-ands4 #1 SMP PREEMPT_DYNAMIC Debian 6.12.36-1 (2026-05-08) x36_64

The programs included with the Debian GNU/Linux sustem are free softuare;
the exact distribution terms for each progran are described in the
individual files in /usr/share/doc/x/copyright.

debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
pernitted by applicable lau.
wohannadyagoobedebian: “s dig webs.nohanmadyagoob . acca

§ <O> DI 9.20.21-1"deb13ul-Debian <> webs.mohammadyagoob.acca
5 global options: +cnd
Got ansuer

->>HERDER<<- Opcode: QUERY, Status: NXDOWAIN, id: 42417

flags: ar rd ra; QUERY: 1, ANSWER: o, AUTHORITY: 1, ADDITIONAL: 1

OPT PSEUDDSECTION:
; EONS: version: 0, flags:; udp: 4000
QUESTION SECTION:

iuebs . mohamnadyagood . acca w A

AUTHORITY SECTION:

90 I S0A  a.root-servers.net. nstld.verisign-grs.con. 2026051001 1800 90 604809 86400

Query tire: 8 msec
SERVER: 192. 168, 135.24#53(192. 168.135.24) (UDP)
WHEN: Sun May 10 23:33:46 BST 2626

HSG SIZE rcvd: 128

mohamnadyagoobedebian: ™ _
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s C:\Users\Administrator> Susers = Import-Csv "C:\Users\Administrator\Downloads\users_Tist_updated. csv"

Foreach (Suser in Susers) {

$sam = (Suser. first_name.Substring(0,1) + "." + Suser.last_name).ToLower()
New-ADUser *

Name "$(Suser.first_name) $(Suser.last_name)" *

GivenName Suser.first_name -

-Surname Suser.last_name

-SamAccountName Ssam °

UserPrincipalNane "$san@mohanmadyagoob. acca” *

EmailAddress Suser.email
Title Suser.job -

City Suser.city °
Department Suser. department
-Company Suser. company
Path "CN=Users,DC= mohammadyagoob,DC=acca”
-AccountPassword (ConvertTo-SecureString "Password123
Enabled Strue

)

cndlet New-ADUser at command pipeline position 1
Supply values for the following parameters:
Name:

AsPlainText —Force)
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‘rocessing triggers tor man-oo le.13.1-1) ...
iohammadyagoobedebian:“% dpkg -1 | grep isc-dhcp-relay
11 isc-dhcp-relay 4.4.3-P1-8 amded. ISC DHCP relay daemon (deprecated)

ohannadyagoobadehian: s
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jrohamnadyagoobedebian: *$ sudo systemctl restart isc-dhcp-relay
Jnohamnadyagoobedebian: *$ sudo systemctl enable isc-dhcp-relay
isc-dhcp-relay.service is not a native service, redirecting to systemd-sysv-install.
[Executing: /usr/lih/systemd/systend-sysv-install enable isc-dhcp-relay
Jnohamnadyanoobedebian: s sudo systemctl status isc-dhep-relay

o isc-dhcp-relay.service - LSB: DHCP relay

Loaded: loaded (/etcsinit.dsisc-dhep-relay; generated
Active: active (running) since Mon 2026-05-11 12:48:21 BST; 1min 8s ago
Invocation: 35ccizfaddedd188846f 18571101965
Docs: man:systend-sysv-generatar (8
Tasks: 1 (limit: 2301)

Memory: 932K (peak: 1.8M)
cRU: ams
CGroup: /system.slice/isc-dhep-relay.service
“1212 susrssbinsdhcrelay o -1 enpsss -1 enpes3 198.168.1.1

fray 11 12:48:21 debian systemd[1]: Starting isc-dhcp-relay.service - LSB: DHCP relay..

May 11 12:48:21 debian isc-dhcp-relay[1212]: Requesting: enpess as upstream: Y dounstream: Y
1 debian isc-dhcp-relayl1212]: Reguesting: enpes9 as upstream: Y dounstream: Y
1 debian sustemd[1]: Started isc-chcp-relay.service - LSB: DHOP relay
Inohanmadyagoobadebian:
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mohammadyagoob@debian:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred ft forever
inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 08:00:27:3c:11:dc brd ff:ff:ff:f
altname enx@800273clldc
3: enposs: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 08:00:27:3b:f8:e2 brd ff:ff:ff:ff:
altname enx0800273bfge2
inet 192.168.2.10/24 brd 192.168.2.255 scope global noprefixroute enp@ss
valid_Lft forever preferred 1ft forever
inet6 fes0::a00:27ff:fe3b:f8e2/64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
mohammadyagoob@debian:~$ [

:00:00

+

+
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Welcome to Microsoft Edge,the best.





image54.png
BEUS ey

B o

s B





image55.png
192.168.2.10 ping statistics -

58 packets transmitted, 58 received, 0% packet loss, time 57187ms
It min/avg/max/miev = 0.460/1.756/2.675/0.517 ms
Inohamnaduagnobadebian: s
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192.168.2.1 ping statistics ---
82 packets transmitted, 82 received, 0% packet loss, time 85772ms
rtt min/avg/max/mdev = 0.200/1.322/3.650/0.683 ms

root@debian: /home/mohammadyagoob#
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PS C:\Users\Administrator> ping 20.0.0.2

Pinging 20.0.
Reply from 20.0.0.
Reply from 20.0.0.
Reply from 20.0.0.
Reply from 20.0.0.

Ping statistics for 20.0.0.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = ins, Maxinum = 7ms, Average = 2ms

Users\Administrator> |
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[nohanmadyagoob@debian:™$ ping -c 4 20.0.6.1

PING 20.0.0.1 (20.0.0.1) 56(84) butes of data.

64 butes from 20. icmp_seg=1 ttl=128 time=2.16 ms
¢ icmp_seq=2 ttl=128 time=0.474 ms
icmp_seq=3 tt
icmp_seq=4 tt

28 tine=0.407 ms

--- 20.0.0.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3035ms
It min/avg/max/miev = 0.407/0.922/2.157/0. 718 ms
Inohamnaduagnobadebian: s
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chamnadyagoobedebian: s ping -c 4 192.168.2.
'ING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

4 bytes from 192.168.2.1: icmp_sen=1 tt1=6¢ time=0.068 ms
4 bytes from 192.168.2.1: icmp_seq=2 ttl=6¢ time=0.032 ms
4 bytes from 192.168.2.1: icmp_seq=3 ttl=6¢ time=0.087 ms
4 bytes from 192.168.2.1: icmp_sen=4 ttl=64 time=0.042 ms

-- 192.168.2.1 ping statistics ---
 packets transmitted, 4 received, 6% packet loss, time 3054ms
t min/ave/max/mdev = .832/0.057/0.087/0.021 ns

ohanmadyagoobadebian: -3
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Pinging 20.0.0.2 with 32 bytes of data:

Reply from 20.0.0.2: bytes
Reply from 20.0.0.2: bytes
Reply from 20.0.0.2: bytes
Reply from 20.0.0.2: bytes

Ping statistics for 20.0.0.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-secon
Minimm = Oms, Maximum = 2ms, Average = ims

PS C:\Users\Administrator>
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PS C:\Users\Administrator> ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time<ims TTL-64

Ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 2ms, Average = Oms

PS C:\Users\Administrator>
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PS C:\Users\Administrators ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<ims TTL-128
Reply from 192.168.1.1: bytes=32 time<ims TTL-128
Reply from 192.168.1.1: bytes=32 time<ims TTL-128
Reply from 192.168.1.1: bytes=32 time<ims TTL-128

Ping statistics for 192.168.1.1:
Packets: Sent Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimum = Ons, Maximum = Oms, Average = Oms

PS C:\Users\Administrator> |
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PS C:\Users\Administrator> ping 20.0.0.2

Pinging 20.0.0.2 with 32 bytes of data:
Reply from 20.0.0.2:

Reply from 20.0.
Reply from 20.
Reply from 20.

Ping statistics for 20.0.0.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

PS C:\Users\Administrator> ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time=ims TTL-64
Reply from 192.168.2.1: bytes=32 time=ims TTL-64
Reply from 192.168.2.1: bytes=32 time<ins TTL-64
Reply from 192.168.2.1: bytes=32 time<ims TTL-64

Ping statistics for 192.168.2.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = lms, Average = Oms

PS C:\Users\Administrator> |
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B Administrator: Windows PowerShell ISE

e Edit View Debug Add-on:

Jal~ = a x

PS C:\Users\Administrator> nslookup webs.mohammadyagoob.acca
Server: Unknown

Rddress: i1

D ———

Address: 192.168.1.1

PS C:\Users\Administrator> nslookup 192.168.1.1

Server: Unknown
Address: ::1
Name:  s-dc.mohammadyagoob. acca

| Address: 192.168.1.1

PS C:\Users\Administrator>
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PS C:\Users\Administrator> nslookup 192.168.2.1
Unknown

Name: 1-cd.mohammadyaqoob. acca
Address: 192.168.2.1

PS C:\Users\Administrators
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PS C:\Users\Administrator> Set-Content -Path "C:\inetpub\webs\index.htm1" -Value "<html><body><hi>Welcome to Swansea Website</h1></body>

PS C:\Users\Administrator> Get-Content C:\inetpub\webs\index. html
<html><body><h1>Welcome to Swansea Website</hix</bodys</html>

PS C:\Users\Administrators Set-Content -Path "C:\inetpub\webs\index. htm1"

|
PS C:\Users\Administrators Get-Content -Path "C:\inetpub\webs\index. htm1"
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S C:\Users\Administrator> nslookup webs.mohammadyagoob. acca
Server:  UnKnown
\ddress: ::1

Name:  webs. mohammadyaqoob. acca
\ddress: 192.168.1.1

s C:\Users\Administrator>
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