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1. [bookmark: _GoBack]This report will document the work carried out to research Advanced Encryption Standards (AES), Secure Hash Algorithms (SHA), Data Encryption Standards (DES) and Rivest Shamir Adleman (RSA) Encryption standards. The report will outline the research and summarise the information. 
[bookmark: _Toc26296142]Research 

1. Encryption is used to secure data. It encrypts the data until the user decrypts the data using the secure password. This means the data will be unreadable until accessed correctly. There are different ways of encrypting data. Below will highlight some of the encryption methods available. 
1. AES is a symmetric encryption algorithm and is known as one of the most secure, as many software and hardware products use it. The data is encrypted one fixed size block at a time. This method is called block cipher. AES is compromised in- AES-128, AES-192 and AES-256. Depending on what key bit you choose, it will encrypt and decrypt in blocks of 128 bits, 192 or 256 bits. Depending on the key bit you choose will depend on how many rounds will be required for processing plaintext into cipher text. For example, AE-128 bits will require 10 rounds. To allow others to access the encrypted data they will have to be provided the key. The key should be shared in a secure way to minimize unauthorized users gaining access to it as it will allow them to decrypt the sensitive data [1]. 
1. SHA has two different versions of the algorithm SHA-1 and SHA-2 which are hash algorithms. A hash is described as a mathematical function which condenses data to a fixed size. An example of this is described on Hashedout. Using the hash algorithm of CRC32 “The Quick Brown Fox Jumps Over The Lazy Dog” is translated into the hash value of “07606bb6” [2]. There are different hashing algorithms available which suit different data requirements.  SHA-1 is made of 160-bit whereas SHA-2 is known as a family hash with the most popular size being 256-bit. A larger bit hash can provide more security especially for digital signatures which means SHA-2 can be considered as more secure than SHA-1. SHA-1 has been phased out due to making the industry transition to SHA-2 in 2015 [2]. SHA form part of the Secure Socket Layer (SSL) certificate. An SSL certificate provides a secure connection between the machines and devices. If a website has an SSL certificate it will turn the address from HTTP to HTTPS. 
1. DES is a block cipher with a key length of 56 bits and block size of 64 bits. It was developed to secure a standard to facilitate interconnectivity. Many tests have proven that DES is not suitable for use in important systems. Syncsort identified the tests carried out which played a role in deeming DES incapable due to code becoming decrypted. It was officially withdrawn in 2005 [3]. 
1. Additional to DES is the Triple Data Encryption Standard (3DES). It is like DES as it uses 56-bit keys. 3DES encrypts the data three times meaning your 56-bit keys become 168-bit keys. This method is also being phased out due to the time it takes to encrypt the data three times [1]. 
1. RSA uses a public and private key to share data over an insecure network. The public key allows anyone to access it, whereas the private key is confidential. To allow RSA cryptography to work the two keys are required. One encrypts the data and the other decrypts the data. The most common RSA keys are 1024 bits and 2048 bits. When longer key sizes are used this means it can be slower than other encryption methods [1]. 
1. 
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1. There are various encryption methods available. Depending on the requirements and data type will depend on the most suited encryption. The following encryption are not recommended. SHA-1, DES and 3DES.  SHA-1 has been phased out with SHA-2 becoming the industry standard. DES has been deemed incapable and withdrawn in 2015. 3DES is also being phased out due to the time required to encrypt the data. 
1. This allows comparisons between the following encryption methods. AES, SHA-2 and RSA. AES main strength is due to the option for key lengths to be chosen. This allows it to be suitable to more requirements and is considered a secure method [3]. When using SHA-2 it forms part of the SSL certificate which provides secure connections and is displayed through a website as HTTPS. The ‘S’ is confirming the secure network. Hashing is used to encrypt the sensitive data. RSA requires two keys for the decryption of data. One is used to encrypt the data whereas the other decrypts. This can improve the quality of encryption due to the two key check but is limited if larger size data is required for encryption. 
1. Using an established encryption method where it’s been proven and able to restrict attacks is important. There is continuous development and testing on encryption algorithms to secure data in different ways. Depending on the size of data, user requirements and encryption processes in place will depend what encryption method is best for the user. This report has only researched some of the encryption methods available. 
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