Lecturer 8 Activity

[image: Graphical user interface

Description automatically generated]


Solutions

[image: ]

Activity 2
[image: ]


Solution
[image: Graphical user interface, application

Description automatically generated]

Activity
[image: Graphical user interface, text, application

Description automatically generated]

Solution
[image: ]

Activity

[image: ]

Solution
[image: ]
image6.png
E] Absa | Personal Banking X | U Course: Cybersecurity Essentials = X #ls Cybersecurity Essentials X + v - X

&< C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#7.2.3.4 e * * &

22 Apps ™M Gmail @ YouTube B¥ Maps .= Sign in to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int.. & Database Search Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

|
N2

o

avie)

YA s 3 D

-+IQ
OV

T

=]

Nt e bl exner vulnerability to a

Term Description
countermeasure or control.

They provide early warning and can be used to trace the trail of an attacker. Most cyber attacks
Protect Logs & Alerts will target these items to hide their tracks.
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The network and user services running on a server are common vulnerabilities because they can
provide means to access or disrupt the availability of the server.

Secure Ports and
Services
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These controls guard against outages from electrical spikes, surges, brown outs, or blackouts.
Power Protections

As the number and size of servers grows, remote observation of the fans, CPUs, and power
Hardware Monitoring supplies is even more important to the proper operation and health of the servers.

g
.

The environment condition in a server room including temperature, humidity, airflow, and air
Maintain HVAC filtering can pose a threat to servers.
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These accounts have the credentials to gain access to systems and provide elevated, unrestricted
Privilege Accounts access.

An administrator can configure Active Directory with Domains on a Windows Server. Rules can be
Group Policies created to enforce the organization information security policies.
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Technicians may use vulnerable access methods such as Remote Desktop, Remote Assistance,
Secure Remote Access | and Telnet to repair, maintain, and upgrade computers.

b s i Py

Tt

-t
=T

Dy
) 2

®®O®

—

U f g & 3 7 50 1 _ o
®0EeE O Y B pcied
d o T 4 t L R 3 ! 7

Recent : Course 1 Select
u Pages Bookmarks Index Languages ; Background Help

b T b L
S5

DS e~

e
=

5





image7.png
E] Absa | Personal Banking X Course: Cybersecurity Essentials = X @i Cybersecurity Essentials X + v - X
& C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#7.3.2.5 L * R a

£ Apps ™M Gmail @B YouTube B¥ Maps .= Sign in to Outlook m Welcome - UWTSD... ' Log in to the portal /x4 Staff » Hub Halifax UK | Signint.. & Database Search Reading list

v]0at]1. Networking

Cybersecurity Essentials , | C1Sco’ Academy

T

=

[thedk ls4ch @suntermeasure used Secure
for the network devices listed. Many Network Devices Physm:-al WPA2 Remote Port ) Updates
of the countermeasures are used Security Locks Access SSH  Security & Patches

U SN S R

more than once. Switches

o o L L‘_’:,

Routers

Firewalls

Wireless Mobile Devices

VolP

Cameras

%
?
|
|
|

R = R~ e

et U (D D e D T T T s et (D

—_—

<

e 0 Lo B R S cH I n e s R RIS o ey 16 (o BRNEN & Lo VSR o BRNAN 4 1o e (o BN SN o)

YA S Ot
w

— N
=

L5 T SN

=P TR D L riespil
LT Ol

4

i = NS O .

g
—

ac

10JORE,

Recent Course Select
Pages Bookmarks Index Languages | Background Help

ll

Hit ¢

rr




image8.png
E] Absa | Personal Banking X Course: Cybersecurity Essentials = X @i Cybersecurity Essentials X + v - X

& C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#7.3.2.5 L * R a

£ Apps ™M Gmail @B YouTube B¥ Maps .= Sign in to Outlook m Welcome - UWTSD... , Log in to the portal /x4 Staff » Hub Halifax UK | Signint.. & Database Search Reading list

v]0at]1. Networking

Cybersecurity Essentials ‘ C1Sco’ Academy

|
N/

St

LI

U SN S R

[shedk lWach Csuttermeasure used Secure

for the network devices listed. Many Physical Remote Port Updates

Network Devices i i
of the countermeasures are used Security Locks WPA2 Access SSH Security & Patches

more than once. Switches O o
Routers o
Firewalls o

Wireless Mobile Devices o

=

ST - PR Tl SR T_‘:.

O sl S mae T S e S S S S S B S O

Y

VolP

T

Cameras

&
44
L34
A
>
LN
4
£
_)
N
PN

R R s B S e e ™ T S m

—_—

R 1° Bt SR T e RT3 BISS o ey o6 (o RIS s Lo SRS 0 BN + ok (o SRR Y g0)

LT

R S

o — Gt e 7T ) T R e - OOy et Qe (Y

wn=
—_——r

- B PO Lo reapal

S e LS

i = NS O .

By <

Select

Course L 1
FNuagesiy Background

Recent Bookmarks
Index

Pages





image1.png
Course: Cybersecurity Essentials = X @i Cybersecurity Essentials X + v - X

& C' @& contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#7.1.2.4 L * RN :

£ Apps ™M Gmail @B YouTube B¥ Maps .= Sign in to Outlook m Welcome - UWTSD... , Log in to the portal /x4 Staff » Hub Halifax UK | Signint.. & Database Search Reading list

v]0at]1. Networking
CISCO Academy

|
N

= -

SuefentETERd TR Wireless Security ) o Mutual o
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check off the appropriate Wi-Fi Security

The Wi-Fi security standard that required mandatory use of AES encryption algorithms.
standards fields.

This countermeasure was developed to fend off the problems posed by rogue access
points.
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One of the first Wi-Fi security standards for authentication and encryption.

A type of Wi-Fi security countermeasure that included message integrity checks (MIC).

A type of Wi-Fi security countermeasure that suffered from numerous security
weaknesses.

A type of Wi-Fi security countermeasure that requires two-way authentication in which
both entities in a communications link authenticate to each other.
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A type of Wi-Fi security countermeasure that included message integrity checks (MIC).
A type of Wi-Fi security countermeasure that suffered from numerous security
weaknesses.

A type of Wi-Fi security countermeasure that requires two-way authentication in which
both entities in a communications link authenticate to each other.
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Description

These devices use satellites and computers to determine the location of a device.

Used to restrict the content that a user can access using a web browser over the Internet.

These small transmitters use very little power and can automate asset inventory.

Used to restore a system back to a default state.

Makes a duplicate of data for restoration.

Simple physical devices used to secure laptops and mobile devices.

Used to transform data using a complicated algorithm to make it unreadable.

Used to logout users after a period of inactivity or idle time.
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These devices use satellites and computers to determine the location of a device.
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These small transmitters use very little power and can automate asset inventory.
RFID Tags

Used to restore a system back to a default state.
Deep Freeze

Makes a duplicate of data for restoration.
Backups

Cables & Locks Simple physical devices used to secure laptops and mobile devices.

; . Used to transform data using a complicated algorithm to make it unreadable.
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. Used to logout users after a period of inactivity or idle time.
Logout Timers
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Used to restrict the content that a user can access using a web browser over the Internet.
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- Hardening Servers

Nt e bl exner vulnerability to a

Description
countermeasure or control.

They provide early warning and can be used to trace the trail of an attacker. Most cyber attacks
will target these items to hide their tracks.
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The network and user services running on a server are common vulnerabilities because they can
provide means to access or disrupt the availability of the server.
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Seate oS Al These controls guard against outages from electrical spikes, surges, brown outs, or blackouts.

Maintain HVAC .
Services
As the number and size of servers grows, remote observation of the fans, CPUs, and power

supplies is even more important to the proper operation and health of the servers.

Protect Logs & Alerts Power Protections

The environment condition in a server room including temperature, humidity, airflow, and air
filtering can pose a threat to servers.

5.4
—

é
é
l

Group Policies Privilege Accounts

These accounts have the credentials to gain access to systems and provide elevated, unrestricted
access.

Secure Remote Access Hardware Monitoring

An administrator can configure Active Directory with Domains on a Windows Server. Rules can be
created to enforce the organization information security policies.
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Technicians may use vulnerable access methods such as Remote Desktop, Remote Assistance,
and Telnet to repair, maintain, and upgrade computers.
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