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i.Worksheet 1
1. A). State the benefits of using Type 2 Hypervisor Virtualisation software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network?
Some of the benefits of using Type 2 hypervisor visualisation include. It is easy to manage, as added software for virtual machine management on the type-2 hypervisors is not necessary (Bigelow, 2019). 
· It is possible to use them to test new software in new environments or research projects.
Strength and weakness of the VirtualBox platform are -
Strength -
· It is cost-efficient 
· It works for different operating systems and their various versions.
· It is possible to modify virtual machines for testing within short periods.

· It protects from malicious attacks over the internet via NAT.
· It runs a variety of operating systems and versions of operating systems.
Weakness - 
· These machines pale in comparison to real machines due to the indirect method they use to access hardware. Usability is slower when using software on the host operating system as resources have to be culled from the host hardware.
· Performance might not be up to par when various V.M.s utilise one host and the host in question does not have adequate power.

B). Explain with the use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.
Forest - Forest consists of a singular or numerous trees that are similar in configuration, logical structure, directory schema, directory configuration, and G.C.  A minimum forest is found on a domain network (COOPER, 2019).
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Figure 1 - Tree, Forest, Patent and Child illustration
Tree - This houses one or numerous domains, linked via a transitive two-way trust. Tree domains are similar to their contiguous namespace and schema. An instance of the Tree contiguous namespace is test.com > sub1.test.com > sub2.sub1.test.com.

 
Parent Domain – It is the domain in a tree where the DNS name forms based on subdomains.
Child Domain – Child domains are new domains installed to current trees. 

C). Investigate and document the main roles and responsibilities of an Active Directory Domain Controller
Main roles and responsibilities of an Active Directory Domain Controller are:  
· Kerberos Key Distribution Center (KDC): This authenticates and encodes the  Kerberos tickets used for verification by AD DS.
· NetLogon: is a service for authenticating communication.
· Windows Time (W32time): is useful for keeping all computer times in sync
· Intersite Messaging (IsmServ): D.C.s utilise this for communication that allows site routing and duplication (Panek, Rice, McMiller and Stokes, 2015). 

D). What actions could we take in the event of a Domain Controller becoming unavailable?
If a Domain Controller becomes unavailable, the authentication service looks for alternate Domain controllers  (Al-Hamami and Waleed al-Saadoon, 2014). It searches for the Va.conf file and random in site/out site domain controllers. 

       ii. Worksheet 2
2. A). Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.
The requirements are as follows :
· Use a minimum password length of 14
· The password must consist of lowercase letters, uppercase letters, numeric letters (0-9), and Non-alphanumeric characters: ~!@#$%^&* ( Microsoft, 2017).
B). State the advantages and disadvantages of using Groups in Active Directory.
The main advantages are:
· Using groups, it is easy to collect accounts and other group information. 

· It provides security groups and distribution groups.
· It makes incorporate policy among all the computers or users under the same group (Minasi, 2010).
.
Disadvantages are:
· It can be OS-dependent. GPO works with the Windows system only.
· It doesn’t support cross-platform without third-party tools.



iii. Worksheet 3
3. A). Discuss the two different types of permissions in use within windows network environments.  
The two permissions are share permissions and NTFS permissions.
NTFS means New Technology File System used by the Windows NT operating system. It is used on the Server and Workstation O.S. which are highly portable. 

· Share permissions allow users to oversee permissions for accessing folders shared via network. This permission does not apply to local users. 
B). Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems
The benefits of NTFS system are (Wempen, 2014):
For the full control permission, users can modify, delete files and directories and alter permissions for files and directories. s
· For the modified setting, users are the ability to view and modify files and properties, but they do not have the same power as full control. Users can also add or delete files from a directory.

· The read and execute option allows users to read and run executable files.
· The read permissions only allow users to view files, directories, and properties.
· The write is similar to the read; users can only write or add files to a directory.

C).  Identify the main benefits of using groups in an Active Directory domain.
The main benefits are -
· It is compatible with the deployment functions of the Installation wizard.
· It provides convenience when adding custom files via the deployment functionality of the Installation wizard.
· It provides convenience in implementation.

 D). Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources.  
The benefits of Group Policy are (Minasi, 2010):
· Easy to manage - With a group policy, it is easy to manage all the user, and it is possible to apply custom policies and rules for all users.
· Better administration – Group policies make it easier for the system admin to manage or update groups, user and software.
· Enforcing password – It is possible to create a common password policy for the users using group policy.

· Folder redirections:
The benefits of Organisational Units are:
Manage objects efficiently – It helps you manage objects efficiently.
· Deploy GPO – OBU helps to deploy any GPO settings.


iv. Worksheet 4
4.A).  State some principal advantages of using the DHCP service in network infrastructures.
The advantages are: 
· It provides reliability via I.P. address configuration by reducing configuration errors seen by manual I.P. address configuration.

· Network administration is reduced as DCHP adds features like centralised and automated TCP/IP configuration and consistent updates on I.P. address changes for clients amongst others.


B).  With the aid of diagrams, explain the 4 stage process involved with assigning DHCP Clients with I.P. addresses. You should describe the stages that both client and server enter, and the processes involved.

There are four steps in this process:
DHCPDISCOVER: This discovers the DHCP server on the local network from DHCP client to the DHCP server.
1. DHCPOFFER: This provides the I.P. Parameters from the DHCP Server to the DHCP Client.
2. DHCPREQUEST: This function allows the request for I.P. Parameters from DHCP Client to DHCP Server.

3. DHCPACK: This provides validation for using the offered I.P. parameters from the DHCP server to the DHCP Client.
C).  What are some of the potential threats/dangers that could occur when using a DHCP  service?
Some of the dangers are:
· They are encountering unauthorised DHCP servers. Hackers can implement a “rogue” DHCP to intercept clients and provide bogus information to them.
· They were encountering unauthorised DHCP clients. A faux client that pretends to be a legit DHCP client is initiated to gain configuration for an original client to attack the network.


v. Worksheet 5

5.Q1)  Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?
The first step for resolving DNS client requests in a Recursive DNS Query is to apply for name resolve by running a Query through the DNS Server for name resolution. The reply sent back could be an error message or an answer. For this particular query, when the DNS server does not have an answer to the query, it liaises with other DNS servers to get an answer for the DNS server (Kocis, 2002).
In Iterative DNS Query, the answer for the name resolution query by the DNS server is usually the optimal one. If the answer is not available, this server communicates with a DNS server on a lower level and is then delegated as a head for the DNS namespace for the query. This allows the DNS client to refer to the lower DNS server as a reference until the query is resolved.

Q2)  Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)?
Root hints are kept in any DNS server. This DNS data delivers primary resource records. It is used to locate other DNS servers.  It points to higher DNS servers in the DNS hierarchy. The significance of root hints is the usage to configure authoritative servers to the non-root zones (Kocis, 2002).
Q3)  We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:
      (1). What is the exact FQDN for this host?

The exact FQDN for this host is: 
Server1.subconta.nwtraders.msft 
      (2).  Illustrate how the Domain Name System breaks up this FQDN into Host and  Domain Namespace.
It breaks up in the following way:
[Host name].[Domain].[TLD].[Root]
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Figure 2 - FDQN
Q4)  Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains.  What important factors/characteristics do we need to be aware of?
A zone file includes resources like I.P. addresses and mappings that are documented as resource records (R.R.).

DNS Zone Types:
The zone file types are (Cole, 2013): 
· A DNS Master File which confidently defines a zone
· A DNS Cache File which provides a copy of the authoritative DNS zone
DNS Zone Records:
A record contains the following fields – Name-ttl-record class-record type-record data.

Here all the fields identify the following:
· The name identifies the DNS record.

· TTL (time to live) depicts the period for keeping the record in the DNS client’s local cache. 
· Record class depicts IN (Internet namespace).
· Record type depicts the DNS record type.
· Record data contains some information elements based on the record type.
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