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Case: Rich
Daley

Case Number: 123

Number of data 1

sources in case:

Examiner: Troy
Simpson

Image Information:

Copy disk.E01

Timezone: Europe/London
Path: C:\Users\maeva\Documents\Computer Forensics\Copy disk.E01

Path: C:\Users\maeva\Documents\Computer Forensics\Copy disk.E02

Software Information:

Autopsy Version: 4.22.0
Android Analyzer Module: 4.22.0
Android Analyzer (aLEAPP) Module: 4.22.0
Central Repository Module: 4.22.0
DJI Drone Analyzer Module: 4.22.0
Data Source Integrity Module: 4.22.0
Email Parser Module: 4.22.0
Embedded File Extractor Module: 4.22.0
Encryption Detection Module: 4.22.0
Extension Mismatch Detector Module:  4.22.0
File Type Identification Module: 4.22.0
GPX Parser Module: 1.2

Hash Lookup Module: 4.22.0
Interesting Files ldentifier Module: 4.22.0
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Report Navigation

Case Summary

Accounts: Email (8)

E-Mail Messages (24)

EXIF Metadata (2)
Encryption Detected (3)
Extension Mismatch Detected (4)
Keyword Hits (63)
Metadata (111)

Tagged Files (0)

Tagged Images (0)

Tagged Results (0)

User Content Suspected (2)

Web Downloads (47)
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Accounts: Email

Review Status ID Tags
Undecided mail-noreply@google.com
Undecided mail-noreply@google.com
Undecided martinsmith61725@gmail.com
Undecided martinsmith61725@gmail.com
Undecided nizamleo9@gmail.com
Undecided nizamleo9@gmail.com
Undecided smith61725@gmail.com
Undecided smith61725@gmail.com
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E-Mail Messages

E-Mail To

smith
smith
smith
smith
smith
smith
smith
smith
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com
smith61725@gmail.com

4@

Autopsy Full Report

E-Mail From

Microsoft Outlook <martinsmith61725@gmail.com>
Microsoft Outlook <martinsmith61725@gmail.com>
Microsoft Outlook <martinsmith61725@gmail.com>
Microsoft Outlook <martinsmith61725@gmail.com>
Microsoft Outlook <martinsmith61725@gmail.com>
Microsoft Outlook <martinsmith61725@gmail.com>
Gmail Team <mail-noreply@google.com>

Gmail Team <mail-noreply@google.com>

Gmail Team <mail-noreply@google.com>

Gmail Team <mail-noreply@google.com>

Gmail Team <mail-noreply@google.com>

Gmail Team <mail-noreply@google.com>

Gmail Team <mail-noreply@google.com>

Gmail Team <mail-noreply@google.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

nizam leo9 <nizamleo9@gmail.com>

Subject
Microsoft Outlook Test Message 2011~

Microsoft Outlook Test Message 2011~
Microsoft Outlook Test Message 2011~
Microsoft Outlook Test Message = 2011~
Microsoft Outlook Test Message 2011~
Microsoft Outlook Test Message 2011~
Get Gmail on your mobile phone 2011~
Get Gmail on your mobile phone 2011~
Get Gmail on your mobile phone 2011~
Get Gmail on your mobile phone 2011~
Import your contacts and old email 2011~
Import your contacts and old email 2011~
Import your contacts and old email 2011~

Import your contacts and old email 2011~

Hi 2011~
Hi 2011~
Hi 2011~
Hi 2011~
Hi 2011~
Hi 2011+
hi 2011+
hi 2011+
hi 2011+
hi 2011~

4
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EXIF Metadata

Date Taken Device Manufacturer Device Model Latitude Longitude
2016-06-16 06:44:43 BST Canon Canon EOS 50D

2017-03-27 17:11:27 BST

4 GE— >
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Encryption Detected

Name Comment Source File T

Password protection detected. /img_Copy disk.E01/Other Files/Compressed_files.rar
Password protection detected. /img_Copy disk.E0Q1/Other Files/Confidential.pdf
Password protection detected. /img_Copy disk.E0Q1/Other Files/Expense sheet.xlsx
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Extension Mismatch Detected

File Extension MIME Type
MultiplePages-Fixed.pdf  pdf application/x-msoffice /img_Copy disk.E01/Other Files/MultiplePages
tcp-wireshark-file1.trace  trace image/jpeg /img_Copy disk.E01/Other Files/Wireshark Sa
tcp-wireshark-file1.trace  trace image/jpeg /img_Copy disk.E01/Other Files/Wireshark Sa
v1_0_lronManRigged.max max /img_Copy disk.E01/Songs/Best of 2017 - Sor
4 G b
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Metadata

>

Date Created Date Modified Description
1 SIDED LOVE - SongsLover.com

61X9INE - www.SongsLover.club

All da Smoke - www.SongsLover.club

BURNT AF - SongsLover.com

Bad At Love - www.SongsLover.club

Baptize Me - SongsLover.com

Believer - www.SongsLover.club

Butterfly Effect - www.SongsLover.club
CHANGES - SongsLover.com

Candy Paint - www.SongsLover.club

Chained To The Rhythm - www.SongsLover.club
DEAD BALLOONS - SongsLover.com

DEAD TO ME - SongsLover.com

DOWN - SongsLover.com

DRUG DEALER - SongsLover.com

Dangerous - www.mp3fundoo.com

Dangerous - www.mp3fundoo.com

Devil In Your Eye - SongsLover.com

Do Re mi - www.SongsLover.club

Dusk Till Dawn (feat. Sia) - www.SongsLover.club
Fake Love - www.SongsLover.club

Fix a Drink - www.SongsLover.club

Friends (feat. Bloodpop) - www.SongsLover.club
From the Grave - SongsLover.com

Fuck Love (feat. Trippie Redd) - www.SongsLover.club
Glorious (feat. Skylar Grey) - www.SongsLover.club
Greatest Love Story - www.SongsLover.club
HATE MY GUTS - SongsLover.com
HEARTBROKEN - SongsLover.com

HIGH1X - SongsLover.com

HUMBLE. - www.SongsLover.club

Hollow Crown - SongsLover.com

| Could Use A Love Song - www.SongsLover.club
| Get the Bag (feat. Migos) - www.SongsLover.club
ITS ALL GONNA BURN - SongsLover.com

[l Name the Dogs - www.SongsLover.club

It Aint Me - www.SongsLover.club v
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Tagged Files

Tag File Comment User Name Modified Time Changed Time Accessed Time Created Time Size (Bytes) Hash
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Tagged Images

Contains thumbnails of images that are associated with tagged files and results.
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Tagged Results

Result Type Tag Comment Source File User Name
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User Content Suspected

Comment Source File T:

EXIF metadata data exists for this file. /img_Copy disk.E01/images/Sunset-pexels-photo-132037_BLOG.jpg
EXIF metadata data exists for this file. /img_Copy disk.E01/images/youtube-inappropriate-cartoons.jpg

4 G >
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Web Downloads -
Destination

/Other Files/Expense sheet.xlsx https://ec
/Other Files/Perso/CMMC_Proprietary_Ul_Module_Final.ma
/Other Files/Perso/For_Apple_iPhone17_Flip_Leaked_Concept - Copie (2).ma
/Other Files/Tutorial.pptx https://ec
/Other Files/Wireshark Sample Capture Files/General Unsorted/Gearman Protocol packets/MSN_CAP.xIsx https://e
/Other Files/Wireshark Sample Capture Files/General Unsorted/MSN_CAP.xIsx https://e
/Other Files/Word_Doc.docx https://e
/Other Files/Word_Doc1.docx https://e
/Outlook Files/Email Headers.docx https://ec
/Songs/Best of 2017 - SongsLover - Part 2.zip https://m
/Songs/Best of 2017 - SongsLover - Part 3.zip https://m
/Songs/Various Artists - For the Throne (Music Inspired by the HB - (SongsLover.com).zip https://m
/Songs/blackbear - ANONYMOUS - (SongsLover.com).zip https://m
/images/1(2).jpg http://ww
/images/1200px-Olympic_rings_without_rims.svg.png https://uj
/images/1200px-Peace_sign.svg.png https://uj
/images/1200px-yin_yang-svg.png https://m
/images/1f5dc196213fbcd85801d35ac2dfcdes.gif https://i.t
/images/250px-Raelian_symbol.svg.png https://uj
/images/3-2-cartoon-free-png-image-thumb.png https:/iw
/images/31154266_400x400.jpg https://in
/images/520px-Biohazard_symbol_(blue).svg.png https://uj
/images/8fb16268171047d65e4600e544ffcbd6.jpg https://i.;
/images/BTarpnxpc.jpg http://clip
/images/Fan-oven.png https://st
/images/Friends2.jpg https://m
/images/Kitty.jpg https://m
/images/Pagan-Symbols-and-Their-Meanings-Pentagram.png http://my
/images/Sunset-pexels-photo-132037_BLOG.jpg https:/iw
/images/awen.gif https://i0
/images/cartoon-article.jpg https://w
/images/cartoon-hd-poster-art-pncal19975-bpncal19975-large-original-imaehwt3p7fjhn7d.jpeg https://r.
/images/da2b622eccOb84375187d770184bc450.jpg https://i.;
/images/ece437a85ccdb60e0d6d3adce3597e31.jpg https://i.t
/images/garry-norris-main-beach-sunrise.jpg https://cc
/images/giphy_s.gif https://m
/images/images (1).jpg https://e1 @
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