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[bookmark: _Toc8337790]Abstract	Comment by Carlene Campbell: Conclusion should sum up the entire report and make relevant receommendations for the future.This section requires more work.  You could use diagrams as well to improve your work and discussions.Spelling mistake
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.

IoT is a trend that is conquering the physical and virtual environment around us. The needs. The need and tendency of human to ease and improve life pushed IoT towards development. Pushed by human needs and the fact that IoT technology became cheaper and more available. The fast development of technology helped at Smart City creation and development. Designed at the request of the humans living in urban area, the smart city’s goal is to tackle the issues generated by the fast demographic movement of humans towards urban habitats. The unification of latest technologies like IoT, RFID, Big Data, Cloud Computing and many others, enabled creation of Smart City. Merging from this technologies, Smart city inherited their vulnerabilities and on top of that gain others as well.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
Some vulnerabilities and security issues are approached in this report.

1) [bookmark: _Toc8337791]From Internet of Things to Smart City	Comment by Carlene Campbell: 
This section is basic explanation no analysis discussions.

Internet of Things was mentioned first time in 1998[1].It refers to connecting endpoint devices and physical objects and enable them to share information between them [2], with the help of Internet [1] [3]. The rapid development of technology and the fact that it became available at lower price [3]enables the involvement of IoT in many applications like smart cities, smart buildings, smart homes, healthcare, transportation, public safety and many othe, application that improve human’s life on earth[1][2]. The biggest improvements that IoT brings in these applications are resource utilization efficiently, minimize the human effort and saving time [1]. 	Comment by Carlene Campbell: 


[bookmark: _Toc8337792]1.1 Project structure

· Chapter 1 present and describes IoT and Smart Cities
· Chapter 2 presents vulnerabilities and security issues in IoT
· Chapter 3 presents vulnerabilities and security issues in Smart City
· Chapter 4 presents a lab analysis of a encrypting tool
· Chapter 5 present security implementation against possible attacks in a smart campus.
· Chapter 6 presents the conclusion of this report.

[bookmark: _Toc8337793]1.2 IOT

IoT is a modern and improved Wireless Sensor Network (WSN)[2].
Functional architecture of IoT has 3 layers: Sensors and Actuators layer, Network layer and applications layer[1] 

[bookmark: _Toc8337794]1.2.1 Sensors and Actuators

Sensors are considered as the first component of IoT.  These components monitor and extracts the information from the environment. Sensors can monitor temperature, humidity, lights, electricity and gas use, intruders, traffic jams, car accidents. The information the sensors extract can be used, to make decisions, by other devices or by humans[2]. Actuators are devices that interact with the physical environment (turning the light on or off, closing or opening a gat4e, controlling the fan or a water or gas pipe) [2].


[bookmark: _Toc8337795]1.2.2 Network

The network component contains wired and wireless communication technologies. Some of the used technologies for network are Bluetooth, ZigBee, Wi-Fi, RFID, GPS, SigFox, LoRaWAN and others [3][2].

[bookmark: _Toc8337796]1.2.3 Applications

Applications receive the data transmitted by the sensors, using the network, and use it to present new options or services to the user. The user’s decision is passed on to the actuators by the network.
The progress of technology enabled IoT to support new business fields increasing the capability of the applications but with this increase, comes more security and privacy problems[4]. The lack of security features and trust between devices makes IoT vulnerable to attacks [2]. 





[bookmark: _Toc8337797]1.3 Smart City


A century ago, 20% of the  population lived in cities[5] while in present time more than 54% of the human population lives in the city area and is estimated that by 2050 the percentage of human population living in the cities will rise above 66% [6].
Smart City is an example of how IoT is improving human’s life. With the people moving fast towards city habitats, the classical city issues are amplified, and the need of new solutions helped at technology development. This is how smart cities were born, from the need of humans for better life, an example of seeking improvements, is China that has more than 200 smart cities [7].  
Smart city design is formed out of 4 layers: sensing layer, information gathering layer, data processing layer and application layer [6].
1) Sensing layer contain devices that collect data from the physical environment. These devices can be sensors, actuators, cameras
2) Information gathering layer transmits, the information gathered by the sensing layer, to the devices that has the role to store the information. For that, this layer uses secured wired and wireless communication.
3) Information processing layer process the gathered information and forward it to application layer. At this stage there are used processing techniques like real time processing and batch processing.
4) Application layer is one of most important layers of smart city. This layer has the role of exchanging information between users and applications. 

Some of the most important Smart cities applications are smart energy, smart building, smart mobility, smart infrastructure, smart governance, smart education, smart health-care, smart citizen and smart traffic [6][8][7][2][9].
1) The role of smart energy is to control in an efficient manner the energy and resource use and increase the usage of renewable-energy sources. It is one of the most important application of smart city and it is responsible for improving the living environment for the citizens of smart cities.
2) Smart building uses sensors, monitors and controllers to generate data about the internal environment which is collected and analyzed in real-time mode and used to optimize the internal environment of the building for the people in that building.
3) Smart mobility improves the different types of human or goods transportation in the city providing increased safety, speed and reliability [7]. 
4) Smart infrastructure covers the communication systems that allow the other applications to communicate between them.
5) Smart governance connects public organizations, private organizations, civil organizations and national organizations[6] with the help of information technology (IT). Smart governance also enables citizens to participate in public decisions and planning. It is allowing them to utilize governmental services online as well [7].
6) Smart education helps shaping the new generation of citizens that with the proper knowledge gained through education, will bring improvements to the smart city and its environment aiming to improve people’s life. Some example of smart education are the new forms of learning like virtual, online and e-learning[6]
7) Smart health-care is a new concept that aims to create a healthier society, lower the costs of health-care by improving the detection-prevention stage and to enable research progress with the help of new technologies.
8) Smart citizens are a basic requirement of smart city. With the help of smart citizens smart solutions are applied, new products and services are generated, information is shared, and decisions are made.
9) Smart traffic is a concept designed to solve traffic issue as it is one of the biggest issues of the cities. With the increase number of vehicles and increase number of city habitants, congestion is an issue that can affect citizens life. Smart traffic uses the information gathered from sensors, mobile devices, license plate readers and CCTV cameras to inform the citizens about the changes in the traffic, to respond dynamically to accidents or bad weather conditions and to modify the urban planning with the goal of decreasing the traffic.
With all the new technologies available in smart cities, new threats appeared, threats that threaten data confidentiality, integrity, accessibility, protection and privacy[10]


2) [bookmark: _Toc8337798]IoT security


IoT users should be made aware that all devices, being connected to the internet, is vulnerable to malicious attacks of users that can take advantages of the software vulnerabilities [8]. The increase of IoT security will prevent data stealing, privacy violation or system malfunctioning which could put human lives at risk [8].
IoT have security issues related to all its components, components like sensors, actuators, mobile networks and Internet, insecure web interface, weak authentication and authorization, lack of encryption, insecure cloud interface, and insecure mobile interface and privacy issues[2][8]. Attackers are usually looking to get financial gain disturbing the life and comfort of IoT users [2]. They also affect the reliability of the IoT service and manufacturer [2].
Most of the attacks are targeting endpoint devices and their weaknesses (ports left open or weak passwords) [2]. 
Security issues can be prevented by enforcing by enforcing manufacturers to implement better security in the design of the IoT devices [8]. Even achieving that, human actions can decrease the security of IoT devices when configuring these [8].
Sensors and actuators layer attacks [1]:

· Node capture attack.
In node capture attack, the attacker can physically alter the hardware of the IoT node or he can swap the node with one of his own node, to take control of it[3]. In this way he can collect information like communication key, radio key, matching key, etc. The attacker can also copy programing information from the existing node to the replacement node which will act as the replaced node and connects to the IoT network or system. To defend against node capture attack, there are required schemes that would notice and observe malicious nodes.
· Malicious code injection attacks.
Malicious code injection attack take place when the attacker takes control of an IoT node or device, injecting malicious code in its memory. The injected code can execute specific functions and can allow access or even full control of the IoT system, to the attacker.
To protect against malicious code injection attacks, authentication schemes must be implemented into the IoT programming code.
· False data injection attacks.
After capturing an IoT node or device, the attacker can replace the normal data of the captured node or device with false data. The false data will be forwarded to IoT applications which can reply with invalid feedback command or they can provide wrong services which might affect the effectiveness of IoT applications.
To protect against false data injection attacks, implementation of false data filtering techniques need to be implemented in the design of IoT devices.


Network layer attacks [1]:
· DoS attacks [11].
In DoS attacks, the attacker floods the network with large amount of traffic or attacks network protocols. With this attack the IoT system becomes unavailable due to resource consumption.
· Spoofing attacks.
In spoofing attacks, the attacker achieve full access to the IoT system and transmit malicious data into the system.
· Man in the middle attack [11][9].
In this attack, the attacker uses a device, controlled by him, to steal identify information of IoT devices. Attacker’s device is virtually placed between 2 IoT devices and using the stolen identify information, acts, to one of the IoT device as the other device. He intermediates communication between the devices and in the same time it is monitoring, tampering, eavesdropping and controlling it. With this attack, the integrity, confidentiality and privacy of the data is affected.
This attack can be prevented if secure communication protocols are used. 
· Sybil attack.
In Sybil attacks, the attacker uses a device called Sybil device to impersonate IoT devices. Sybil device can act as many other IoT devices which would alow him to pe accepted as being part of the system. All the data will go through the Sybil device which can also initiate attacks like DoS and jamming. 

Application layer attacks [1]:
· Phishing attack.
In phishing attacks, attacker uses infected emails and phishing websites to obtain user’s identification and passwords. The attacker can also collect with this method bank account information.
· Malicious virus/worm.
The attacker can contaminate the IoT applications with malicious self-propagation viruses/worms. In this way, the attacker can obtain or corrupt personal information.
· Malicious scripts.
In this attack, the attacker can either insert in software, change in software or delete from software with the purpose of damaging system functions of IoT. Malicious scripts can be used to access confidential information or to shut down an IoT system.

3) [bookmark: _Toc8337799]Smart City security

The data collected from all its devices enables smart city to take decisions on its citizens and on the environment of the city, this ability increase the possible losses in case of successful attacks and not only[8]. 
Some of the attacks in smart cities are denial-of-service, eavesdropping, Structured Query Language (SQL) injection, session hijacking, and brute force attack[6].
Privacy can be affected as well by the vulnerability of surveillance systems and GPS which collect highs sensitive data that can be used by attackers. Other attacks that affect the privacy of people are side channel attack and cold boot attack[6]. In [10] a four-layer analysis of data vulnerabilities in smart cities is presented. The four layers extracted from smart city are: Smart Things, Smart Spaces, Smart Infrastructure and Smart Citizens. 

1) Smart Things contain embedded systems (smart phones, smart TVs, tablets, printers,  medical devices, surveillance cameras and others), sensors( humidity, temperature, pollution, traffic, criminality rates, waste management, electricity and gas consumption, water consumption and many others) and usual things like appliances, books, doors, keys or watches. All these things enable the detection of physical environment of the smart city. These objects transmit, process and react to various information received from physical environment but lack proper protection. The lack of proper security and protection is determined by the limited hardware (computational power is low, energy and memory constrained, low physical resistance), software limitation (constant development of software makes it dependent to security patches) and network necessities (mobility, scalability, multi-protocol networking, dynamic topology). Smart things designers, at the cost of more vulnerabilities and lower security, tend to improve other aspects of the products, like performance, size, energy consumption. Information gathered by these devices are the core of smart cities. Smart phones store a lot of personal information like messages, photos, bank account information, contacts. Smart phones have a lot of other sensing technologies like gyroscope sensor, accelerometer sensor, gesture sensor, proximity sensor, barometer and many other sensors that can provide location, movements and other details of the user. All this information can affect the privacy of the users and are vulnerable. Usage of public network or leaving items unattended are examples of vulnerabilities that can be used by attackers.
2) Smart spaces are a group of smart things that are interconnected with powerful computers and devices that manage them. Together they form an ecosystem that can control a physical environment and can control people’s action. Some examples of smart places are buildings, smart cars and smart streets. Smart spaces use the collected that to improve our life. Smart buildings are gathering information about the environment and about its habitants. Cars can be considered members of smart cities as they interact with each other, with passengers and with pedestrians as well. The car’s components like GPS or other embedded computers enable the smart infrastructure part of the smart city to use this information to improve traffic. But data like work location, home location, time spent at different location can be used to create the driver’s profile which can be used by unauthorize persons.
3) Smart infrastructure contains the network that is used to transmit data generated by all the systems of smart cities.  Vulnerabilities come from wireless network, mobile network and the IoT network. These networks are used to transmit data from all the systems that are present in the city, systems like street lightning system, transport providers, buildings, social media sites, government bodies and public administration. All this data is vulnerable as the media on which it is transported.
4) Smart citizens can become a vulnerability as well. Smart city concept was born to meet the needs and requirements of its citizens. The way people use technology can decrease security as people can make mistakes. Some of the most common mistakes that people do when it comes to smart things are:

a) Default settings from the factory are used and passwords are not changed
b) Devices are not properly configured due to the fact that users don’t usually read or understand the terms and conditions of the device usage and sometimes users don’t have necessary knowledge to configure the devices.
c) Devices are left unattended or kept in insecure locations.
d) Data is not properly categorized, and sensitive data is treated like any other type of data when stored or transmitted.
e) People, due to lack of knowledge, are easily tricked with social engineering, spam email and other malicious techniques.
Some of the known attacks on smart cities are DDoS attacks, hacking and intrusion, worms, viruses, malwares, jamming, spoofing, eavesdropping and replay [2][7].
Examples of specific attacks [8] [2]:

· Malicious users could target traffic lights, injecting forged data to temper with the regular schedule causing traffic jams.
· Attacks on air quality systems, injecting malicious data, can restrain people access in some areas as the system would think the air quality in that area would affect people.
· Attacks on waste-water monitor system, injecting fake data, would trigger false warnings.
· In 2015, approximate 230.000 citizens living in Ukraine, had to survive a long period without electricity because the power grid was attacked by hackers [8].
· Stuxnet[10] is a malicious code sold on the black market in 2013. It can be used to attack any physical device which is related to computers.
· Linux.Darlloz Worm[10] is a malware that attacks homebased routers, surveillance cameras and other consumer devices that have an internet connection.





4) [bookmark: _Toc8337800]Lab Analysis on specific security issues


Data is the most important in these days. With the increasing number of devices around us, the amount of data grew as well. With this increase, it became more vulnerable as well. Attackers can use the information extracted from stolen data for financial gain or to harm the users. Cryptography[7] is one tool to prevent data exposure. Cryptography a science that studies ways to hid information in an indecipherable layout[moodle]. In this lab, CrypTool, a basic data encryption tool, was used to test the results using this tool to encrypt valuable information. The steps of the process will be presented next. The tool was downloaded from https://www.cryptool.org/ and installed on a computer that runs Windows as Operating System as shown in Figure 1. Windows OS is one of the tool’s requirements.





[image: ]
[bookmark: _Ref8330348][bookmark: _Toc8337803]Figure 1 CrypTool download

After downloading the tool, the setup file is run to start the installation as shown Figure 2[image: ]
[bookmark: _Ref8330594][bookmark: _Toc8337804]Figure 2CrypTool installation
After installation is complete, the tool is run and the window shoed in Figure 3 with some information about the tool.

[image: ]
[bookmark: _Ref8330776][bookmark: _Toc8337805]Figure 3Tool information
The user types personal information as shown in Figure 4 and sets up the encryption key Figure 5.
[image: ]
[bookmark: _Ref8331461][bookmark: _Toc8337806]Figure 4Information to be encrypted

The key is used to access the information encrypted using the key.
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[bookmark: _Ref8331525][bookmark: _Toc8337807]Figure 5Encryption details
In Figure 6 the result of the encryption is shown. The data is presented in an unreadable format.







[image: ]
[bookmark: _Ref8331598][bookmark: _Toc8337808]Figure 6Encryption result



The new and crypt data is saved on the computer as shown in Figure 7 for tests. In Figure 8 the author tries to decrypt the data with a different key. The decryption is unsuccessful as shown in Figure 9.
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[bookmark: _Ref8331725][bookmark: _Toc8337809]Figure 7Saving Encrypted file
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[bookmark: _Ref8331772][bookmark: _Toc8337810]Figure 8Trying to decrypt information with different key
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[bookmark: _Ref8331823][bookmark: _Toc8337811]Figure 9Decryption unsuccessful with different key



In Figure 10 the authors try to decrypt the data again, this time using the correct key. The data is successful decrypted as shown in Figure 11.

[image: ]
[bookmark: _Ref8331905][bookmark: _Toc8337812]Figure 10Trying to decrypt with corect key
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[bookmark: _Ref8331952][bookmark: _Toc8337813]Figure 11Decryption successful with correct key


This test is showing some way in which the data can be protected for the malicious attackers.

5) [bookmark: _Toc8337801]Security implementation in a Smart Campus	Comment by Carlene Campbell: 



In the submitted packet tracer file. A Smart campus was designed by the author. There are no fund limits for the design implementation. It is assumed that the network is properly set, and it is functioning at optimal parameters. The possible threats coming from malicious users can be attacks on IoT devices that are more vulnerable, social engineering performed on university staff or students, Man in the middle, spoofing, DoS and many other attacks. Toe increase the security of the smart campus; the author implemented the following security features:
· ASA Firewall with ACL implemented at the main router outside connection. This firewall can filter incoming and outgoing data and can restrict access in or out.
· The outside connection is an encrypted connection that also increase data protection. This prevent man in the middle attacks.
· IPS and IDS are protecting the network. IDS is a security component that alert the network administrator when threats occur. IDS do not take any action beside alerting, but IPS will complement that as this is a security components that reacts at threats.
· Telnet port is closed and instead SSH it is used as it is more secure (provides encryption)
· Encrypted is the connection to SAN. In SAN the important data will be backed up. This link is one of the most important links as it is used for a lot of traffic.
· Web servers and File sharing servers are positioned in the DMZ zone for extra security as these are accessed by remote users as well.
· Using two distribution switches and two core switches increase data availability in case of DoS attacks.
· Wireless networks are more secured adding a WPA2-PSK security and using a strong password for wireless network access (stronger password means using letters, capital letters and symbols). 
· Extra protection can be added by implementing strong security policies and framework
· Educating and training the users would increase security as well. As mentioned earlier in this report, most of the vulnerabilities are cause by the user’s actions.
· Surveillance cameras monitor access in campus
· RFID access in high importance locations like server rooms.











6) [bookmark: _Toc8337802]Conclusion	Comment by Carlene Campbell: 


Security threats are increasing and as discussed in this report, the solution offered by the device’s manufacturers are almost none. Trying to achieve performance, attractive designs, profit and other advantages, the smart devices developers tend to ignore the security and privacy of the users. The malicious attacks can affect targeted users but in time they affect the developer as well as they lose the trust of the users. The consequences of future attacks can be devasted an only hoping that this will not happen is not a way to protect devices, environment or humans.
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	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Some key concepts of research explained but lack diversity of sources and depth. A number of areas could be better referenced.  However, appropriate referencing convention used. (Grade mark: 50.00%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]22.5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
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	[bookmark: markKUS]

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The lab exercises were explained. This section can be improved by using more screenshots from the experiments and discuss more.  However, more discussions and analysis on how company could be proactive to prevent/protect their communication system and the Internet were lacking (Grade mark: 50.00%)
	[bookmark: totalANA]45
	[bookmark: markANA]22.5

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
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	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Formatting required.  Did not use IEEE formatting.  Grammatical errors. (Grade mark: 45.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]50%

	
	Up to four weeks late
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This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Depth of research need strengthen, you need to explain and analyse the scenarios you derived for the campus from your chosen research area(s) in a more meaningful way. (Grade mark: 50.00%)
	20
	10

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have explain resources, devices used for your chosen design but no actual analysis of your chosen solution.  A conceptual diagram could be used to aid this discussion. (Grade mark: 50.00%)
	20
	10

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	Your Packet Tracer design worked with relevant security measures such as firewall, IPS, VPN et (Grade mark: 66.67%)
	60
	40

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	60%

	
	Up to four weeks late
	
	

	
	First Attempt?
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RELEASE VERSION CRYPTOOL 1.4.41
The current release version is CrypTool 1.4.41 (released March 27th, 2018).

‘This version requires a Win32 environment. The program contains some few functions calling Java applications. To run these functions a Java
runtime enviroment under Win32 (at least JRE 1.7) needs to be installed

Both, the sources of the release version (Tag "CrypTool_1_4_41") and the sources of the latest changes are available from the subversion
repository. Everybody has read access to this repository (usermame anonymous and empty password)

CrypTool 1.4.41 is available in English, German, Spanish, Polish, Serbian, and French:

= CrypTool 1.4.41 — English version
SHA256: 1C724€617181c94026ee60T1eb84T 8aBD55Me 102763 070c7a5a5926e5ab

= CrypTool 1.4.41 — German version
SHA256: 222c888784539797362€6550b204bc83a1fd06C027ef53ca62b263cacT47d2a

= CrypTool 1.4.41 — Spanish version
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